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First of all...
...without IT-security there is no E-Business
(and E-Society, E-Decmocracy etc) ...
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rldwide: Internet usage in enterprises by number of employees in selected countries
in percent*, 2003
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...and spreads...

ﬁorldwide: E-Commerce activities of enterprises in selected countries in percent* 2003
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Internet use: increase to 75 % of population by 2005
Broadband: 20 million broadband lines by 2010
Mobile telecommunication: 80 % of population by 2005

Federal Government online: Online provisions of all 440 internet
cabable services by 2005

Establishment of 20 model local e-governments (,transfers
governments®) by 2005

Launch of the virtual employment market by 2005

*Action Programme by the Federal Government ,Information Society 2006“
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On the other hand: attacks multiply...

.ternational reported security incidents:
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... and multiply

Annual doubling of registered security vulnerabilities and
Incidents*

H 70 % of the companies already had virus incidents

M 36 % of the companies announced a loss of data with economic
consequences

M 20 % of the companies noticed DoS-attacks or unauthorised
accesses

M 9.1 % of all e-mails which are sent are contaminated with a
VIrus**

*Bitkom 2001
**Message Labs 2004
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Secondly and therefore...
...IT-security is a (increasing) business
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. Global revenues IT security 2002 - 2007

USD Mrd. CAGR
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Source: IDC, 2003 - Worldwide IT Security and Business Continuity Forecast, 2002 — 2007 CAGR =Annual growth rates
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World Market 2002 World Market 2007
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By region

World Market- 2002

Volume: USD 19,0 bn

World Market — 2007

Volume USD 45,5 bn.
MOE
204 Mittlerer MOE Mittlerer
Latel.n Osten / Afrika Latein- Osten / Afrika
Amerika 1% Amerika 2%
2% 204
0

f |

Asien-Pazifik
16%

=== U

Asien-Pazifik
18%

Nord-Amerik]
51%

1%

Nord-Amerija
49%

West-Europa

28% West-Europa
27%
North America HEIET Asia Pacific Latin America M'dd"? East
Europe Africa
CAGR 02-

Source: IDC, 2003 - Worldwide IT Security and Business Continuity Forecast, 2002 — 2007




A || Federal Ministry of
e Economics and Labour

After all...
...we are happy, to have a high performance IT-
security branch in Germany
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Revenues IT-security- and Revenues crypto business
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All in all: German core business
IS laid on high end (quality) products
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Products and services of German IT-security producers
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Quelle: BAH Analysis, Industry-Interviews and other assesments,
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And...
...IT-security is rated politically very high in
Germany
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From...

, 1he Federal Government respects the use and free disposability of cryptographic
methods as a crucial precondition for the development of e-commerce .... and will
support the spread of secure encryption in Germany*“.

» The ability of German industy to develop and produce secure and high performance
cryptographic products is taken as essential to protect the country, its business and
society*"

, The Federal Government attaches large importance to international cooperation in
the field of IT-security. The Federal Government advocates market driven, open
standards and interoperable systems*

From ,Corner Marks* of the German cryptography policy, June 1999
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.10

,...as garantor for internal security, the state has arole to play in building a
secure and trustworthy Internet infrastructure. Today, protecting internal
security is insparably linked to the security of information technology and of
the Internet.**

*Action Programme by the Federal Government, Information Society Germany 2006, 2003
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And from political declarations to the tough practice
Some key elements of German IT-security policy
are...
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...to raise users‘ motivation to invest in IT-security

. M By giving information and sensitizing (paricularly ,normal®
citizens and SME's)

M By legal measures (e. g. laying down of obligations or
liabilities)
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. M By evaluation and certfication of IT-security products and -
systems
M by the use of Open Source software
B establishment of a , virtual* Open Source competence center
B publication of a migration guideline
H ..




‘EﬁﬂﬁL?.Tﬂ"Jﬁtﬂﬁﬂour | ....tc_) promote ,,opgn standards” and
Interoperability for IT-security products and...

. M By public procurement

B SAGA (Standards and Architectures for e-government
applications, www.kbst.bund.de)

Bl OSCI (Online Services Computer Interface, www.osci.de)
M by the use of ,Open Source* software
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