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SEC Consult in a Nutshell
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SEC Consult in a Nutshell

White Hat Hackers|

White Hat Hackers find...
- REAL vulnerabilities In...

- REAL software and disclose them responsibly.

—

Deliv*e

- REAL consequences are the result if those

vulnerabilities are exploited!
strong

and

Established 2002
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Responsible Disclosure Process =8

Responsible Disclosure
1. 2. 3. 4,

Vulnerability

ldentification Vendor Validation

Public

Of =g .
Vulnerability Notification and

Resolution

Disclosure

... A defined process on how to publish vulnerabillities
..."rules of engagement” for White Hat Hackers.
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Vulnerability
Validation
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Of . g -
Vulnerability Notification and

Resolution

2

- Be creative!
- Be confident!
- In Capture the Flag Events
% In Courses at University / School
@ SEC Consult

- In Customer Projects
- As a Researcher

Public

Disclosure
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Vulnerability

ldentification Vendor Validation

of Public

Vulnerability Notification and Disclosure

Resolution

SEC Consult Vulnerability Lab Security Advisory < 20140508-0 =

title:|Multiple critical wvulnerabilities
product:| AVG Remote Administration

Vulnerability overview/description:

1) Authentication bypass / Missing authentication
The authentication checks for access via the AVG Admin Console (=fat client)
are done on the client side. The AVG Admin Server sends a list of valid
usernames/password hashes to AVG Admin Console. As the Admin Console is
controlled by the client, authentication can easily be bypassed.

Attackers can connect to the AVG Admin Server and manage clients just like a
legitimate administrator with full privileges using a modified version (checks
removed using binary patch) of AVG Admin Console.
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Vulnerability

ldentification Vendor Validation

of Public

Vulnerability Notification

Disclosure

and
Resolution

L
Problem:
Problem: AuthN logic
All Users / PW-Hashes on client-side

send to client during AuthN

/

pa— ..
Admin Client
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Vulnerability

Identification Vendor Validation

of Public

Vulnerability Notification and Disclosure

Resolution

Notification over a secure channel...

€ ﬂhttps:f{www.gongle.cnm[appserve;’security—bugsfmzfnew?rl:vf:| ®» » =

Google

Security Bug Report

Problem Description
Please describe the issue you wish to report

| need assistance with my Google account.

) | want to remove content on Google Search, Youtube, or another service.

|_'EI want to report a technical security bug in a Google product (SQLI, XS5, etc.).
1 want to report fraud, malware, or other problems not listed above.
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Vulnerability

Validation Public
Notification and Disclosure
Resolution

ldentification Vendor

of
Vulnerability

Notification over a secure channel (not always easy)

Dear NG

I've already sent you an email last week || v ithout any reply.

A ticket seems to have been created automatically and already closed as spam although it is
not.

We have identified a critical vulnerability within 1|,|rn::u.1_sc:f'l:l.l'u'are. I would

need a security contact from your side to submit our security advisory.

If we don't receive a reply by tomorrow|| ] v e are going to publish the security advisory on ||
I - ccording to our responsible disclosure policy (attached at the last email).

best regards,
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Resolution

Public
Disclosure

Vendor provides fix and publishes patch (fast!?)...

SEC Consult Vulnerability Lab Security Advisory < 201577°%&

Is this

2014-08-13: Contacting vendor through secalert_us@nracle.cnm
2014-08-14: Vendor response - vulnerbility will be investigs c
2014-08-15: Vendor response - issue will be tracked as 5048a ResponSIbIe
2014-08-22: S5tatus update: Under investigation / Being fixed Dlsclosure’)
2014-08-24: Status update: Issue fixed in main codeline, =sche
2014-10-24: Status update: Issue fixed in main codeline, schedule. v
-~ 1 2014-11-24: Status update: Izsue fixed in main codeline, scheduled for a fue.—-< CEU
Yeal‘ 2014-12-24: Status update: Izsue fixed in main codeline, scheduled for a future CPU
2015-01-24: 5tatus update: Izsue fixed in main codeline, =scheduled for a future CEFU
T||| 2015-02-25: Status update: Issue fixed in main codeline, scheduled for a future CFU
PatCh 2015-03-25: Status update: Izsue fixed in main codeline, scheduled for a future CPU
2015-04-25: 5tatus update: Izsue fixed in main codeline, =scheduled for a future CEU
2015-05-23: 5Status update: Izsue fixed in main codeline, scheduled for a future CPU
2015-06-25: Status update: Izsue fixed in main codeline, scheduled for a future CPU
2015-07-11: I=ssue is fixed in upcoming CPU, patches will be released on 2015-07-14
2015-07-16: Coordinated release of the security advisory

© Andreas Falkenberg, SEC Consult Deutschland Unternehmensberatung GmbH, 2015




e L Vulnerabilit
ldentification Vendor Validationy Public

o Notification and Disclosure

Vulnerability SecElie

Vendor provides fix and publishes patch (or not)...

Sehr geehrte Damen und Herren,

hiermit zeigen wir lhnen an, dass wir die

-nwaltlil::h vertreten. Vollmacht wird anwaltlich versichert.

Gegenstand unserer Beauftragung ist folgender Sachverhalt:

Unsere Mandantin hat der Firm| N - e

B < citgestellt. Eine durch Sie durchgefiihrte Sicherheitspriifung bei der
B - g:b (hrer Meinung nach gewisse Sicherheitsliicken bei der von unserer
Mandantin bereitgestellten Software.
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Vulnerability

ldentification Vendor Validation Public

of

Vulnerability Notification Resa(l)rl‘gtion Disclosure

pwnies.com vC|@ B

Pwnie for Lamest Vendor Response

- &
= Awarded to the vendor who mishandled a security vulnerability most spectacularly.
- - ¢ AVG Remote Administration Insecure "By Design"
Advisorie
AVG
2014

is so much less work than actually fixing
[2014-07-01]

[2014-06-30] N

[2014-06-06] M

"AVG Remote Administration" allows the network administrator to remotely
install, update, and configure AVG across the computer network."

[2014-05-28] oot Backdoor & Unauthenticated access to woice recordings in
ICE Recording eXpress

[2014-05-21] Jultiple critical vulnerabilities in CoSoSys Endpoint Protector 4

[2014-05-08] [ Multiple critical vulnerabilities in AVG Remaote Administration

[2014-04-30] SOL injection and XSS vulnerabilities in Typo3 si_bibtex extension

https://www.sec-consult.com/en/Vulnerability-Lab/Advisories.htm
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Responsible Disclosure Done

Responsible Disclosure...

1. 2. 3.

Vulnerability

ldentification Vendor Validation

Of g .
Vulnerability Notification and

Resolution

Public

Disclosure

... is the ,rule of engagement” for a White Hat Hacker.
... a fun process with some interesting twists & turns.
... shows how (in)significant security Is to certain vendors.
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Thank youl!
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