23rd & 24th October 2012

MCE, Brussels, Belgium

preliminary Conference Programme

Day 1 - Tuesday 23™ October 2012

09.00-10.00

Open, morning coffee

10.00-12.00

Opening Plenary, Welcome addresses:

Norbert Pohlmann, Chairman, TeleTrusT & Director, if(is), Germany
David Goodman, Chairman, EEMA, UK

Udo Helmbrecht, Director, ENISA, Greece

Ulrich Seldeslachts, CEO, LSEC, Belgium

Keynote: NSTIC and the Identity Ecosystem.
James Sheire, Senior Advisor, National Strategy for Trusted Identities in Cyberspace, USA

Panel session: "Houston we have a problem!": Paradigm-Shift in IT

Moderation: Ammar Alkassar, Board Member, TeleTrusT & CEO, Sirrix AG security technologies, Germany

David Goodman, Chairman, EEMA, UK

Udo Helmbrecht, Director, ENISA, Greece
Kim Cameron, Chief Architect of Identity, Microsoft, France

Gerold Hiibner, Chief Product Security, SAP AG, Germany
Tom Kohler, CEO, Cassidian Cybersecurity, Germany

12.00-13.00

Lunch Break

Enterprise Security

Chair: Wolfgang Schneider, Senior
Adviser, Fraunhofer Institute SIT,

Information Security Strategy and
Management

Chair: Walter Fumy, Chief
Scientist, Bundesdruckerei,

Security and Privacy impact of
Green Energy

Chair: Achim Klabunde, Head of
Sector IT Policy, European Data

US/EU Activities
and Future Plans

Chair: Maurizio
Talamo, CEO,
Nestor SCARL,
Italy

Germany Germany Protection Supervisor, Belgium
13.00-13.30 |Context-enhanced authorization |Threats, risks and the derived Privacy-preserving smart
information security strategy B |metering B
Martijn Oostdijk, Senior Advisor, [Roland Mueller, CISO, Daimler Alfredo Rial, Ph.D. Student, KU
Novay, Netherlands Financial Services, Germany Leuven, Belgium
13.30-14.00 |The PoSecCo security decision Presentation of results of the Smart metering and common

support system B

Antonio Lioy, Professor,
Politecnico di Torino, Italy

position paper "Information
Security Management - Guidelines
for Managers" of TeleTrusT
working group on Information
Security Management ISM B

Werner Wipper, General
Manager, WMC GmbH, Germany
Iryna Windhorst, Secure Service
and Quality Testing, Fraunhofer-
Institute AISEC, Germany

criteria — A German approach to
fulfil European privacy needs B

Markus Bartsch, Business
Development, TUVIT, Germany

14.00-14.30

Enterprise mobility - A balancing
act between security and usability

B

Patrick Michaelis, Senior Security
Product Manager,

Research In Motion, Germany

IT security investment and costing
- emphasizing benefits in times of
limited budgets B

Mechthild Stéwer, Head of
Department Security
Management, Fraunhofer-Institute
SIT, Germany

Securing the Smart Grid with
hardware security modules B

Andreas Philipp, Head of Sales &
Dieter Bong, Product Manager,
Utimaco Safeware AG, Germany

Panel session:

Andrea Servida,
Head of Task
Force — elDAS
Legislation
Team, European
Commission,
Belgium

James Sheire,
Senior Advisor,
National
Strategy for
Trusted
Identities in
Cyberspace, USA

Kim Cameron,
Chief Architect
of ldentity,
Microsoft,
France

14.30-15.00

Coffee Break
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University of Applied Sciences and
Arts, Switzerland

15.30-16.00

Management and use of ID
credentials on NFC enabled
phones: use cases, challenges,
technologies and standards B

lan Lowe, Senior Product
Marketing Manager, Actividentity,
UK

16.00-16.30

Malware detection in ubiquitous
environments B

Panel: European Security CXO
panel - this business of security

Moderation: Ulrich Seldeslachts,
CEO, LSEC, Belgium

Jan Valcke, COO, Vasco Data
Security, Belgium

Gerhard Eschelbeck, CTO, Sophos,
USA

Xavier Verhaeghe, VP Security

What kids today can tell you
about tomorrow’s workplace
risks

Tim Wilson, Lead Volunteer, (ISC)?
Foundation, UK

Full employment - Is this good or
bad news for the information

Solutions for Mobile Applications | Security Management & Human Factors of US/EU Activities
Economics of Security IT Security and Future
Chair: Patrick Michaelis, Senior Chair: Ulrich Seldeslachts, CEO, Chair: Peter Berlich, President, AEE
Product Manager EMEA, Research| LSEC, Belgium (1SC)? Chapter Switzerland,
. . SSEDIC
In Motion, Germany Switzerland
15.00 - 15.30 | Eurosmart White Paper: Security |A modern approach on The human aspect and data Welcome
of mobile devices, applications measurement of information leakage prevention in academiaB |\, rizio
and transactions B security B Elham Rajabian Noghondar, Talamo,
Jan Eichholz, Technology Nina Vrielink, CEO & Frederik mgitaerelrr;\Lngfrﬁnﬁzlgrgifecgg;rg . CEO, Nestor
ConsuI'Fant, Eurosmart/ Giesecke Humpert—VrieIink, COO, CETUS in Gj¢\g/ik, Nor’way & Pro¥. Konrgd SCARL, Italy
& Devrient, Germany Consulting GmbH, Germany Marfurt, dipl. Phys.ETH, Lucerne | Workshops:

Authentication
Steve Pannifer,
Head of
Delivery,
Consult
Hyperion, UK
Future elD
models

Libor Neumann,
Senior
Consultant,
ANECT, Czech

17.30-18.00

SSEDIC WP4 authentication
standards review

Steve Pannifer, Head of Delivery,
Consult Hyperion, UK

Policy-based audit of security
configuration settings

Serena Elisa Ponta, Researcher,
SAP Research, France

18.00-18.30

Strong authentication of humans
and machines in policy controlled
cloud computing environment

using automatic cyber identity B

Libor Neumann, Senior
Consultant, ANECT, Czech
Republic

Making use of the changing
European elD landscape to
support your business case B

Marc Sel, Director,
Pricewaterhouse Coopers, Belgium
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Panel: Online social networks:
security and privacy
considerations

Moderation: Ulrich Seldeslachts,
CEO, LSEC, Belgium

Seda Guerses, Research assistant,
COSIC, KU Leuven, Belgium

Ralf Benzmueller, Head
Securitylabs, G Data, Germany
Tim De Boeck, Systems Engineer,
Palo Alto Networks, Belgium
Joeri Van Hoof, Senior Engineer
EMEA, Barracuda Network,
Belgium

Solutions EMEA, Oracle, Belgium |security profession? Republic
Roberto A. Morales Pacheco, Ramon Morl, Managing Director, | Richard Nealon, Board Secretary | Regulation
Technical Director, itWatch, Germany of the (ISC)? Board of Directors & |Hans Graux,
Co-Chair of the European Advisor
Manuel Garcia-Cervigdn, Security Board I(|SC)2 IreIL:ancFI) visory IT Lavlvyer,
Researcher, Technical University ’ ’ E”I'e.' ex,
of Catalonia, Spain elgium
16.30-17.00 | Coffee Break
Identity & Access Management |Security Management & Human Factors of US/EU Activities
Economics of Security IT Security and Future Plans
Chair: Jaap Kuipers, Owner, ID Chair: Jon Shamabh, Vice Chair, Session continued SSED.IC
Network, Netherlands EEMA, UK continued
17.00-17.30 | A new security architecture for | Security of consumerisation IT The security awareness and Universit
SmartCards utilizing physical training framework of a multi cred:niia‘:s
unclonable functions B national company Hugo Kershot,
Walter Fumy, Chief Scientist, Louis Marinos, Senior Expert Risk | Klaus Schimmer, Information g/!ana;glng
Bundesdruckerei, Germany Management, ENISA, Greece Security Manager, SAP AG, ISI-rISrCa?tri'ce
Germany Belgium

Business models
Eric Blot-Lefevre,
CEO, Trustseed
SAS, France

SSEDIC General
Assembly
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Day 2 — Wednesday 24" October 2012

9.00-10.00 |Morning Keynote: International cyber-security collaboration: Partnering to reduce global risk
Paul Nicholas, Senior Security Strategist, Microsoft, USA
10.00-10.30 |Coffee Break
Separation & Isolation Cyber Security: Trustworthy Infrastructures Product
Chair: Ammar Alkassar, Board REEED e Chair: Norbert Pohlmann, Implemen.tatlon
Member, TeleTrusT & CEO, Sirrix |Chair: Michael Hartmann, CSO, Chairman, TeleTrusT & Director, Gz Hels
AG security technologies, SAP AG, Germany if(is), Germany
Germany
10.30-11.00 |Applying a security kernel Exploiting virtual file formats for |eConsent management and Implementing an
framework to smart meter fun and profit B enforcement in personal enterprise strong
gateways B telehealth B authentication
Marcel Winandy, Senior System Matthias Luft, Senior Security Milan Petkovic, Senior Scientist, ia:r:tnl;‘:r‘::i)craktif:r: all
Architect, Sirrix AG security Analyst, ERNW GmbH, Germany |Philips Research, Netherlands events
technologies, Horst Gortz Institute . .
. Enno Rey, Senior Security Analyst, .
for IT-Security, Germany Reinier van der
ERNW GmbH, Germany .
. N . Drift, CEO,
Michael Grone, Project Manager
and Consultant, Sirrix AG security Authasas
technologies, Germany Advancgd .
! Authentication
BV, Netherlands
11.00-11.30 |Old new security architectures - |Anonymous - a new civil Critical clouds - An analysis of Applied privacy
The principle of separation at disobedience phenomenon B dependencies of critical services |now and under
work and infrastructures on cloud the new EU rules
computing Bavo Van den
Kai Martius, Head of Business Unit,|Miloslav Kucera, University Marnix Dekker, Information Heuvel, Security
secunet Security Networks AG, Assistant (Lecturer), Czech Security Officer, ENISA, Greece and Privacy
Germany Technical University in Prague, Expert Cranium
Czech Republic BVBA, founder of
Data Protection
Institute, Belgium
Nicolas Delcroix,
Partner dellTad,
founder of Data
Protection
Institute, Belgium
11.30-12.00 |Secure environments on Asymmetric information: Building |Context-based identity Trust on the
smartphones: Approaches and technologies that help cyber- management - A reality and internet has
solutions B defense B necessity for online and cloud never been so
services important
Steffen Schulz, Research Assistant, |Claire Vishik, Trust & Security Erik R. van Zuuren, Director,
Ruhr-University Bochum, Technology & Policy Manager, Deloitte Enterprise Risk Services, Ales Lipicnik,
gﬂeari:::;le University Sydney, Intel, UK Belgium Chairman,
CONNET d.o.0.,
Slovenia
12.00-13.00 |Lunch
13.00-13.45 |Afternoon Keynote: Embrace the mobile ‘r’evolution : addressing the security challenges around mobile/cloud/BYOD
Tim van Honsté, Security Sales Specialist, Belgium & Luxembourg, Symantec, Belgium
13.45-14.00 |The TeleTrusT Award Presentation

E: This presentation is featured within your ISSE 2012 book
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EU Digital Agenda

Chair: Roger Dean, Executive
Director, EEMA, UK

Cloud Computing Security

Chair: Marnix Dekker, Security
expert and Information Security
Officer, ENISA, Greece

Trustworthy Infrastructures

Session continued

14.00-14.30

New European trusted services
framework regulations

Andrea Servida,

Head of the Task Force
"Legislation Team (elDAS)",
European Commission

OmniCloud — Secure and flexible
cloud backup

Ruben Wolf, Senior Researcher
Cloud Computing, Identity &
Privacy, Fraunhofer Institute SIT,
Germany

Information management and
sharing for national cyber
situational awareness B

Thomas Bleier, Program Manager
IT Security, AIT Austrian Institute
of Technology GmbH, Austria

14.30-15.00

National cyberspace strategy

Steve Purser, Head of Technical
Department, ENISA, Greece

Identities for cloud service -
where are they to go?

Patrick Hartmann, Consultant,
Siemens Enterprise
Communications, Germany

Analyzing G-20's key
autonomous systems and their
intermeshing using AS-analyzer

Sebastian Feld & Bastian
Wichmann, Research Associates,
Institute for Internet-Security,
Germany B

15.00-15.30

PEPPOL - Experience from four
years work on eSignature
interoperability B

Jon @Ines, Senior Advisor,
UniBridge, Norway

A systematic holistic approach
for providers to deliver secure
ICT services B

Eberhard von Faber, Security
Strategy and Executive
Consulting, T-Systems, Germany

Intention semantics: Ideas versus
outcomes in developing new
security technologies B

David Ott, Program Director, Intel
Labs, USA

15.30-16.00

Coffee Break

EU Digital Agenda

Session Continued

Cloud Computing Security

Session Continued

Legal Workshop

Chair: Jos Dumortier, Professor,
KU Leuven, Belgium

16.00-17.00

GINI-SA roundtable

Lefeteris Leontaridis, Technical
Manager, GINI Project, Greece

Panel: Hardening your cloud
environments, challenges and
opportunities

Moderation: Ulrich Seldeslachts,
CEO, LSEC, Belgium

Paul Ferron, Senior Solution
Strategist, CA Technologies,
Netherlands

Philippe Massonet, Scientific
Coordinator, CETIC, Belgium
Tim Van Honste, Security Sales
Specialist, Symantec, Belgium

Interactive workshop on three

recent EU proposed regulations:

1) Draft EU personal data
protection regulation
Gérard Galler, Policy Officer,
DG CONNECT, European
Commission, Belgium

2) Draft EU electronic
identification, signature and
other trusted services
regulation
Nicolas Dubois, Policy Officer,
DG JUST, European
Commission, Belgium

3) Draft EU internet security
regulation
Jos Dumortier, Professor of
Law, KU Leuven / Lawyer Bar
of Brussels, Partner time.lex,
Brussels

17.00-17.30

Closing Plenary

Bart Preneel, Professor, KU Leuven, Belgium

Please note: this programme is subject to change
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