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preliminary COnference Programme

Day 1 - Tuesday 22" October 2013
09.00-10.00 |Registration and coffee

10.00-11.30 (Opening
Introduction by Norbert Pohlmann, Chairman, TeleTrusT & Director, if(is), Germany

Opening plenary keynotes

Troels @rting, Head of European Cybercrime Centre (EC3), Europol, The Netherlands

The European cyber security strategy and the role for the new European Cybercrime Centre
Mayank Upadhyay, Principal Engineer, Google, USA

Cyber security: human factors and authentication tools

John Lyons, Chief Executive, International Cyber Security Protection Alliance, UK
Ways to collaborate internationally to fight cyber crime more effectively —and why the EU & USA could take the lead

11.30-12.00 |Coffee break

12.00-12.30 |Keynote: David Pollington, Director of International Security Relations, Microsoft, UK

12.30-13.15 |Opening panel: Cyber security in Europe — the next steps
Chair: Norbert Pohlmann, Chairman, TeleTrusT & Director, if(is), Germany

Manel Medina, Senior Risk Analysis Expert, ENISA, Greece

Freddy Dezeure, Head of Task Force "CERT-EU", European Commission, Belgium

Guenther Welsch, Head of Division "Coordination and Governance", German Federal Office for Information Security (BSI), Germany
Franky Thrasher, Information Security Manager, Electrabel, Belgium

Gerold Hibner, Chief Product Security Officer, SAP, Germany

13.15-14.00 |Lunch break, networking and live demos

EU Regulation on elD and Trust Services and Cloud Security Hun.1an Factors, Awareness Real Life Deployment STORK
eSignature il 2w e, e, Achlm Klabunde, Head of Sect.or IT
Roger Dean, Executive Director, Deloitte, Belgium Policy, .European. Data Protection
EEMA, UK Supervisor, Belgium

14.00-14.30 |Aim and progress of the legislative |DRM for HTML5 - combining DRM The h‘uman factor in information Maximise data loss |:'>revention ‘ Integrating STORK building block
process with document encryption security management through secure mobile applications |for smarter elD access

Patrick Michaelis, Senior Auditor, AC |and content
— The Auditing Company, Germany |Dave Renwick, Director of
Innovation, EMEA, AirWatch, UK

Alberto Crespo, Head of Secure
Identity, Atos Spain S.A., Spain

Andrea Servida, Head of the Task Bruno Quint, Managing Director,
Force "Legislation Team (elDAS)", Corisecio, Germany
European Commission, Belgium
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14.30-15.00

Implementation: single European
market for eldentity

Kim Nguyen , Managing Director D-
Trust GmbH, Chief Scientist Security,
Bundesdruckerei, Germany

Draft of a dynamic malware
detection system on trustworthy
endpoints B

Andreas Speier, Research Assistant,
Institute for Internet Security,
Westphalian University of Applied
Sciences Gelsenkirchen, Germany

Bridging the gap - consumerization
in a regulated ecosystem
Nader Henein, Director, Advisory

Division, Product Security,
BlackBerry, UK

Attackers now aim for your
privileged access

Dries Robberechts, Regional Sales
Engineer Benelux, CyberArk,
Belgium

Breaking new ground in STORK 2.0
— mandates and business services
Herbert Leitold, Head of Graz
division, A-SIT, Austria

15.00-15.30

Notification concept = leveling of
security?

Jos Dumortier, University Professor -
ICT Lawyer, KU Leuven, Belgium

Sec2: secure mobile solution for
distributed public cloud storages

Andreas Philipp, Head Sales HSM,
Utimaco Safeware AG, Germany

Social media - a fictive dialogue
between a Chief Marketing Officer
and a Chief Security Officer

Klaus Schimmer, Information
Security Officer, SAP, Germany

Julia Langlouis, Information Security
Officer, SAP, Germany

Government-grade
communications security for
Europe

Hans-Christoph Quelle, CEO,
Secusmart GmbH, Germany

15.30-16.00

Coffee break

16.00-17.00

Andreas Weiss, Managing Director, EuroCloud Europe, Luxembourg
Arno Fiedler, CEO, Nimbus Technologieberatung GmbH, Germany
Christiaan van der Valk, CEO, TrustWeaver, Sweden

Ilias Chantzos, Senior Director EMEA, Global CIP and Privacy Advisor, Symantec, Belgium

Plenary panel: trust services for Europe — economical, technical and legal perspectives

Chair: Andrea Servida, Head of the Task Force "Legislation Team (elDAS)", European Commission, Belgium

Regulation & Policies today

Manel Medina, Senior Risk Analysis
Expert, ENISA, Greece

elD & Access Management

Jacoba Sieders, Advisory Board
Member, IDentity.Next, The
Netherlands

Data Protection, Data Security and
Transparency

Jos Dumortier, University Professor
- ICT Lawyer, KU Leuven, Belgium

SSEDIC

Age Verification

17.00-17.30

A practical signature policy
framework B

Jon @lnes, Senior Advisor,
Unibridge AS, Norway

The evolution of authentication B

Rolf Lindemann, Senior Director
Products & Technology, Nok Nok
Labs, Inc., Germany

Enhancing transparency with
distributed privacy-preserving
logging B

Roel Peeters, Post-Doctoral
Researcher, KU Leuven, Belgium

Discussion of SSEDIC project
recommendations and roadmap
speakers see next page

Age verification
Jaap Kuipers, Owner, ID Network,
The Netherlands

Rachel O'Connell, Independent
consultant and founder,
GroovyFuture.com, UK
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17.30-18.00

Facing the upheaval: changing
dynamics for security governance
inthe EUB

Yves Le Roux, Policy Programme
Lead, (ISC)2 EMEA Advisory Board,
France

Security challenges of current
federated elD architectures B

Libor Neumann, ALUCID Senior
Consultant, ANECT a.s., Czech
Republic

Data protection and data security
by design applied to financial
intelligence B

Paolo Balboni, Scientific Director,
European Privacy Association, Italy
Udo Kroon, CIO, FIU.NET,

Ministry of Security and Justice, The
Netherlands

Discussion of SSEDIC project
recommendations and roadmap
(continued)

Maurizio Talamo, President, Nestor-
Lab, Tor Vergata University, Italy
Christian Schunck, Senior
Researcher, Nestor-Lab, Tor
Vergata University, Italy

Jaap Kuipers, Director, ID Network,
The Netherlands

Steve Pannifer, Head of Delivery,
Consult Hyperion, UK

Herbert Leitold, Head of Graz
division, A-SIT, Austria

Jon Shamah, Director, EJ
Consultants, UK

Hans Graux, ICT Lawyer, time.lex,
Belgium

(continued)
Age verification

Jaap Kuipers, Owner, ID Network,
The Netherlands

Rachel O'Connell, Independent
consultant and founder,
GroovyFuture.com, UK

18.00-18.30

Alternative authentication services
- what do they really provide? B

Steve Pannifer, Head of Delivery,
Consult Hyperion, UK

Worldbank’s secure elD toolkit for
Africa B

Marc Sel, Director, PwC, Belgium

A security taxonomy that
facilitates protecting an industrial
ICT production and how it really
provides transparency B

Eberhard von Faber, Security
Strategy and Executive Consulting,
T-Systems, Germany

Day 2 — Wednesday 23™ October 2013

09.00-09.30

End User Panel: This end user panel from both the public and private sectors will raise and discuss the current challenges that organisations are facing today. The focus will be in the
area of security and each panellist will present their perspective of the challenges facing them and their organisation. The session will then open to the delegates for questions and
panel discussion. Delegates will gain a broad overview of the challenges and discuss the solutions.

Chair: Roger Dean, Executive Director, EEMA, UK

Frank Leyman, Manager International Relations, Fedict, Belgium
Reinhard Posch, CIO, Federal Government, Austria

E: This presentation is featured within your ISSE 2013 proceedings
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roles, processes and interactions.
B

Dimitrios Papadopoulos,
Researcher, Gjovik University
College, Norway

attacks - IBM X-Force

Leslie Horacek, IBM X-Force Threat
Response Manager, IBM, Belgium

architectures B

Job Noorman, Researcher, KU
Leuven, Belgium

09.30- ENISA Plenary Panel: eSignature and ePayment new landscape
10.30 Chair: Manel Medina, Senior Risk Analysis Expert, ENISA, Greece
Gérard Galler, Task Force "Legislation Team (elDAS)", European Commission, Belgium
Philippe Pelle, Retail Financial Services, Consumer Policy and Payment Systems, Corporate Governance & Financial Crime unit, European Commission, Belgium
Jordi Aguila, IT Security Director, CaixaBank, Spain
Oscar Molina, European Program Manager, Merchant Risk Council, Spain
10.30-11.00 |Coffee break
Security Management Cyber Security, Cybercrime, Critical [Mobile Security Future ID Real Life Deployment
Patrick Michaelis, Senior Auditor, |Infrastructures Ammar Alkassar, Chairman/Board
AC — The Auditing Company, Artem Poryadin, Head of Identity Member, Sirrix AG/TeleTrusT,
Germany and Access Management, NETS, Germany
Norway
11.00-11.30 |Economic incentives for cyber Digital forensics as a big data Using trusted tags with NFC Stakeholder perspectives on Se_cu_rity lessons from cyber
security: using economics to design |challenge B smartphones to verify the federated identity management in |Criminals
technologies ready for deployment ||essandro Guarino, CEO, StudioAG, |uthenticity, value and ownership |Business Jonathan Martin, ArcSight Specialist
B Italy of physical items with confidence |Hqiko RoRnagel, Head of Team Manager FMEA, HP
Philip Hoyer, Director Strategic Competence Team ldentity Enterprise Security, UK
Solutions, HID Global, UK Management, Fraunhofer IAO, Migchiel de Jong, Software Security
Germany Consultant, HP Enterprise Security,
The Netherlands
11.30-12.00 |Executive career paths in Security in critical infrastructures - |Securing communication devices IAdIber.to CAresp(;, H.eagl Zf Ssecu.re
information security management (future precondition for operating |via physical unclonable functions entity, Atos Spain 5.A., Spain
B license? - B (PUFs) B Detlef Huhnlein, CEO, ecsec GmbH,
Peter Berlich, Principal Consultant, |Roberto Pillmaier, Principal Nicolas Sklavos, Assistant Professor, Germany
Birchtree Consulting LLC, Consultant, Siemens Enterprise KNOSSOSnet Research Group,
Switzerland Communications, Germany Technological Educational Institute
of Western Greece, Greece
12.00-12.30 |Positioning information security Top tactics behind today's cyber Protected software module
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12.30-13.15

Lunch break, networking and live demos

13.15-14.00

Afternoon Keynote: Kim Cameron, Identity Architect, Microsoft, USA

The TeleTrusT award presentation

Security Management

Patrick Michaelis, Senior Auditor,
AC — The Auditing Company,
Germany

Cybersecurity, Cybercrime, Critical
Infrastructures

Artem Poryadin, Head of Identity
and Access Management, NETS,
Norway

Mobile Payment

Rick Chandler, Treasurer and Board
Member, EEMA, UK

GINI Round Table: A personalised
identity management ecosystem
infrastructure : the role of
intermediate operators in a
market for privacy-aware identity
services offering individual choice

14.00-14.30

Safer Surfing B

Stefan Gieseler, Manager Major
Accounts, Sirrix AG, Germany

A practical approach for an IT
security risk analysis in hospitals
B

Reiner Kraft, Researcher,
Fraunhofer SIT, Germany

Secure mobile government and
mobile banking systems based on
android clients B

Milan Markovi¢, Information

Security Specialist, Banca Intesa ad
Beograd, Serbia

14.30-15.00

Security compliance monitoring -
the next evolution of information
security management?! B
Marko Vogel, Manager, KPMG,
Germany

When does 'abuse’ of social media
constitute a crime? A South
African legal perspective within a
global context B

Murdoch Watney, Professor of
Law, University of Johannesburg,
South Africa

Whatever happened to NFC?

Steve Pannifer, Head of Delivery,
Consult Hyperion, UK

15.00-15.30

Pitfalls of vulnerability rating &
the ERNW rapid rating system

Florian Grunow, Security Analyst,
ERNW GmbH, Germany;

Michael Thumann, Senior Security
Analyst, ERNW GmbH, Germany

Implementing real world cyber
security measure in critical
infrastructure. What are the
opportunities and pitfalls?

Franky Thrasher, Information
Security Manager, Electrabel,
Belgium

P-A-I-N in the Mobile
environment:

What happens when it goes
wrong? How do we manage the
liabilities around privacy,
authenticity, message integrity
and non-repudiation

John G. Bullard, Global
Ambassador, IdenTrust, UK

Discussions will include
implications of the EU regulation
on trusted services on the
interoperation between the public
and private sector, and a
presentation of e-SENS, the new
large scale pilot funded by the EC
for consolidating EU-wide
infrastructure on identity and trust
B

Chair: Lefteris Leontaridis, CEO,
NetSmart S.A., Greece

Herbert Leitold, Head of Graz
division, A-SIT, Austria

Jos Dumortier, University Professor
- ICT Lawyer, KU Leuven, Belgium
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15.30-16.00 |Coffee break

16.00-17.00 |Closing plenary: The crypto year in review - who is holding your keys?
Bart Preneel, Professor, KU Leuven, Belgium

Please note: this programme is subject to change
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