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Symantec and TeleTrusT

* Worldwide Engineering
— E.g. Germany: Hamburg and Frankfurt
— Symantec Access Management Gateway
— Encryption Core Functions

* TeleTrusT Membership

— Partner for German IT Security Industry
— OEM and Affiliate Program

* Threat Intelligence
— Worldwide coverage
— Reports and Data provided to partners and customers

Information Security
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Attackers are moving faster,
defenses are not
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Targeted Attack Campaigns

= 8% increase in
spear-phishing
campaigns in
2014

Email per Campaign

Recipient/Campaign

Campaigns

Duration of Campaign
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Distribution of Spear-Phishing Attacks by Org Size
2012

Medium Sized
Businesses
25110 2,500 /34%
Employees 41%

Large Enterprises
2,500+
Employees

Small
Businesses (SMBs)
1 to 250

Employees

INTERNET SECURITY THREAT REPORT 2015, VOLUME 20




Organization Size Risk Ratio B 2014

Large Enterprises tin12 8% [ pt |ncrease

2,500+ Employees

Medium-Size Businesses 1inl6 63% _ pt i n C rea Se

251-2,500 Employees

Small Businesses (SMBs) lin2.2 45% _ 1
pt INcrease

1-250 Employees

Risk Ratio of Spear-Phishing Attacks by Organization Size

Source: Symantec

out of 6 Large Businesses Targeted ( )
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New Malware Variants

= Almost 1 million new threats created
each day in 2014
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Medical Devices - Safety First, Security Second

by Axel Wirth

Automotive Security

by Shankar Somasundaram
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ISTR 20

* German ISTR webcast — 6t" May at 2pm https://www.brighttalk.com/webcast/5691/152209

Top 10 Global Threat Rank (by Source)

WORLD T TSSRE RS
S PERCENTAGE OF GLOBAL DETECTIONS
United
States

China

Germany
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Taiwan

United 7
Kingdom

Russia _
Vietnam

Brazil

6 8 10 12 14 16 18 20 22 24%
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