,\9 ;"s.‘,- Security aspects for IoT deV|ces

AN connected via mobile networks
%' '\:\' E i

ad _ PArchitecture and VJ]JJJ"JJIJ

5>

> o HHEInTiTedNeZAoLrka=
DirectorBUSINESSIDEVEIopMENt Secur|Ty

in
Germany

security  health  [mobility | public



achelos

lloT security challenges

eSIM life cycle & subscription management

Security architecture

Secure element management service

04.03.2019 TeleTrusT Solution Showcase | RSA 2019



Connectivity for loT

04.03.2019

(billion connections)

25

20

15

10

|

@)
0
=
®_
O

m Short range loT

2018

® Wide area loT -
cellular

B Wide area loT -
non cellular

2024

Source: Ericsson - Mobility Report -November 2018
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lloT security challenges

1) Mobile

Connectivity

CSP

|—> Profile

e.g. SCP81

DA et =

2) Installing/
Operating
Devices | Legacy communication
— » Check vulnerability

/~ » Prevent physical access
» Secure Connectivity

New communication
» Check operating mode

Securely enable
communication

connectivity = risk

04.03.2019

L

» Physical access

1 7

[ e -

I Vz
I N lloT Platform
=

A

-—em = == o

risk management
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3) Updating/

Control

1)

@)
O

Manufacturer

47 Firmware <=
-‘ Profiles = <mm
Mobile Parameter <
& Cable

Enable secure interaction
with lloT devices

needed trust model
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Technology terms a

0
=
®_
O

* Removable

«  Linked to single operator Universal Integrated Circuit Card @
* Non-reprogrammable @ Subscriber Identity Module

Legacy

Embedded «  Non-Removable

*  Multi operator
* Reprogrammable

embedded UICC
*  GSMA specified
e All ETSI defined form factors

embedded SIM
System-on-Chip solution * Physically integrated into device during

* Separate secure processor core manufacture
integrated alongside other cores e Standard and Non-standard form factor

(embedded or removable)
Trusted Execution Environment
e Secure area in main processor of
i P evicc
evice
Integrated UICC
SoC
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SIM form factors — a little history

ID Card Size
1FF

04.03.2019

Mini SIM Micro SIM
2FF 3FF

TeleTrusT Solution Showcase | RSA 2019

Nano SIM
4FF

R,

achelos

MFF1
MFF2
Non-ETSI



SIM life cycle

Manufacture
SIM

)

Select
MNO

] [Personalization} [ Distribution J [ SIM Actlv.atlon
in Device

| (=) (o]

Pre-Issuance J |

04.03.2019

Post-Issuance J

TeleTrusT Solution Showcase | RSA 2019



eSIM life cycle (M2M) [l JLmer ] gchelos

Subscription

Manager
Create Profile
MNO-A
[N

L _—
3 -
- =4
NN - =
- - L -4
- - T
- -4
- p—
- - Remote
LBLELILL Personalization

Select
MNO

Manufacture Basic Device Device
eSIM Personalization Production Distribution

End of
Subscription

| Pre-Issuance J | Post-Issuance J
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eSIM life cycle (M2M) [l JLmer ] gchelo

[ } Manager
Create Profile -
MNO-B
Download J

MNO-A l Profile

L
-
-
NN -
-
- _—
- - T
- -4
- p—
- - Remote
LBLELILL Personalization

Manufacture Basic Device Device
eSIM Personalization Production Distribution

Subscription

\ Pre-Issuance } \ Post-Issuance
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elos

eSIM life cycle (M2M) [l )Crer) g

Subscription
Manager

Download
Profile

—

MNO-A

: Disable/Enable
- Profile
1ah Ll -
- -3 -
- -4
: : Remote
Trnay Personalization

Manufacture Basic Device Device
eSIM Personalization Production Distribution

Subscription

\ Pre-Issuance } \ Post-Issuance
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A real-life example

DEVICE CONNECTIVITY MANAGEMENT

1CCID: 89462026041000009991 IMEIL STATUS: ACTIVE

B SHOW HISTORY

VICCID IMSI MSISDN POOL  DOWNLOADED STATUS ACTIONS
89462026041000009991 240076509509991 467191200019991 Jul 10, 2017, 1:35:41 PM ENABLED O
8900000000000162 CREATED DO
89462037051000000378 CREATED
89462038023000000178 CREATED b x]
8900000000000106 CREATED 0O

04.03.2019 TeleTrusT Solution Showcase | RSA 2019
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GSMA technical specification for eSIM handling achelos

1
SGP 02 (M2M) [ SGP 22 (Consumer)
( N N I e N[ \
[ 2013: V1O } L SM-bP J Subscription I Subscription L SM-DP+ J [ 2015: V1.0 }
[ 2014: V2.0 } [ SM-SR } | Management | Management [ 2016: V1.1 }
A / I
]
I
'
—— Push I Pull
G I >
1
eSIM I eSIM
[N [N
- - - -
l
@, - 3 - -3
# > ﬁ ‘ ) = - I - -
- LIL L L ] LILL L
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Participants in the eco system achelos

Provides network connectivity to M2M SP or consumer

Operator Owns eUICC profile, including Network Access Credentials
Connects to one or more SM-DP services

/

Device Manufactures M2M device, including embedding of eUICC
manufacturer Provides Provisioning Subscription (optional)

I§
34

uUicC Delivers eUICC to Device Manufacturer or M2M SP
e . :

Provides eUICC management credentials to SM-SR
manufacturer Provides Provisioning Subscription (optional)

M2M service Owns eUICC (optional)
Selects MNO for connectivity service

provider IManages eUICC fleet directly or indirectly connecting to SM-SR service

D

Service Owns eUICC (optional)
Receives connectivity service from MNO (directly or indirectly via M2M SP)

consumer Receives M2M service from M2M SP (optional)

== |

04.03.2019 TeleTrusT Solution Showcase | RSA 2019 13
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System architecture (M2M) achelos

Subscription Manager ES2
Data Preparation (SM-DP)

T f
ES8 ES3 (Communication) Service
ES7 _ Provider (CSP or SP)

Subscription Manager L ES4 ]
‘ Secure Routing (SM-SR)
1 Off-card Interface
ES1 ES5 —
! = eUICC Interface
eUICC ES6 —
[ Manufacturer J E eUICC -

lloT Device
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System architecture (M2M)

04.03.2019

v

Subscription Manager
Data Preparation (SM-DP)

v

eUICC
Manufacturer

Secure Routing (SM-SR)

{ Subscription Manager

v

(Communication) Service
Provider (CSP or SP)

r S -S

Production Interface

'S

Off-card Interface
—

¥ W w eUICC Interface
—
eUICC j
lloT Device J
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Security

Crypto server microservice

SM-SR transport security

SM-DP transport security.

Key establishment

Sensitive data handling

General security.

04.03.2019

achelos

This service is called by any other microservice requiring
crypto operations

SCP80/81 - as defined by ETSI and 3GPP

SCP03 and SCPO3t - as defined by GP
ECC based — as defined by GSMA and GP
SCP11a (ECKA based) — as defined by GSMA and GP

Conform with GSMA SAS specification
Crypto Server service interfaces with HSIM

CLP.12 for loT Service Ecosystems - CLP.13 for loT Endpoint
Ecosystems - GSMA loT Security Assessment Checklist CLP.17

TeleTrusT Solution Showcase | RSA 2019



Summary subscription manager

The eSIM has many benefits for all stakeholders
The market for eSIM will rapidly grow with the loT market

Subscription Manager enables secure, flexible and efficient
handling of connectivity profiles

04.03.2019 TeleTrusT Solution Showcase | RSA 2019
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lloT security challenges — what next? a

0
= g
D
O
»

1) Mobile 2) Installing/ 3) Updating/

Connectivity Operating Control

Devices | Legacy communication

» Check vulnerability
CSP » Prevent physical access Manufacturer
l - I » Secure connectivity
Profile Firmware <G
New communication — Profiles <=
e.g. SCP81 L= - = F » Check operating mode Mobile Parameter G
1 > (IS Physical access
II > I & Cable
Securely enable [ |

Enable secure interaction
with lloT devices

o | |
communication I@ le lloT Platform |
| |

== L J
I N\ |
|
|

P~ o]

connectivity = risk risk management needed trust model
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Secure element management service (SEMS) achelos

New GP specification, v1.0 published in March 2018
Main objective: reduce card content management costs
IMain approach: managing groups of secure elements

enables broadcasted deployment and management
uses special certificates
transferable via any modern application store

Disruptive change of traditional card content management
model
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Content & service provision: model comparison

Reduced complexity, reduced costs by broadcasted
CCM operations via SEMS

Traditional CCM CCM with SEMS

SE diversified keys Groups of SEs with same keys
1:1 relation 1:n relation

SE issuer centric SP centric

Push model Pull model

SE issuer TSM-centric model SP TSM-centric model

04.03.2019 TeleTrusT Solution Showcase | RSA 2019



Overview of keys and certlflcates

04.03.2019

achelos

PK.CA-
© P sewsenc

Store CERT.CA-
Bl L T e e e et 15 =Y SUOTE 1Y
ECDSA}

A

/ CERT CASD.{}

CA-KLCC . SEMS Application )
SK.CA-KLCC.JAUT, Sgn Generate key pairs and N CERT.CASD.{AUT, ECKA,
ECKA, ECDSA} cerificates -~ ECDSA}
-~ ~i[SK.CASD.{AUT, ECKA, Sign On-boardkay |
ECDSA} GK or KA generation
. f— CERT.CA-KLCC.{AUT, ECKA, ECDSA}
PK.SB.ENC
J T to ensure confidentiality T verify
- = = = = — = = = = % oseMsEne e
': I CA-SEMS SEMS saript: 5|gnature N
fization + decryp of tHe DBKG
Genersta CA- CASEMBALT ks "
SEMS.ENC key - Y o
pair — authenticity yérification of
[~ -
mwith SK. F ~ Respante sci
_I e B ok oaSEMS AUT c:r:-"winiw 4
/ OBOK
I CERT.SP.AUT . /
TSR
p i | PK v.} aur N v
. | Service Provider
I - Generate Generale SP.ENC
) I SP.AUT key pair key palrs SE"‘S e
| : i |
: I s Store sp ENG .
I . key Verification wuh
: \j PK.CASD.Jand )
dacryption with
| CERT.SP.AUT

Source: Overview of Keys and Certificates [GPC_2.3.1_SEMS_v1.0, figure 4.1]
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Summary: SEMS

Card content provision easier than in traditional model but still
complex, e.g. two CAs needed

Different prerequisites, e.g. device agent + personalized SEMS
application

Enables broadcasted deployment and management of Java Card
based services: management per groups of Ses

=» The hurdle to download applications to the SE is clearly reduced

04.03.2019 TeleTrusT Solution Showcase | RSA 2019
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Summary — innovative approach achelos

= Subscription manager enables flexible, secure and efficient choice of
connectivity provider for lloT devices

" |n combination with the newly specified secure element management
service (SEMS) by Global Platform lloT devices can be
= Managed in groups using special certificates
= Securely provisioned with new applications via app stores
= Benefits:
= Post-issuance remote control of lloT device connectivity
= Reduction of secure element content management costs

=» Disruptive change of traditional management model
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achelos product portfolio

o O
Qumate.Security.World @
@

TLS test suite
IPsec/IKE test

suite

Powerful test suites
to check the
security of network
connections

04.03.2019

virtual.card.kit

Smart card
simulation
(hard- and
software)

mobility health

The virtual.card.kit
simulates the
German electronic
health card and the
digital tachograph

JC Inspectqr

Java Card™
test suite

Testing of functional
security of Java
Cards and the
conformity to the
official Java card
specifications

Tlto go

Interoperability
with the
telematics
infrastructure

,TItogo“isa
vendor
independent test
environment for all
components and
interfaces of the
Telematics
infrastructure (TI)

TeleTrusT Solution Showcase | RSA 2019

== achelos loT

Subscription and
connectivity
management

loT

Solution for the
M2M and loT
market for remote
management of
MNO profiles and
network credentials

)

0
-5
®_
O

a

GoRide

Online check of
a driving license
validity in real-

time

Complete process
from registration to
online check
concerning
government
regulations

24



achelos — security. connected. — for all segments ¢

)

= o
D
O
»

Security by design Interoperability and Mobile und digital =  Cyber attacks on
and as cross industry  coexistence of two trends with digital identities are
need — we test and secure networks in rapid growth need growing — portfolio
develop products eHealth secure IT solutions of security products
and customer for critical

specific solutions infrastructures
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Security in a
connected world —
subscription and
connectivity
management
solutions for loT



Our references and networks achelos

Close collaboration with the Federal Office for Information Security (BSI) in Germany

for certification and approval procedures

ngle?;rll;lsgg-!; p> bV [tg bltkz)tglrdrr{ IT &5

Bundesverband Gesundheits-IT

Secur|T Allianz fiir M/PIS(HAFB'RAI
made Cyber-Sicherheit "{ Deutschland
e Germany D I N Teilnehmer ‘ \D Illgh To th s\k o OstWestialenLippe

its ow

in Germany

GSMA
; & ConnectedYou eEnBU CJ“’ETéé;[
Kogn | Hm APPLIED SECURITY TECHNOLOG' ASSOClate

Member

GEFORDERT VOM * -
e K) 0) N) T) i )K)l ) utimaco 937.%'} j;
“ Hannover T STIRES * CAIRON 0
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