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Who cares abouembedded systenis &

CPUmarket (units sold) 5 morkstauo@

embeddedCD

Q: Butsecurity?
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Lightweight Cryptography

1. 42 S ySSR wCL5 &aSOdzNRGe
SanjaySarma AUTGAD Labs, CHES 2002

*Source: www.bascap.com

Needs authenticatio& identification
Y canboth be fixed withstandard cryptography



Strong Identification (symmetric crypto) &

1. random challenge r

2.encryptedresponsey

3. verification
eké NI |-I e Yy
& I awvy

Challenge: Encryption function e() at extremely low cost
Yal most all existing ciphers not o]

Y Q: How cheap can we make cryptography?



PRESENJAN agressivelycostotimized E
blockcipherfor RFID

TeleTrusT Key

w 64 bit block, 80/12&vit key
W pure substitutionpermutation Register

network
w 4-4 bit Sbox (1.

V) Key Schedule

w 31round(32clkg
w secureagainstall knownattacks ] |_L
w joint work with LarsKnudsen, S| € S

Gregor Leander, MatRobshaw | X

7 Permgion




Resource use within PRESENT @

Roundparallel implementation (1570ge)

P Key

T Key |
30%

SP Layer w Registersgtate+key)  55%
29% w KeyXOR 11%
wSP | & Srijdtod @ 29%




o To Do Io Do
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AES128 PRESENT80 PRESENTS80

a 90% |l ess energy than small AES
smallest secure cipher (20+ cryptanalytical publications)
ISO standardized (2012)

Serial implementation approaches theoretical complexity limit:
almost all area is used for the 144 bit state (key + data path)

Many related proposals: CLEFIA, Hight, KATAN, KTANTAN, Klein, mCrypton,
Pi ccol o, e



Further Reading

A BogdanoyKnudsenLeanderP, PoschmanrRobshawSeurin
Vikkelsoe PRESENT: An Ultreghtweight BlocKCipher
CHES 2007.

A Rolfes PoschmannLeanderP: Ultra-Lightweight Implementations
for Smart Deviceg Securityfor 1000 Gatedequivalents
CARDIS 2008.

A Borghoffet al.:PRINCEA LowLatencyBlockCipherfor Pervasive

ComputingApplications
ASIACRYPT 2012
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Mobile Satellite Telephony

A Cellphone communication not available
In many remote places
i crew on oil rig or ships on open sea
airplanes
many humanitarian missions
research expeditions
and many military applications &

A Satellite telephony has been around since the 1990s

A Direct communication between phones and satellites
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Horst Gértz Institut

Satellite Phones
Many models

[ THURAYA
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Standards and Specifications

A Satellite phone systems standardized by ETSI ETSI 74

A 2 major standards coexist: World Class Standards

I GMR-1: based on GSM, de-facto standard used by most
providers

I GMR-2 (aka GMR-2+): based on GSM, used by Inmarsat
(and ACeS)

A Specifications are freely available from ETSI
I Both standards are very close to GSM

I Cover signaling, encoding, etc.

I €@ exceptthe security parts of the standard



Is Satphone Communication Secure? M

Starting situation
A GSM algorithms have been (essentially) broken

A Q: Are the GMR algorithms vulnerable to similar attacks?

Research statement
ldentify/extract the A5-GMR algorithms from satphones and
perform cryptanalysis



Choosing a Target

A Several GMR-1 phones on the market
A Our victim: Thuraya SO-2510 (for no specific reason)

A Firmware update publically available

A We didn't (have to) look at any other GMR-1 firmware

A Analysis was done statically only, we had no real
phone at our disposal



General Attack Procedure

1) Dumpfirmware imagefrom
firmware updater

2) Obtaininformationonthe LIK 2 Y S

actualhardwarearchitecture
; - Reverse
engineering

3) DumpDSRcodefrom firmware
Image

4) Findciphercode

5) Performcryptanalysis




Firmware and Hardware

A Firmware provided unencrypted/unpacked
(some meta data needed to be stripped)

A Thuraya SO-2510 runs a TI OMAP1510 platform
(aka OMAP5910): ARM + TI C55X DSP

A fairly well documented platform
A OS is VxWorks




trings

A Surpisingly, firmware image contains plenty of assertion/log
strings
A Allows to deduce the name of some functions

ROM:B139BO9Y ; =============== SUBROUT I NE
ROM: 61398094
ROM: 61398094

ROH:8139B0894 vwptr_slist_last ; CODE XREF: v_grm dl_initialise_reassembly_buffer+1E4}p
ROM:B139B 694

ROM: 91398894 var_14 = —Bx14

ROM:B139B 694

ROH: 813968694 STHFD 3PY, {R4-R6,LR}

ROM:B139B0698 SUB SP, SP, #4

ROH: 8139B69C Hou R5, RB

ROM:B139B6AB HoW R4, R1

ROH: 8139B0A Y Hou Ré6, #B

ROM:8139B6A8 LDR R3, =aEnteringFunctionVptr__ 8 ; “Entering function wptr_slist last{)"
ROH:8132B8AC STR R3, [SP,#8x14+var_14]

ROM:B139B6BA LDR RB, =8x261

ROH:8139BBBY LDR R1, =a__ CodeGrm_single_linkli ; "../code/grm_single_linklist.c”
ROM:B139B6BS LDR R2, =Bz16D

ROM: 8139B6BC LDR R3, =aGrms ;5 "[GRH]: %s™

ROM:B139B6CA BL Log2

ROW: 8139BBCY CHP RS, R6

ROM:B139B6CE BEQ loc_139BBEY

ROM:8139BGCC LDR R3, [R5, H#8]

ROM:B139B6DB STR R3, [R4]

ROM:B8139B6D4 LDR R3, [R4]

ROM:B139B6D8 CHP R3, Rb

ROM:B8139B6DC LDRNE R3, [R4]

ROM:B139B6ED LDRHE R6, [R3]

ROM:B139BBEL

ROM:B139BBEL loc_139BOEL ; CODE XREF: vptr_slist_last+3atj

ROH:8139BBEY LDR R3, =aExitingFunctionVUptr_s_B@ ; "Exiting function vptr_slist last{}"
ROM:B139B6ES STR R3, [SP,#8x14+var_14]

ROM:B139BBEC LDR RB, =8x261

ROM:B8139B0F 0 LDR R1, =a_ CodeGrm_single_linkli ; "../code/grm_single_linklist.c™
ROM:B139B 6F 4 LDR R2, =8Bz17F

ROM:B139B6F8 LDR R3, =aGrms ; "[GRH]: %s™

ROM:B139B6FC BL Log2

ROM:B139B1088 HoW RB, Rb

ROM: 81398104 ADD SP, SP, #4

ROM:B139B108 LDHFD SP*, {R4-R6,PC}

ROM:8139B188 ; End of function wptr_slist last
ROM:B139B108
ROM:B139B1688 ;




Find Cipher Code

A Yields 240kb of DSP code
A TI C55x assembler

I Code hard to understand

I Needs some initial training

A No strings, symbols, whatsoever
A How do we find the cipher code conveniently?

A A5-GSM cipher relies heavily on linear feedback shift
registers (LFSRS)

A Typically uses many XOR and shift operations é



One identified function M

A 4 such functions exist
A Each function does exactly one LFSR operation

A Reverse engineering of the 4 functions reveals the
cipherée



The Cipher!
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AA5-GMR-1 i s basi-@GavMidy AA5/ 2
I Feedback polynomials changed
I Position of output taps changed
I Initialization process changed slightly



Cryptanalysis E

Ciphertext-Only Attack

A Ciphertext-only attack is possible
| Based on ideas and [Barkan/Biham/Keller 2003]

A Adapt attack to GMR-1

I Guess parts of R1, R2 and R3 to reduce variables and
equations (increases the number of guessese )

Results

A Attack on voice channel possible with
16 frames + 2% guesses

A Experimental set-up cf. next slides



Attack Set-up with Software-Defined RadioM




