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Charter of Trust
Content and structure of this presentation

Following points to be highlighted
─ The beginning:
Why do we need a Charter of Trust?
─ The Charter of Trust:
Rationale and aspirations.
─ The principles:
What do they mean and how we achieve them concretely
(examples from various partners).
─ The future:
How do we develop the Charter of Trust into
a global standard for all things cybersecurity.
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The beginning
Why do we need a Charter of Trust?
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Digitalization
changes
everything
Artificial intelligence and big data analytics are revolutionizing the way we
make decisions. And billions of devices are being connected by the Internet
of Things and are interacting on an entirely new level and scale.

Unrestricted © Siemens AG 2018
Page 5

June 2018

Charter of Trust for a secure digital world

Cybersecurity – A critical factor for
the success of the digital economy

As much as these advances are improving
our lives and economies, the risk of exposure
to malicious cyber attacks is also growing
dramatically.

– Crucial to the success of the
digital economy.
– Users need to trust that their digital
technologies are safe and secure.
– Digitalization and cybersecurity
must evolve hand in hand.
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Cybersecurity – an increasingly critical factor
for the success of the digital economy
1950s – 1960s

1980s

1999

2010s

2020s

Military, governments and
other organizations implement
computer systems

Computers make their
way into schools, homes,
business and industry

The globe is
connected
by the internet

Cloud computing
enters the
mainstream

Internet of Things, Smart
and autonomous systems,
Artificial Intelligence, Big Data

Digital Information
Processing

Digital Connectivity

Digital Automation and Intelligence

1970s

1990s

1991

2000s

2020s

Home computer
is introduced

Digital enhancement
of electrification and
automation

The World Wide
Web becomes
publicly accessible

Mobile flexibility

Industry 4.0

Industroyer/Chrashoverride
Heartbleed
Stuxnet

Morris Worm

WannaCry

Melissa Worm
ILOVEYOU

AT&T Hack
Blue Boxing
AOHell

NotPetya

Cloudbleed
Cryptovirology
sl1nk SCADA hacks
Level Seven Crew hack
Denial-of-service attacks

Infineon/TPM
Meltdown/Spectre
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“We can’t expect people to actively support the
digital transformation if the security of data and
networked systems is not guaranteed.”
That’s why Siemens will be working with partners from industry,
government and society to sign a “Charter of Trust” –
a charter aimed at three important objectives:
1. Protecting the data of individuals and companies

2. Preventing damage to people, companies and infrastructures
3. Establishing a reliable foundation on which confidence
in a networked, digital world can take root and grow
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The Munich Security Conference
A good starting point for our initiative

The most important decision-makers
in international security policy
gathered once again in Munich from
February 16 to 18, 2018

~500 VIPs
from all over the world discussed

current crises and future challenges
in international security policy

Together we made the most of the
occasion to highlight a topic that’s
not only extremely relevant for us
as companies, but poses major
challenges for the entire world –
and may likely be the most
important security issue of all:

Cybersecurity
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The Charter of Trust
Rationale and aspirations

Unrestricted © Siemens AG 2018
Page 10

June 2018

Charter of Trust for a secure digital world

The digital transformation
will only succeed if we can rely on the security of data
and connected systems. Digitalization and cybersecurity
are two sides of the same coin.

That’s why we’re joining forces
and working together on equal footing
in industry, government and society to promote a Charter
of Trust that’s intended to make our digital world more secure.

The Charter focuses on three goals:

Cybersecurity is going to be
the most important security
issue of the future
For both societies and companies all over the world.

protecting the data of individuals and companies; preventing
harm to people, companies and infrastructures; and establishing
a reliable foundation on which confidence in a networked digital
world can take root and grow.

As pioneers in digitalization,
we are well aware of our responsibilities. With our partners in
government, industry and society, we are taking a stand in favor
of binding rules and standards that will create a new basis of trust
and equality of competition.
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Cybersecurity – A critical factor
for the success of the digital economy
Key principles
01 Ownership of cyber and IT security

02 Responsibility throughout the digital supply chain
03 Security by default
04 User-centricity
05 Innovation and co-creation
06 Education
07 Certification for critical infrastructure and solutions
08 Transparency and response
09 Regulatory framework
10 Joint initiatives

charter-of-trust.com
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Cybersecurity –
A critical factor for the success of the digital economy
KEY PRINCIPLES

Charter of Trust for a secure digital world
01 Ownership of cyber and IT security
Anchor the responsibility for cybersecurity at the highest
governmental and business levels by designating specific
ministries and CISOs. Establish clear measures and targets
as well as the right mindset throughout organizations –
“it is everyone’s task”.

03 Security by default
Adopt the highest appropriate level of security and data
protection and ensure that it is pre-configured into the
design of products, functionalities, processes, technologies, operations, architectures and business models.

04 User-centricity
02 Responsibility throughout
the digital supply chain
Companies – and if necessary – governments must
establish risk-based rules that ensure adequate protections
across all IoT layers with clearly defined and mandatory
requirements. Ensure confidentiality, authenticity, integrity
and availability by setting baseline standards such as
– Identity and access management: Connected
devices must have secure identities and safeguarding measures that only grant access to authorized
users and devices.
– Encryption: Connected devices must ensure
confidentiality for data storage and transmission
purposes, wherever appropriate.
– Continuous protection: Companies must offer
updates, upgrades and patches throughout a
reasonable lifecycle for their products, systems
and services via a secure update mechanism.

Serve as a trusted partner throughout a reasonable lifecycle,
providing products, systems and services as well as guidance
based on the customer’s cybersecurity needs, impacts and
risks.

05 Innovation and co-creation
Combine domain know-how and deepen a joint understanding between firms and policymakers of cybersecurity
requirements and rules in order to continuously innovate
and adapt cybersecurity measures to new threats; drive
and encourage contractual Public Private Partnerships,
among other things.

06 Education
Include dedicated cybersecurity courses in school curricula
– as degree courses in universities, professional education
and trainings – in order to lead the transformation of skills
and job profiles needed for the future.

charter-of-trust.com
07 Certification for critical infrastructure
and solutions
Companies and – if necessary – governments establish
mandatory independent third-party certifications (based
on future-proof definitions, where life and limb is at risk
in particular) for critical infrastructure as well as critical
IoT solutions.

08 Transparency and response
Participate in an industrial cybersecurity network in
order to share new insights, information on incidents
et al.; report incidents beyond today’s practice, which
focuses on critical infrastructure.

09 Regulatory framework
Promote multilateral collaborations in regulation and
standardization to set a level playing field matching
the global reach of WTO; inclusion of rules for
cybersecurity into Free Trade Agreements (FTAs).

10 Joint initiatives
Drive joint initiatives including all relevant stakeholders
in order to implement the above principles in the various
parts of the digital world without undue delay.
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The Charter of Trust
Rationale and aspirations
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Charter of Trust –
Principle 1
01 Ownership of cyber and IT security
Anchor the responsibility for cybersecurity at the highest governmental
and business levels by designating specific ministries and CISOs.
Establish clear measures and targets as well as the right mindset
throughout organizations – “it is everyone’s task”.

Concrete implementation steps
Siemens example
In January 2018 we established a new cybersecurity unit headed by
Natalia Oropeza, our new Chief Cybersecurity Officer (CCSO). In this
function, she reports directly to the Managing Board of Siemens AG.
With this new position we’re fulfilling one of our requirements
in the Charter of Trust.

What does that mean and why is it so important?
People, organizations and entire societies must rely on digital
technologies and will support this transformation only if the security
of their data and networked systems can be ensured. It requires
clear responsibilities at the highest levels – in companies as well as
governments.

“Cybersecurity is more than a challenge. It’s
a huge opportunity. By setting standards with
a dedicated and global team to make the
digital world more secure, we are investing in
the world's most valuable resource: TRUST.

Our concrete answers to today's upcoming
cybersecurity issues and our proposals for
more advanced cybersecurity rules and
standards are invaluable to our partners,
stakeholders and societies around the world.
That is what we call "ingenuity at work.“
Natalia Oropeza,
Chief Cybersecurity Officer, Siemens AG
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Charter of Trust –
Principle 2
02 Responsibility throughout the digital
supply chain
Companies – and if necessary – governments must establish riskbased rules that ensure adequate protection across all IoT layers
with clearly defined and mandatory requirements. Ensure
confidentiality, authenticity, integrity and availability by setting
baseline standards such as:

Identity and access management

Concrete implementation steps
Siemens example
To protect industrial plants from internal and external cyber attacks, all
levels must be protected simultaneously – from the plant management
level to the field level and from access control to copy protection.
With defense in-depth, Siemens provides a multi-layer concept that gives
plants both all-round and in-depth protection. The concept is based on
plant security, network security and system integrity as recommended by
ISA 99/IEC 62443.

Connected devices must have secure identities and safeguarding
measures that only allow authorized users and devices to use them.

Encryption
Connected devices must ensure confidentiality for data storage
and transmission purposes, wherever appropriate.

Continuous protection
Companies must offer updates, upgrades and patches
throughout a reasonable lifecycle for their products, systems
and services via a secure update mechanism.
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Charter of Trust: Responsibility throughout the supply chain
Why is it so important? A view from the industry perspective

Automotive

Food and beverage

Glass and solar

And more …

– Ensured plant availability
– Segmented and monitored
communication
– Ensured remote communication
– Real-time communication based on
cell-protection concept

– Ensured traceability throughout
the entire production process
– Ensured plant availability
– Segmented and monitored
communication
– Compliance with critical infrastructure
regulations

–
–
–
–

– Increased plant
availability
– Ensured remote
access
– Ensured user
access
– …

Ensured plant availability
Highly sophisticated malware detection
Ensured remote access
Real-time communication based on cell
protection concept

…
Chemical

Pharma

Water/wastewater

– Increased plant availability
– Ensured user access
– Segmented and monitored
communication

– Ensured traceability throughout
the entire production process
– Ensured user access
– Ensured plant communication

–
–
–
–

Increased plant availability
Ensured remote access
Ensured user access
Critical infrastructure regulations met
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Charter of Trust – Responsibility
throughout the digital supply chain
The Siemens security concept

DEFENSE IN-DEPTH

Siemens products and systems
offer integrated security

Know-how and
copy protection

Authentication
and user
management

Firewall
and VPN
(Virtual Private
Network)

System
hardening and
continuous
monitoring

Siemens Plant Security Services

Assess
Security

Implement
Security

Manage
Security
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Charter of Trust –
Principle 3
03 Security by default
Adopt the highest appropriate level of security and data protection
and ensure that it is pre-configured into the design of products,
functionalities, processes, technologies, operations, architectures
and business models.

What does that mean and why is it so important?
Only if security requirements are already taken into account in the
early phase of a product, especially in its design phase, can the
highest appropriate level of security be offered proactively.
The same applies to all the other steps in the value chain –
from the functionalities and the default security configuration
settings of a product, to the manufacturing processes, technologies
used and the operational processes. This also includes the
underlying architectures and business models.

Concrete implementation steps
Siemens example
The Siemens Elektronikwerk Amberg is a prime example of a digital
factory. The factory uses cutting-edge technologies to produce
approximately 15 million SIMATIC products each year. Early on in the
lifecycle, each SIMATIC product is analyzed for their functionalities as well
as the necessary security measures to be integrated into their designs. A
holistic security concept is applied throughout the lifecycle, from design
and development, to the production and maintenance of the product.

“Considering our extensive network, which
multiplies the number of possible points
of entry to our IT infrastructure, we cannot
assume that yesterday’s solutions will
protect against today’s potential threats.
Since introducing SIEM, we have much
higher transparency about the effectiveness of our measures to protect against
cyberattacks.”
Gunter Beitinger
Chief Executive Officer (CEO),
Siemens Elektronikwerk Amberg
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Charter of Trust –
Principle 4
04 User-centricity
Serve as a trusted partner throughout a reasonable lifecycle,
providing products, systems and services as well as guidance
based on the customer’s cybersecurity needs, impacts and risks.

What does that mean and why is it so important?
Companies are exposed to the same risks as any other user of IT
and the internet. In addition, companies are the targets of additional
type of attacks that do not occur in the private environment. That’s
why companies need products, systems and services that meet
their security needs – over an appropriate lifecycle.

Concrete implementation steps
Siemens example
With Siemens Industrial Security Services, industrial companies benefit
from the comprehensive know-how as well as the technical expertise
of a global network of specialists for automation and cybersecurity.
The holistic approach of the industry-specific concept is based on state-ofthe-art technologies as well as the applicable security rules and standards.
Siemens proactively offers security solutions along the industrial lifecycle.
Threats and malware are detected at an early stage, vulnerabilities
analyzed in detail and appropriate comprehensive security measures
are initiated.
Continuous monitoring gives plant
operators the greatest possible
transparency regarding the security
of their industrial facility and optimal
investment protection at all times.
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Charter of Trust –
User-centricity
Siemens Plant Security Services

A TRIPLE DOSE OF MORE SECURITY
Evaluation of current security status
– Analysis of threats and vulnerabilities
to identify, evaluate and classify risks
– Assessment of business impact
– Execution from process engineering
and automation view

Comprehensive security
through monitoring and
proactive protection
– Close security gaps with
continuous updates and backups
– Identify and handle security
incidents thanks to continuous
security monitoring
– Early adaptation to changing threat
scenarios

– Basis for the establishment of a security program

Risk mitigation through
implementation of security measures
– Design and implement technical
security measures
– Develop and deploy securityrelevant processes
– Enhance security awareness
thanks to specific trainings
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Charter of Trust –
Principle 5
05 Innovation and co-creation
Combine domain know-how and deepen a joint understanding
between firms and policymakers of cybersecurity requirements
and rules in order to continuously innovate and adapt cybersecurity measures to new threats; drive and encourage
contractual Public Private Partnerships, among other things.

Concrete implementation steps
Siemens example
Siemens has been taking a stand in cybersecurity for 30 years – through leading
technologies, proven know-how and services as well as educational efforts.
Currently, our company has about 1275 cybersecurity experts worldwide, which
includes about 25 whitehead hackers who continuously challenge the security of
both internal IT systems and products being shipped to customers.
The ability to supply customers with secure products and systems is a competitive
advantage within a growing business field. The unique combination of technical
know-how in Cybersecurity and the very deep domain know-how puts Siemens in
an ideal position to be both a market and thought leader.

What does that mean and why is it so important?
Only if we intensify the cooperation between companies
and policymakers and create a common understanding
of cyber threats will we succeed in the long run.

In our Core Technology Field (CCT), Cybersecurity experts from our Business
Units and our central research and development unit – Corporate Technology –
are working on new technologies for safeguarding critical infrastructure, protecting
sensitive information and assuring business continuity.

That’s why we need to build this partnership and increase our
shared knowledge across industries, universities and R&D
institutions.
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Charter of Trust – Innovation and
co-creation in our CCT Cybersecurity
Security Components, e.g.
One-way
gateway

IoT public key infrastructure, identity and
access management

Small footprint
IoT cryptography

Cloud security for industrial applications

Security automation in R&D, e.g.
– Automated penetration testing
– Automated hardening and secure configuration

Technologies for security
services in operations, e.g.
– Security analytics platform
– Artificial intelligence for security
– Automatic response, malware containment

Security for lifecycles in the field
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Charter of Trust –
Principle 6

06 Education
Include dedicated cybersecurity courses in school curricula –
as degree courses in universities, professional education
and trainings – in order to lead the transformation of skills
and job profiles needed for the future.

What does that mean and why is it so important?
A significant number of cybersecurity incidents are attributed to
human error or negligence. Raising everyone’s awareness of cyber
risks and protection measures is the first line of defense.
To continue developing IT security at the technological level,
people need to be able to acquire the skills and qualifications that
are needed for the digital transformation. Only in this way can
people adapt to the new job profiles.
That’s why corresponding supportive programs for schools,
universities and companies should be continued and expanded.

Concrete implementation steps
Siemens example
By carrying out regular cybersecurity awareness training sessions
worldwide, Siemens ensures all employees have a high level of security
awareness. We invest in building dedicated security expertise for products,
solutions and services with a role-specific curriculum.
InfoSec Cards, for example, give practical hints categorized in different
topics to support our employees in implementing Siemens-specific InfoSec
rules and regulations. With annually renewed Trend Cards, we provide an
overview of the most important current technical and non-technical trends
in the broader field of cybersecurity that may possibly influence the
Siemens portfolio. And our “Applying Digitalization to your Business”
training session, featuring cybersecurity as key element, has been rolled
out throughout the company and consists of four important pillars:

Understand
technology

Experience
technology

Design
business

Implement
and scale
business

Applying digitalization to our business
A hands-on training to accompany digital transformation

Unrestricted © Siemens AG 2018
Page 24

June 2018

Charter of Trust for a secure digital world

Charter of Trust –
Principle 7

07 Certification for critical
infrastructure and solutions
Companies and – if necessary – governments establish
mandatory independent third-party certifications (based on
future-proof definitions, where life and limb is at risk in particular)
for critical infrastructure as well as critical IoT solutions.

What does that mean and why is it so important?
Critical infrastructure and critical IoT solutions (e.g. autonomous
cars, collaborative robots) will be increasingly exposed to
cybersecurity threats. Independent certifications for securityrelevant processes or security-relevant technical solutions can help
to reduce the risk of cybersecurity incidents, where harm for life and
limb of people are at risk.
It’s up to companies – and governments, if necessary.

Concrete implementation steps
Siemens example
The biggest challenge facing cybersecurity standards is holistic, systemoriented approaches. Many existing standards focus on the level of the
individual product or system. What is missing are standards for overarching
topics such as Smart Cities, which then continue in concrete specifications
for sub-areas such as mobility, energy and water supply.
One of the key platforms for building consensus on standards for
requirements and procedures for assessing compliance is the IEC
(International Electrotechnical Commission). It has already established
more than 100 cybersecurity standards. Siemens was involved in around
90 percent of this. The overarching strategy of standardization work in the
area of cybersecurity is being driven by Siemens within the IEC. In
addition, Siemens is represented in many individual committees. The same
applies to the committees at the IEEE, IEFF and ISO.
An example of the success of a holistic standard
is IEC 62443. It defines basic standards for
“Security by Design,” holistically addressing
operators as well as products and services included
in IoT solutions. IEC 62443 is universally applicable,
“from the high-speed locomotive to the light switch.”
It sets the standards that engineers should consider
as early on as the design stage.
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Charter of Trust –
Principle 8

08 Transparency and response
Participate in an industrial cybersecurity network in order to share
new insights, information on incidents et al.; report incidents
beyond today’s practice, which focusses on critical infrastructure.

What does that mean and why is it so important?
The digital world is all about one thing: speed. When cyber attacks
occur, you need an immediate, coordinated and goal-oriented
response. That's why it's so important for companies to team up
and work together to create an industrial cybersecurity network
to instantly share new insights and information about attacks
and incidents.

Concrete implementation steps
Siemens example
Siemens is a member of FIRST, the umbrella organization for all CERTS
(Cyber Emergency Response Teams). We also have a very good
relationship with national CERTs (such as US-CERT, CERT-EU and ICSCERT) and law enforcement agencies (such as the FBI, BKA and Europol).
And we gather Cyber Threat Intelligence and share them within these
partners.
We’ve formed partnerships for developing industrial IT and standards and
collaborations with universities, business partners, customers, startups and
respected research institutes for cybersecurity innovations.
And with our own Cyber Defense Teams, we are waging a determined
battle against approx. 1,000 cyber attacks every month.
We have effective strategies that help us
handle the large number of attacks,
because we can incorporate our findings
from defense activities directly into new
technologies.
Thomas Schreck
Head of the Cyber Emergency
Response Team at Siemens AG
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Charter of Trust –
Principle 9

09 Regulatory framework
Promote multilateral collaborations in regulation and standardization to create a level playing field that matches the global reach
of WTO; inclusion of rules for cybersecurity in Free Trade
Agreements (FTAs).

Concrete implementation steps
Siemens example
Siemens welcomes all international networking on topics at every relevant
level. We actively participate in a comprehensive cybersecurity network
(relevant criminal prosecutors, ISA, FIRST, CERT Community, Software
Assurance Forum for Excellence in Code (SAFECode)). We gather threat
information and disseminate it through these partnerships.
Our Government Affairs activities, which include the initiative to create
a Charter of Trust, are committed to helping bring cybersecurity to the
agenda and translating it into concrete regulations and standards.

What does that mean and why is it so important?
Regulation and standardization are only successful if they are
based on multilateral cooperation. We therefore wish to expand
these further in order to create a level playing field for all involved.
The World Trade Organization, with its global reach, is our role
model.
Cybersecurity is so important that it should also be included as
an integral part of Free Trade Agreements.
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Charter of Trust –
Principle 10
10 Joint initiatives
Drive joint initiatives including all relevant stakeholders
in order to implement the aforementioned principles in the various
parts of the digital world without undue delay.

What does that mean and why is it so important?
Only when we become active together will we achieve our goals.
The Charter of Trust is therefore an important nucleus for further
joint initiatives to promptly implement the 10 principles in the
various areas of the digital world.

Concrete implementation steps
Siemens example
On February 16 at the MSC, we laid the cornerstone for the joint “Charter
of Trust” initiative with partners – aspiring and desiring to recruit more
comrades in arms for our initiative worldwide and to create a digital world
that is based on trust in the digital and hyper-connected world. One that’s
independent of competitors and regions. Trust must not stop at
geographical or industry borders.
And this can only be a starting point. This is not a challenge that can be
solved by this group or any individual company alone. That’s why we invite
companies sharing our ambition and ownership for trust to join the Charter
of Trust initiative.
We also invite governments of the world and civil society to engage in a
focused dialogue: Trust matters to everyone. It’s everyone’s task.
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4

The Future
How do we develop the Charter into
a global standard for all things in cybersecurity?
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“We want the best companies in
each industry to be part of our
Charter of Trust and work together
on a common set of priorities on
what needs to be done.”
Joe Kaeser
Initiator of the Charter of Trust
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We sign for
cybersecurity!
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We sign for
cybersecurity!
We sign the
Charter of Trust.
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Charter of Trust on Cybersecurity
Your contacts on driving our common initiative
Chief Cybersecurity Officer (CCSO)
Natalia Gutierrez Oropeza
natalia.oropeza@siemens.com

“Charter of Trust“ initiative
Eva Schulz-Kamm
eva.schulz-kamm@siemens.com

Global coordinator of the
“Charter of Trust“ initiative
Kai Hermsen
kai.hermsen@siemens.com

Contact on CoT communications
Johannes von Karczewski
johannes.karczewski@siemens.com

charter-of-trust.com

#Charter of Trust
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