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Losungen entlang der gesamten Wertschépfungskette —
inklusive Lifecycle Services und hochklassiger Ausristung

TECHNOLOGIES

(' PRIMETALS

EISEN- STAHL- STRANG- WARMWALZEN KALTWALZEN BAND-
ERZEUGUNG ERZEUGUNG GIESSEN BEHANDLUNG

BERATUNGS- UND FINANZDIENSTLEISTUNGEN

ENERGIEEFFIZIENZ UND UMWELTSCHUTZ

ELEKTRIK UND AUTOMATISIERUNG
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METALLURGISCHE SERVICES
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Globales Netzwerk von Niederlassungen, ( PRIMETALS
Engineering-, Fertigungs- und Servicecentern

Eurasien
3.000
Mitarbeiter
, China
HAUPTSITZ e A 700
U.K. | London N, \ Mitarbeiter

Amerika

1.800

Mitarbeiter

Asien-Pazifik

/700

Mitarbeiter

@ Indien

KOMPETENZZENTREN 800
Mitarbeiter

Osterreich Linz

Japan Tokyo, Hiroshima
Frankreich Montbrison

U.K. Sheffield, Stockton
Italien Marnate
Deutschland Erlangen, Legelshurst

U.S.A. Pittsburgh, Worcester,
Alpharetta
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(' PRIMETALS

TECHNOLOGIES

Ziel

Zusammenarbeit mit
Geschaftspartnern

* Austausch von Daten (Dokumenten
etc.) mit Kunden und Zulieferern

« Zugang zu Kunden-Anlagen durch
Primetals wahrend der
Inbetriebnahme und der Produktion
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Saulen der Informationssicherheit und PRlMETALS
Umsetzung der Vorgaben

Risiko-
Bewertung

Sicherheit

Benutzer-

Vertraulichkeit freundlichkeit

Verfiigbarkeit
Funktionalitat

Integritat

Nachweisbarkeit

lill-

Gesetz/Recht Wirtschaftlichkeit
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Zusammenarbeit mit Geschéaftspartnern

PRIMETALS

TECHNOLOGIES

Datei &
Dokumenten
Transfer

Datei &

Dokumenten
Sharing

Interaktive
Anwendungen

E-Mail
(S)FTP
Secure File Exchange via Web

Netzlaufwerke
SharePoint
Cloud Services (Dropbox, ...)

Fat Clients (e.g. SAP)

Web Services, Social Media ...
Datenbank Replikation
Desktop Sharing
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(' PRIMETALS

TECHNOLOGIES

Design Kriterien

Starke der Authentifizierung (personalisiert ...)
Starke der Verschlisselung (Daten in Bewegung, Daten in Ruhe)
Notwendige Autorisierung (Need-to-Know Prinzip)
Implementierungsaufwand beim Geschéaftspartner und im eigenen Bereich
Kompatible Netzwerk Topologie und IT Infrastruktur

IT Strategie des Geschaftspartners und eigene IT Strategie

-_—

Netzwerk-Voraussetzungen: Latenz, Bandbreite
Anzahl der Benutzer

IT Unterstitzung des Geschéaftspartners
Einmal-Kosten und laufende Kosten

Service Level Agreements (SLA): Verfugbarkeit ...
Vertrage mit den Geschaftspartnern

Prozess bei Beendigung der Zusammenarbeit
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PRIMETALS

TECHNOLOGIES

Authentifizierung

Schwache Authentifizierungsmethoden wie
Benutzername/Passwort sind nicht ausreichend.

Abhéangig von der Risikobewertung sind zusatzliche
Authentifizierungsverfahren zu implementieren
(Zwei-Faktor-Authentifizierung ...).

Zertifikate:
Software Zertifikate, Smartcards (Karten, USB sticks)

Zwei-Faktor-
Authentifizierung

Einmal-Passwort:

Versand via E-Mail oder SMS
(GCEINJEIE)

Prufung der IP Adresse der Quelle,
Einrichtung eines Site-to-Site Tunnels

Certification Authority (CA)

z.B. von Windows (Enterprise) Server Su—.
Zertifikat- MakeCert (Teil von Microsoft Windows SDK, obsolet!) oder
Generierung Powershell Cmdlet New-SelfSignedCertificate (Windows 8 und

Windows Server 2012 oder héher).

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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PRIMETALS

TECHNOLOGIES

Selbstsignierte Zertifikate

New-SelfSignedCertificate

_ -Type Custom

Windows -Subject "E=TestUser@primetals.com,CN=TestCert,O=Primetals"
Powershell -TextExtension @("2.5.29.37={text}1.3.6.1.5.5.7.3.2",

Beispiel "2.5.29.17={text}Email=TestUser@primetals.com")

-KeyUsage DigitalSignature -KeyAlgorithm RSA -KeyLength 2048
-CertStoreLocation "Cert:\CurrentUser\My"

Field Value a
DSignature algorithm sha25aRsSA
DSignature hash algorithm  sha25a

Ergebnis::

|:|Issuer TestUser @primetals. com, TestCer...
|:|*.-'aliu:| from Wednesday, August 24, 2016 6:1...
D'l.-'ali-:l to Thursday, August 24, 2017 6:33:...
|:|5u|:|ject TestUser @primetals. com, TestCer...
=] Public key RSA (2043 Bits)

3| Enhanced Key Usage Client Authentication (1.3.6.1.5.5...
@Subject Alternative Mame  RFC322 Mame=Testlser @primet...
raﬂuhjecthiey Identifier 3b17f1 Mac32blfocOdeaf 7.,
Bﬁey Usage Digital Signature (80)
DThurnI:uprint algorithm shal

B'I'huml:uprint Je 42 5ae5bcc28f01 559096 ...

Client Authentication (1.3.6.1.5.5.7.3.2)

Siehe auch : https://technet.microsoft.com/library/hh848633
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https://technet.microsoft.com/library/hh848633

PRIMETALS

TECHNOLOGIES

Selbstsignierte Zertifikate mit
“Certification Authority (CA)”

Erstelle ,,CA“
Zertifikat

Referenz zum
» CA"
Zertifikat

Erstelle
Zertifikat,

durch ,,CA“
signiert

$d=Get-Date 2026-12-31

New-SelfSignedCertificate -Type Custom -NotAfter $d

-FriendlyName "Test CA" -Subject "CN=Test CA,O=Test GmbH"
-KeyUsage DigitalSignature,CertSign -KeyAlgorithm RSA ——
-KeyLength 4096 -CertStoreLocation "Cert:\CurrentUser\My" } -

_J

Set-Location -Path "Cert:\CurrentUser\My"
$SignCert = (Get-Childltem ThumbprintOfCACertificate)

-Signer $SignCert -Type Custom
-Subject "E=TestUser@primetals.com,CN=TestCert,O=Primetals'~ =
-TextExtension @("2.5.29.37={text}1.3.6.1.5.5.7.3.2",
"2.5.29.17={text}Email=TestUser@primetals.com")

-KeyUsage DigitalSignature -KeyAlgorithm RSA -KeyLength 2048
-CertStoreLocation "Cert:\CurrentUser\My"

New-SelfSignedCertificate } ,1

Page 10
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PRIMETALS

TECHNOLOGIES

Windows Server Certification Authority

Certification Authority Guidance

Referenz
S
$
Unterstltzung von Hardware Security Modules (HSM)
# Primetals Subordinate Certification Authori .
Unterg eordnete CAs  primetals Computer ! . &
H Primetals Web Server ..'::H:l
Vorlagen N
. H Primetals External User
ZU g rl ffs ko n tro I I e izrimeta:s IE)omair: gommllar Authentication
Active Directory (AD) Integration — 7Pimesseimenioen i
Zertifikatsperrliste (Certificate Revocation List, CRL) M

Integration von fremden PKIls in das AD (via User Principal Name)

Karten

USB Sticks
(z.B. eToken von SafeNet)

Der private Schlissel verlasst die Smartcard nicht!
Bemerkung: Installation von Treiber Software ist notwendig.
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https://technet.microsoft.com/en-us/library/hh831574(v=ws.11).aspx

PRIMETALS

TECHNOLOGIES

Einmal-Passwort

E— M al I Ad res S e Welcome to "Primetals Technologies OTP Logon" |

A Login to Application Gateway with One Time Password sent via SMS or email:
Eingabe : ’
Security ID

User name (user@domain):

Security ID {5 characters):

® sus
O Email

= |
I n m a = For Security ID and further information please

ask the system administrator.

Passwort wird Eingabe des | emsees

Vi a SMS Oder Ei nmal- Primetals Technologies Austria GmbH 2015
E-Mail Passworts

versandt ZeK e syerem spmeestor

Portal, das den Datenverkehr Giberwacht
Implementierung Kann mit jeder Web-Applikation verwendet werden
Zusatzliches Cookie um die Web-Session zu identifizieren

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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PRIMETALS

TECHNOLOGIES

Netzwerk Zugriff via Internet

https (“Firewall Bypass Protocol”) f
Web - : :

Server verlangt Zertifikate vom Client via TLS oder
Anwendungen _

Einmal-Passwort
Remote Remote Desktop Protocol (RDP) via https, Smartcard Unterstitzung
Des ktOp Web Proxies werden unterstitzt (IE Einstellungen)
Gateway _ _ _ o _‘g! ’
(RDG) Bestandteil des Windows Betriebssystems .
Remote Secure Socket Tunneling Protocol (SSTP), basierend auf https
Access Point to Point Tunneling Protocol (PPTP)
Service (RAS) Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) %_,\
(Client zu
Site) Implementierungen von verschiedenen Herstellern verfugbar
Site-to-Site IPSEC mit Zertifikat oder Passwort (preshared key) ;‘F%
Tunnel o g__<=

emote / raming users

© Primetals Technologies 2016 Alle Rechte vorbehalten.
Page 13 20.10.2016 Reinhold Leitner / 1Q IT ISEC



PRIMETALS
in Demilitarized Zone (DMZ2)

Secure File Exchange
Web Anwendungen:

e Client Zertifikate

* Einmal-Passwort ~
- T Secure
Shar.ePomt _ .grlff. File Exchange
e Client Zerfifikate
_
SharePoint
- Application - Primetals
— 7 [ Gateway
™ Partner Room Intranet
(DM2Z)
» Domain Con rller (DC)
emgte . < Certification Authority (CA)
J Service Remote Service
A Platform: _ Platform
N « Client Zertifikate -
Remote Service Platform:
Site to site Tunnel _ e Smartcards
Remote Desktop: Remote Desktop Terminal Server
e Smartcards Gatgyvay

Keine direkten TCP Verbindungen zwischen Internet und Intranet.
Alle Verbindungen werden tber Proxies geroutet: Kein IP Routing durch die DMZ !

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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Simple Application Gateway

PRIMETALS

TECHNOLOGIES

Perfmon
-Files

MRTG

Files

Perfmon-

Login
Processing
(PKI)

Web-Server

Performance
Monitoring

Failover

Processing
(only on Backup

System)

TCP Traffic from/to
Source

UDP Traffic from/to
Source

TCP/UDP

Listening Sockets

Protocol

Processing:

- TCP forwarding

- SSL/TLS (incl. Client
certificate checking)
One-Time Password
(SMS, Email)

SIP (VolP)

- SMTP Redirection

- Web Proxy

- Web Server

- Outlook Web Access: Access Control
- Qutlook Anywhere: Access Control
- Exchange Active Sync: Access Control

- X1

- Oracle SQL-Net

- SAP-Router

- Remote Service Platform
- Reverse Proxy

- Application Gateway Client Mode

TCP Traffic to/from
Destination

UDP Traffic to/from
Destination

TCP/UDP

Configuration:
Routing Table
Groups Table

Management
& Status
(web interface)

Log-Files

Routing
Entry
Expiration

Simple Application Gateway is a
.NET 4.5 program written in C#
and it runs on any Windows
machine that supports .NET 4.5.

File
Routing.csv
Groups.csv

o
@ 'g
8’01}%%
15834
S=Yo
Foaf 3
q‘:,EuJEI:L
&5 9@

(8]

£

SMTP

MailSender

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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Remote Service Platform

PRIMETALS

TECHNOLOGIES

Firewall needs to allow access
for one TCP port only

(usually port 443)

from local AppGW

to remote AppGW.

The connection can go via a
web proxy also.

Customer

Internet

Gateways

/
Appligation 53/at way (Windows)

Site

10.1.1.1

|
| The Application Gateway at the customer site logs on to the Application Gateway at
| Primetals using soft certificates for identification (certificates are provided by Primetals).

= 7 )

10.1.1.2

I Logon can be activated/deactivated by the customer via a web interface.

I
| After successful logon, authorized users at Primetals may access resoures at customer site

:depending on the rules defined in the Application Gateway at customer site.

| ) . ’ . '
1 As an option the customer may be informed via email, when a Primetals user accesses the

| customer site.

|
| Log files are provided.

TLS encrypted tunnel
between Application

|
One Official IP address /

Partner Room
Primetals
Technologies

Linz/Au strla,,mp,:“-;'Eltion Gateway

10.62.20.1-
10.62.24.254

ASA Firewall

Example configuration:

Primetals Technologies

CONNECT:10.1.1.1:3389
CONNECT:10.1.1.2:445

User must logon to
Application Gateway
using authorized PKI

card or certificate.

Linz/Austria

Connection Examples:

Remote Desktop Access
via RDP

File Share

Data Base Access

Etc.

Primetals Intranet

(direct or via

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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Zugang zu Kundenanlagen PRIMETALS
Anmeldung am Application Gateway

1) Anmeldung am Application Gateway via Smartcard http://rsp.primetals.com

e'\)| ? http://rsp.primetals.com/

File Edit View Favorites Tools Help

_ _ 2) Anwahlen der Liste der Kundenanlagen:
i _O] Primetals Technologies Int.. & | Web Slice Gallery ~

- i
v e&D T https,//rspprimetalscom O ~ @& & | i Remote Service Platfor.. % Aokt

) ] File Edit View Favorites Tools Help
Welcome to "Primetals Technologies PKI Logon" | . ) ) . )
Logon to the Remote Service Platform with your PKI card: WF _O] Primetals Technologies Int.. & Web Slice Gallery ~
REMOTE SERVICE PLATFORM PKI LOGON
II Please make sure that your PKI card is in your card reader. I
Then click on "LOGIN™ ||
{v6.2.5980.39086 started 2016-05-16 21:48:12 on APPGW-PRM}
PKI Login: eI
Response: reinhold leitner@primetals.com logged on successfully!
5
O PRIMETALS mv Rules for this logon
Select the appropriate certificate: mvy Rules for my IP address
= I ] b e s UID List for this logon
First name Last name Click here to view cerificate prope...
e
PRIMETALS TECHNOLOGIES H100% -
LEGAL NAME § ] : R— i)
S
Additional information and contact details can be found here:
Intranet Presence - Remote Service Platform

© 2016 Primetals Technologies Austria GmbH
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http://rsp.primetals.com/

TECHNOLOGIES

(' PRIMETALS
Zugang zu Kundenanlagen

3) Liste der Kunden: UID List (my logon: reinhold.leitner@primetals.com)

+3 - . reinhold.leitner(@primetals.com,
S| 1T ISECVLANS — |RSPrest robert.soellner(@primetals.com

reinhold.leitner(@primetals.com

VSP BF1 RSPmgmt praveen.mishra(@primetals.com

Routing Table (UID: 5101. UlIDname: IT ISEC VLANS)

last loaded 2018-05-17 10:58:29, last written 2018-05-17 10:58:16

S Gat Gat Destinat
H-
Port
@ =

App Gw Status

Network Share

VNC
E 10.62.22.11 .| itisec.rsp@primetals.comF 3 m ire .|S101.% | Leitner-PC-WebDAV.bat |WebDAV

Shortcuts zu

* Management des Application
Gateway beim Kunden

* Netzlaufwerk

* VNC Verbindung

* RDP Verbindung

Shortcuts
+ sind auf Webseiten oder Netzlaufwerken abgespeichert
« werden von Primetals Usern verwaltet

(Function, Zugriffskontrolle, Passwort Speicher)

5) Klick Shortcut:
Der Shortcut verbindet zu einer internen Adresse aus 10.62.22.0/23 oder 10.62.30.0/23 und aktiviert
die Verbindung zum Kunden-System.

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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PRIMETALS Remote Service Platform by Primetals

¢ Access from Internet -« Access out of PT Intranet

TECHMNOLOGIES

Primetals

Remote Desktop Access
via RDP, VNC

File Share (CIFS, WebDAV)
Data Base Access (Oracle, ...)

T ' Applicétion Gateway
- RSP No. 1 &2

Primetals Computer
Application Gateway
Client Mode

E Access of computer

Customer Computer at Customer Site
Application Gateway
Client Mode

—————————— = Customer AppGw logon to RSP as Server
R Client AppGw logon to RSP as Client
> Client logon to RSP (via IE)

Computer Computer
to be serviced to be serviced

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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PRIMETALS

TECHNOLOGIES

Wahle die passende Losung ...

Risiko-
Bewertung

Sicherheit

Benutzer-

Vertraulichkeit freundlichkeit

Verfiigbarkeit
Funktionalitat

Integritat

lill-

Nachweisbarkeit

Gesetz/Recht Wirtschaftlichkeit
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Kontact

(' PRIMETALS

TECHNOLOGIES

Reinhold Leitner
IQ IT ISEC

Primetals Technologies Austria GmbH
Turmstrasse 44

4031 Linz

Austria

M +43 (664) 6150598
E reinhold.leitner@primetals.com

primetals.com

The information (including, e.g., figures and
numbers) provided in this document contains
merely general descriptions or characteristics of
performance based on estimates and assumptions
which have not been verified.

It is no representation, does not constitute and/or
evidence a contract or an offer to enter into a
contract to any extent and is not binding upon the
parties. Any obligation to provide and/or
demonstrate respective characteristics shall only
exist if expressly agreed in the terms of the contract.

These estimates and assumptions have to be
analyzed on a case-to-case basis and might change
as a result of further product development.

Primetals Technologies excludes any liability
whatsoever under or in connection with any
provided information, estimates and assumptions.
The provided information, estimates and
assumptions shall be without prejudice to any
possible future offer and/or contract.

Any use of information provided by Primetals
Technologies to the recipient shall be subject to
applicable confidentiality obligations and for the own
convenience of and of the sole risk of the recipient.

© Primetals Technologies 2016 Alle Rechte vorbehalten.
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(' PRIMETALS

N
X

Vielen Dank fur lhre
Aufmerksamkeit!

© Primetals Technologies 2016 All rights reserve d.



: . : PRIMETALS
Message Flow with Application Gateway at Customer Site TEcHNoOLOoGIES

User at Primetals Technologies accesses a computer at customer site

Customer Site Primetals Technologies

Internet

. (with firewalls, proxy servers and NAT
devices as necessary)

Application Gateway Application Gateway

Target Computer

Customer Service Provider

Session Setup: Autologon (command session)  Certificate of Application

’ Gateway Customer will
. be checked

Request for new data session o .
<_ —(via command_session) __ _  Check user rights < User initiates session
(certificate, |P address)
New session new data session

’ Link new data
session to user
session

Data Flow:

Remarks:
« Autologon sessions (command sessions) can be activated and/or terminated by the customer at Application Gateway Customer at any time.

= Autologon (command session, usually https via port 443) can be routed via various proxy servers and NAT devices.

« Firewall at customer site must allow only one outgoing session (usually https via port 443) to one specific address in the Internet. .
Session Setup:

« Customer sender address (as visible in the Internet) need may be dynamic and can be changed at any time. 4_
e Thereis no incoming session establishment via the Internet to the Application Gateway Customer. Data-
« Data sessions can by terminated by the customer at any time. 4_ —_——

« Access to computers at customer site can be restricted/disallowed by the customer.

« Customer can be notified by email at user session activation and/or termination.
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