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T]LIS|P] @TelerrusT

usT Information Security Profes Pioneers in IT security.

Wer wir sind

Net at Work entwickelt das innovative Secure E- Grindung
Mail-Gateway NoSpamProxy flur einen umfassenden 1995
Schutz vor Spam und Malware und zur

Verschlisselung. NoSpamProxy lauft auf Mitarbeiter

V\/_indows Server und schitzt zuverlassig im >60

Hintergrund. Standort
Paderborn

Aus der Erfahrung als Anwender und aus vielen
Projekten sind Installation, Konfiguration und Betrieb Kompetenz

praxisorientiert und besonders einfach. msxfag.de
iInformiert
Zertifizierungen/Partner: ca. 6000
Microsoft Partner Secur Ty Ad m Ins
taglich
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Building IT-Exce llence.
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Absenderreputation

R,

\Z
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Building IT-Excellence.




Envelope Sender vs. Body from HAINEIL TeIeTrUST

TeleTrusT Information Security Profes Pioneers in IT security.
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Building IT-Excellence.



Envelope Sender vs. Body from AR E&)TeleTrusT

TeleTrusT Information Security Professional Ploneel’s In IT SeCUI’Ity

File Action Media View Help
H T bR Bitte um Geheimhaltung, wichtige Angelegenheit! - Nachricht (Mur-Text)

DATEI MNACHRICHT

—~ o~ P |2 Q, P= peneln v Y % Suchen
lflll_l narieren x & ( [F3. Besprechun Messe "o regeEn % Als ungelesen markieren d C)\
Xlo T L LS 9 &

— |9-) An Vorgesetzte(n) = 0 OneNote ~ [E verwandt -
ﬂgJunk-E-MaiI* Léschen Antworten Allen Weiterleiten M=, . = Varcrhishan | T o ung ~ Ubersetzen . Foom
. - [:} Markieren =
Laschen ‘ ':”"II"IE en Ta Bearbeiten Zoom
Ohne . .
Uwe Ulbrich <uwe.u Uwe Ulbrich <uwe ulbrich@netatwork.de >
Bitte um Geheimhaltung . . . . .
o ot i Bitte um Geheimhaltung, wichtige Angelegenheit!
n eran tin
Cc  Horst Joepen .I'!l.ﬂ StEfaﬂ ':lﬂk.
Hallo Stefan, Zc  Horst Joepen
bitte sprich in dieser Angeleger .direkten Kontakt diesbezueglich mit ihm.
Gruss Uwe
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TeleTrusT Information Security Professional

Pioneers in IT security.
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Building IT-Excellence.



TIL]S. ﬂ TeleTrusT

TeleTrusT Information Security Profes:

PayPal

Pioneers in IT security.

~ paypal.com
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Pioneers in IT security.

paypal.com

DMARC: Mach SPF und DKIM Prifung!
Wenn Fehler, dann abweisen.
.und informiere mich tUber Ergebnis.
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TeleTrusT Information Security Professional Ploneel’s In IT SeCUI’Ity

paypal.com

SPF: Nur 80.66.20.18 und 80.66.20.27 diirfen!

\

DKIM: Post-Stempel muss so aussehen:

DMARC: Mach SPF und DKIM Priifung!
Wenn Fehler, dann abweisen.
..und informiere mich lber Ergebnis.
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Unter der Motorhaube
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Absenderreputation T]LIS|P] TeleTrUST

Security Profe Pioneers in IT security.

Sender Policy Framework (SPF)

netatwork.de

A www.netatwork.de 80.66.20.21

A mail.netatwork.de 80.66.20.22

MX netatwork.de mail.netatwork.de
TXT  netatwork.de v=spfl +MX -All
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Absenderreputation T]LIS|P] TeleTrUST

Security Profe Pioneers In IT security.

Domain Key Identified Mail (DKIM)

netatwork.de

A www.netatwork.de 80.66.20.21

A mail.netatwork.de 80.66.20.22

MX netatwork.de mail.netatwork.de
TXT  netatwork.de v=spfl +MX -All

TXT  selektor._domainkey.netatwork.de v=DKIM1,; p=123; s=email
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Domain-based Message Authentication, Reporting and Conformance
(DMARC)

v=DMARC1;
p—none

ruf—mallto dmarc ruf@netatwork de
fo=1;
adkwn =S;
spf=s;
rf=afrf;
sp=none
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Weitere Vorteile von DMARC T]L}]S. E TeleTrUST

TeleTrusT Information Security Profes Pioneers in IT security.

- Sender Alignment: Envelope Sender = Body from

- Weniger Missbrauch: Ed Tucker vom HMRC*:
500 Mio. Spam-Mails p.a. weniger!

- Senkung des Reputations-Risikos

- "Weiterleitungs-Problem" i.d.R. gefixt

* https://hmrcdigital.blog.gov.uk/2016/11/25/combatting-phishing-a-very-big-milestone/
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Building IT-Excellence.



Weitere Vorteile von DMARC 1.|S.|P] TeleTrUST

Pioneers in IT security.

TeleTrusT Information Security Professional

14.-15.11.2017

® fraudmarc

Netflix's use of DMARC reduced damage
from huge email scam

0 DMARC

You may be aware that, last Friday, scammers sent out a phishing email to up to 110 million Netflix subscribers. The email
included a link to a fake Netflix website that asked users to legin and enter their credit card information.

However, a clear indication of a scam can be found higher up on this message: there is NO SENDER!

o

NETFLIX

Fortunately for Netflix customers (and unfortunately for the scammers), Netflix is responsible when it comes to email
security. The scammers couldn't claim to send from netflix.com because Netflix uses a security policy called DMARC to
protect its domain against phishing attacks.

* https://www.fraudmarc.com/netflix-uses-dmarc-to-protect-customers/
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Building IT-Excellence.
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TeleTrusT Information Security Professional Ploneel’s In IT SeCUI’Ity

Received: from LEJPRO1IMB0170.DEUPRDO1.PROD.QUTLOOK.DE (10.158.141.9) by
LEXPRO1IMBO176.DEUPRDO1.PROD.OUTLOOK.DE (10.158.164.13) with Microsoft SMTP
Server (version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256_P256)id
15.1.1157.12 via Mailbox Transport; Wed, 21 Jun 2017 08:38:51 +0000

Received: from FRXPRO1CAD072.DEUPRDOL1.PROD.OUTLOOK.DE (2a01:4180:c010:15::40)
by LEJPRO1IMBO170.DEUPRDO1.PROD.OUTLOOK.DE (2a01:4180:c012:6::9) with
Microsoft SMTP Server (version=TL51_2,
cipher=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256)id 15.1.1178.14; Wed, 21
Jun 2017 08:38:50 +0000

Received: from LEJGERO1FT003.eop-ger01.prod.protection.outlook.de
(2a01:4180:4051:800::202) by FRXPRO1CADO72.outlook.office.de
(2a01:4180:c010:15::40) with Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256_P256) id 15.1.1199.15 via

Authentication-Results: spf=softfail (sender IP is 52.178.24.80)
smtp.mailfrom=paypal.de; joepen-itconsult.com; dkim=none (message not signed)

header.d=none;joepen-itconsult.com; dmarc=fail action=creject

Received-SPF: SoftFail (protection.outlook.com: domain of transitioning
paypal.de discourages use of 52.178.24.80 as permitted sender)

& Vel L Dila . O - . & . 0L LY
LEJGERD1FTOO3.mail.protection.outlook.de (10.157.128.88) with Microsoft SMTP
Serverid 15.1.1178.19 via Frontend Transport; Wed, 21 Jun 2017 08:38:50
+0000
From: Paypal SE <info@ paypal.de>
Date: Wed, 21 Jun 2017 10:38:50 +0200
Subject: Datendiebstahl bei Paypal, Sie sind ebenfalls betroffen!
Message-ID: <GJLKBUGFM1U4.QOW24X6WGTCE3@nspcink001>
To: <horst.joepen@joepen-itconsult.com:>
MIME-Version: 1.0
Content-Type: text/html; charset="utf-8"

Content-ID: <Z9TNBUSBFM1U4.851D0F74L9)12 @ nspcink001 >
Return-Path: info@paypal.de
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Building IT-Excellence.
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Wie pack ich‘s an?
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Wie pack ich‘s an? 1.|S|P] TeIeTrUST

TeleTrusT Information Security Professional Ploneel’s In IT SGCUI’li'y

°
° ° °
°
) ® ’ ® . DMARC
DMARC light ® . DMARC Reports DKIM-fanige cprmrund Record
.secord erstellen. auswerten ausrollen erstellen ang;:;en
o
®°0
|| Company |Count||D\1ARC SP'Iﬂ Header From || ||SPF Resu]t|

|194 126.158 98 ||met service ||?4-6 ||fa.|.l ||netatwcrkde ”met -SEIVICE.COMm ||pass |

312341429 Jumpadebom  [29 [l  [netatworkde  [newmtworkde [l |
212227 126.135 kundenserver 23 fail netatwork de srs2 kundenserver de pass
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Welche Tools gibt es? T]L]S.|P] @TGIETI‘UST

TeleTrusT Information Security Professional Ploneers II’I /T Secur/ty

. Blog  API

TOOLBOX®

MX Lookup Blacklists Diagnostics Domain Health Analyze Headers Free Monitoring DNS Lookup More -

SuperTool et

netatwork.de

dmarc:netatwork.de |zl iars Cue = dmarc

v=DMARC1; p=reject; rua=mailto:dmarc_ruagnetatwork.de; ruf=mailto:dmarc_ruff@netatwork.de; fo=1; adkim=s; aspf=s; rf=afrf;

sp=none
Tag  TagValue Name Description
v dmarcl version The DMARC record version
p reject Policy Policy to apply to email that fails the DMARC test. TagValue can be 'none’, 'quaranting’, or
reject'.
14.-15.11.2017 T.1.S.P. Community Meeting @ Net at Work 20

Building IT-Excellence.



Welche Tools gibt es?

Oveview

Overview for netatwork.de

DMARC Delivery Rates

3. Nov 4. Nov 5. Nov 6. Nov

Message Volume @® DMARC Compliant Messages

port

14.-15.11.2017

1.IS.|P] @ TeleTrusT

TeleTrusT Information Security Professional Ploneers II’I /T Secur/ty

_| netatwork.de ‘ FROM GIEIWIFEN = | 7O QEERERNIFEN = O -

You have 3 remaining reports included in your plan.

Status

SPF Record DKIM Record
2 <

DMARC COMPLIANCE

View Full DMARC Report

T.1.S.P. Community Meeting @ Net at Work 21

Building IT-Excellence.



Welche Tools gibt es? T]L]S.|P] @TGIETI‘UST

TeleTrusT Information Security Professional PIOHG‘GI’S II’I /T Secur/ty

Overview DMARC eputation o Configuration _| nospamproxy.de '| Rkl = ° Pl = < -

You have 3 remaining reports included in your plan.

Overview for nospamproxy.de

DMARC Delivery Rates

76.92% DMARC SPF Record DKIM Record

Compliant REGD rd @ @
]

DMARC COMPLIANCE
26. Oct 28. Oct 30. Oct 1. Nov 3. Nov

Message Volume @ DMARC Compliant Messages

eport View Full DMARC Report
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Sender's IP Addresses DMARC Compliance l

@ Group © Email Volume |5 @ pass e fail ® rate =¥
80.66.20.18 10 1 90.91%
Group Sub Data By: | Inbox Providers »
eboehmer.de ! h 100.0:0%
google.com ! h 100.00%
Microsoft Corp.
163.179.230.250
Group Sub Data By:
China Unicom IP network China169 Guangdong province (17816)

1

u 122226185115
Group Sub Data By:

Chinanet (4134)
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Und was ist mit CEO Scam?
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14.-15.11.2017

Home Video Themen Forum  English DER SPIEGEL SPIEGEL Plus | Abo Shop Schlagzeilen Wetter | TV-Programm | mehr ¥

Login | Registrierung

SPIEGEL ON LINE| WIRTSCHAFT

Q Suche @ Kurse

Politik ' Wirtschaft Panorama  Sport | Kultur Netzwelt Wissenschaft | Gesundheit einestages Karriere Uni Reise Auto ' Stil
A

Autozulieferer: Betriiger prellen Leoni um 40 Millionen Euro

Leoni-Sitz in Nirnberg (Archivfoto)

Der Autozulieferer Leoni ist nach eigenen Angaben Opfer eines millionenschweren Betrugs geworden. Die
Tadter seien besonders raffiniert vorgegangen und hadtten gefdlschte Dokumente und Identitdaten benutzt.
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Was war passiert?
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File Action Media View Help
H T bR Bitte um Geheimhaltung, wichtige Angelegenheit! - Nachricht (Mur-Text)
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. - [:} Markieren =
Laschen ‘ ':”"II"IE en Ta Bearbeiten Zoom
Ohne . .
Uwe Ulbrich <uwe.u Uwe Ulbrich <uwe ulbrich@netatwork.de >
Bitte um Geheimhaltung . . . . .
o ot i Bitte um Geheimhaltung, wichtige Angelegenheit!
n eran tin
Cc  Horst Joepen .I'!l.ﬂ StEfaﬂ ':lﬂk.
Hallo Stefan, Zc  Horst Joepen
bitte sprich in dieser Angeleger .direkten Kontakt diesbezueglich mit ihm.
Gruss Uwe
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TeleTrusT Information Security Professional Ploneel’s In IT SeCUI’Ity

‘ Synchronisation mit Active Directory, inkl. vollstandigen Namen

‘ Umfangreiche Prifung der Absenderangaben auch im Header!

‘ Miteinander sprechen!

14.-15.11.2017 T.1.S.P. Community Meeting @ Net at Work 28

Building IT-Excellence.
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1.]s]p. TeIeTrusT
TelsTrusT Information Security Professional Pioneers in IT security.

Die grofdte Sicherheitslicke
hat Immer einen
Vor- und Nachnamen

.....................



Ein Rontgenbild? TILIS|P] TeIeTrusT

TeleTrusT Information Security Professional

Pioneers in IT security.
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Ein Rontgenbild? T]L]S.|P] TeleTrUST

TeleTrusT Information Security Professional

Pioneers in IT security.
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Building IT-Excellence.
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TeleTrusT Information Security Professional

Pioneers in IT security.
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TeleTrusT Information Secyrity Profes Pioneers in IT security.

Level of Trust und Anhangsmanagément

—
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Vielen Dank!
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