
03.-04.11.2021

"T.I.S.P. Community Meeting 2021"
Berlin, 03.-04.11.2021

Cloud Security:

Konfigurationsprüfung und Audit

Christian Titze, Secorvo Security Consulting GmbH

0T.I.S.P. Community Meeting 2021



$ whoami





pls hack 127.0.0.1, ::1, 
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Services

Web

Storage

Dev / Management

Systems

Virtual Machines

Containers

Serverless Computing

Networks

Segmentation / Filtering

Redundancy

Load Balancing



ENTRANCE 

THIS WAY



step one

Understand CSP‘s Policies 

for Penetration Testing









Shift of Attack Surface
(...and security testing methodology)



Hosted Apps Dev Tools

Management

Analytics

OS Servers

Storage

Virtualization

Networking

Firewalls

Data Center

Physical Security

IaaS

SaaS

PaaS





Shared Responsibility



Security of

the Cloud

Measures that the CSP 

implements and operates

Security in 

the Cloud

Measures that the customer 

implements and operates



On-Prem IaaS PaaS SaaS

Information and Data

Clients and Endpoint Protection

Accounts and Identities
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Applications

Network Controls

Operating System

Host and Network Infrastructure

Physical Security
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Shooting at Clouds
a.k.a. “Cloud Pentesting”



External 

Penetration Test

Pentest with significantly 

limited scope and a focus on 

information gathering and / or 

vulnerability scanning

Cloud-Internal 

Penetration Test

Simulates an attacker with 

foothold in virtual cloud 

infrastructure

Configuration 

Review

Detection of 

misconfigurations and 

disregarded best practices



External 

Penetration Test

Pentest with significantly 

limited scope and a focus on 

information gathering and / or 

vulnerability scanning

Cloud-Internal 

Penetration Test

Simulates an attacker with 

foothold in virtual cloud 

infrastructure

Configuration 

Review

Detection of 

misconfigurations and 

disregarded best practices

Not to be confused with a 

custom web application pentest!

Internal pentest and configuration review 

go hand in hand. Combine them!



step two

Understand the Customer’s 

Cloud Estate & Create a Cloud 

Penetration Testing Plan



Map Cloud Estate



Map Cloud Estate

Management Interfaces

Login Interfaces

Directory Services

Web Applications

Databases / Storage

Virtual Machines

Subscriptions

Relationships

Remote Access

APIs / Endpoints

(Sub-) Networks

Development Resources



Alternative: 

Reconnaissance?



CSP Infrastructure

API Credential and Configuration File Exposure

Exposed SSH / RDP / Remote Access

Inadvertent Database Exposure

Public Object Storage

Server Side Request Forgery

Exposed Resource / Instance / Container

Subdomain Takeover

Phishing / Social Engineering

Password Spraying



https://published-prd.lanyonevents.com/published/rsaus20/sessionsFiles/17487/2020_USA20_CSV-T08_01_Break%20the%20Top%2010%20Cloud%20Attack%20Killchains.pdf




CSP InfrastructureActive Directory
On-Prem

Identity Management

Key Management

Resource Management

Network Management

Log Management



step three

Execute the Plan & 

Report the Findings



Cloud Security Scanners



Configuration Review































CIS Benchmarks









CIS Cloud Controls





CIS Hardened Images







CSA Cloud Controls 

Matrix (CCM)





CSA Consensus Assessment

Initiative Questionnaire (CAIQ)





step four

Remediate & Repeat



Best Practices



Security is not rocket science

– Security is common sense!

― Pete Finnigan

“



1. Enable multi-factor authentication

2. Follow the principle of least privilege

3. Separate development and production environments

4. Segment your network

5. Minimize the attack surface

6. Do not store application secrets in source code

7. Encrypt data at rest and in transit

8. Use a web application firewall (WAF)

9. Enable logging and monitor your logs

10. Make use of security tools provided by the CSP



What I didn‘t tell you...



- Security starts before your move to the cloud has begun

- A configuration review won‘t detect missing education practices

- A configuration review won‘t prevent vendor lock-in

- A configuration review won‘t provide business continuity and 

disaster recovery plans

- Not every reviewer will have knowledge about data protection 

laws / regulations with location-specific requirements







Speaker Audience




