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Schützt klassische Security auch meine Cloud?
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Die Vorteile haben Ihren Preis: 
RISIKO
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• Komplexität

• Mangelnde Sichtbarkeit

• GRC Anforderungen

• Klassische (endpoint & on-
premises) Lösungen oft 
unpassend
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Cloud security is a data problem
And it requires a fundamentally different approach
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Massive amounts of data, hard to interpret at scale

Enormous            
scale

Evolving  
technologies

Constant   
changes

Adaptive 
infrastructure

Talent 
shortage

Traditional way

Rules-based

Watching the data

Static

Too many alerts
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CloudTrail Logs

VPC Flow Logs

Vulnerability findings

Resources

Data sources

Millions lines of logs

Millions of network connections

Tens of thousands of findings

Thousands of resources

Data types

Cloud provider security services & tools

This is where cloud security becomes a data problem
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CloudTrail Logs

VPC Flow Logs

Vulnerability findings

Resources

Workloads
(processes, containers, etc.)

Data sources

Millions lines of logs

Millions of network connections

Tens of thousands of findings

Thousands of resources

Billions of behaviours

Data types

Cloud provider security services & tools

This is where cloud security becomes a data problem
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Rules-based

Identify known security 
risks

Cloud security posture, compliance and 
vulnerability management

Rules-based

Identify known security 
threats

Anomaly and threat detection
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What about the 
unknown security 
threats?
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Rule-based threat or anomaly detection



©
 2

0
22

, L
ac

ew
or

k,
 In

c.
 A

ll 
ri

gh
ts

 r
es

er
ve

d
.

10

Behavioral Anomaly Detection
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And it gets more complex at scale
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Rule Based Security
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condition

exception: processes

exception: common behavior
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Risk Scoring
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Unsupervised Machine Learning

Anomaly Detection: 
Does a car park often at this space?
Does this car park often at this space?
Does this car park anywhere next to the 
other bank branches?
Do cars from that state or city park at 
this space or next to the other bank 
branches?

Suppression:
Is this an emergency (police / fire 
department / ambulance) vehicle?

IoC enrichment:
Has this car been stolen?
Has this car been used in a robbery?
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8

12

52

207

days to fix 
security 
vulnerabilities 

days on average to 
identify a breach

years before PwnKit 
was found and 
disclosed

years Log4Shell 
vulnerability 
existed unnoticed



©
 2

0
22

, L
ac

ew
or

k 
In

c.
 A

ll 
R

ig
ht

s 
R

es
er

ve
d

.
16

What does a breach look like?
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What does a breach look like?
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What does a breach look like?

!

!
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Riskogestützes Vulnerability Management
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Detect known and unknown threats with ease

Regel-/Signaturunabhängige Anomalie-Erkennung(unsupervised ML)
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Root Cause Analyse:
Anomalieerkennung + Angriffsoberflächenmanagement (CASM)
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Cloud security is a data problem
And it requires a fundamentally different approach
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Massive amounts of data, hard to interpret at scale

Enormous            
scale

Evolving  
technologies

Constant   
changes

Adaptive 
infrastructure

Talent 
shortage

New wayTraditional way

Rules-based

Watching the data

Static

Too many alerts

Behavioral-based

Using the data

Dynamic, exponential scale

Right alert, right time



Product Code
Infrastructure Code

SAST

Secrets

Libraries

IaC

Cloud Vuln Mgmt
Bug Bounty
DAST
CSPM 

DDOS Protection
UEBA
CWPP

Issue

Response & 
Automation

Training

Threat
Modeling

secure

Product & Cloud Security

proactive

reactive
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To summarize
Lacework learns what’s normal and alerts on anomalies — leaving rules optional
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Rule-based is for known 
security threats, but need 

context to prioritize

Cloud security is a data 
problem

Behavioral analytics and 
anomaly detection

Detect unknown threats without 
writing a single rule

Use cases:
● Cloud Security Posture 

Management
● Risk-based Vulnerability 

Management

Massive amounts of data, hard 
to interpret at scale



https://www.linkedin.com/in/saschadubbel/

© 2022, Lacework, Inc. All rights reserved. 

Vielen Dank!


