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CPS (Cyber Physical Systems)

Giving AI a Shot
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Anatomy of 100+ Cybersecurity Incidents in Industrial Operations; Rockwell Automation; 2022
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Attacking OT
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Recent OT Attacks



Recent Cyber Attacks on US Infrastructure Underscore Vulnerability of Critical US Systems, November 2023–April 2024 (dni.gov)

https://www.dni.gov/files/CTIIC/documents/products/Recent_Cyber_Attacks_on_US_Infrastructure_Underscore_Vulnerability_of_Critical_US_Systems-June2024.pdf


USA is Popular Target

- Within 6 months:

- Targeted sectors: Water, Healthcare, Agriculture, Energy

- Iranian APT „Cyber Av3ngers“ attacks Isreali-made Unitronics

- Pro-russian hacktivists target HMIs, water pumps and alarms



ICS – Specific Malware

• FrostyGoop (January 2024)

• Uses ModbusTCP to disrupt ENCO controllers of heat control

• Loss of heat for over 600 apartment buildings in Ukraine for ~2 days

• Can utilize different configs to attack other ModbusTCP devices

• Fuxnet (~June 2023)

• Compromised at least 500 sensors of Russia‘s CRITIS monitors via ssh

• Tried to hamper gas, water and other controls



Indirect OT Attacks in Germany

• Hubergroup (October 2024)

• Delays in production and delivery for at least 2 weeks

• BerlinerLuft (March 2024)

• Disruption in production and delivery

• Battery manufacturer Varta (February 2024)

• Cyberattack forced production stop at 5 plants for 1 month

• Wildeboer Bauteile GmbH (Juli 2023)

• Production shutdown for 1 month
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Live-Demo



>> Modbus

Master / Client

Slave / Server

How to address data:
• Discrete Input (IX / 1 bit)
• Input registers (IW / 16 bit)
• Coil or dicrete output (QX / 1 bit)
• Holding registers (QW / 16 bit)

Ask

Answer

Modbus Overview



Typical ModbusTCP Setup



Chemical Plant Example
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Mitigations
How to protect…?



device 
hardening
patch and 
update 
management
net. 
segmentation

net. 
monitoring

do your IT 
homeworks!

Defense in Depth



ICS Threat Analysis



Contact
Let's secure your business - together!
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https://laokoon-security.com
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info@laokoon-security.com

Phone

+49 228 50443980 

Laokoon SecurITy GmbH, Celsiusstraße 43, 53125 Bonn

LinkedIn
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