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R Giving Al a Shot

What is OT (Operational Technology)

Operational Technology (OT) refers to the hardware and software systems that are used to

control and monitor physical devices, processes, and events in industries such as

manufacturing, energy, utilities, and transportation. Unlike Information Technology (IT),

which focuses on the management and processing of data, communication, and business

operations, OT 1s primarily concerned with the direct control of physical systems.

CPS (Cyber Physical Systems)
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/§ OT Overview

|
o,
1 1 e __=]

2 e ou l
N Y >
3 .
Z0EsH W Ly SR
- 1L o VR i

z:lﬁl! -1!1 <

LTE / VPN

Little” Server: =h ~ RIO
* Unix/Linux OS o 7
* Local Web Frontend (Device Managment)

* Several (very old) network services
 SSH

e FTP
e Telnet
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Common Problems

\//[rm\ DT Dve rView No/weak authentication

No/weak encryption
Default configuration
Missing updates

~legacy IT-Problems”
Depends on IT-Services
Self-implemented /re-invented
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Common Problems

=

B\ DT Dve rVi ew No/weak authentication

No/weak encryption
Default configuration

Missing updates

~legacy IT-Problems”

Depends on IT-Services
Self-implemented /re-invented

T__°' : INTERVIEW PRODUKTIONSAUSFALL
e IT-Panne bel V W. ,Die Folgen sind
_ﬂi nicht fatal, aber extrem teuer”

Little” Server:
* Unix/Linux OS5
* Local Web Frontend (Device Managment)

* Several (very old) network services
 SSH
* FTP
* Telnet

[T

Mach einer [T-Panne ging nichts mehr bei Volkswagen: Die Produktion ruhte in der Nacht
& Moritz Frankenberg/dpa / Picture Alliance
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Primary Research Findings

Primary findings include:

£

RISK

Critical Infrastructure faces rising risks

Critical Infrastructure vertical industries appear in the top five most
targeted industries, with several more in the top 10.

Intensely focused on energy

Attacks are most intensely focused on energy sectors - X more
than the next most frequently attacked vertical.

Aiming to disrupt

Most attacks on OT/ICS systems aim to disrupt operations using
a variety of tools and techniques, from phishing to ransomware to
lateral tool transfer and exploitation of remote services.

TOL

—_—

&2y

Attackers gaining access to IT networks

Attackers are gaining access to IT networks first in most OT incidents.

Nation-state sponsored

Many attacks were found to be nation-state sponsored, indirectly
enabled by internal personnel about one-third of the time.

Phishing

Phishing is the most popular attack technique.
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& Reconnaissance

OSINT Framework

[T) - Indicates a link to a tool that must be installed and run locally

(D) - Google Dork, for more information: Google Hacking
(R} - Requires registration

(M} - Indicates a URL that contains the search term and the URL

FLT=F =0 L TR ol T = nj{ Fa B LN R0 (1]
el

Username )

Email Address ()
Domain Name ()

IP Address ()

Images / Videos / Docs ()
Social Metworks ()
Instant Messaging ()
People Search Engines ()
Dating ()

Telephone Numbers ()
Public Records )
Business Records ()
Transportation ()
Geolocation Tools / Maps ()
Search Engines ()
Forums / Blogs / IRG Q)
Archives ()

Language Translation )
Metadata ()

Mobile Emulation ()
Terrorism )

Dark Web ()

Digital Currency )
Classifieds O

Encoding / Decoding (O
Tools ()

Malicious File Analysis ()
Exploits & Advisories ()
Threat Intelligence )
OpSec ()

Documentation )
Training )

OSINT Framewark ()

Geolocation )

Hast / Port Discovery ()
IPv4 ©

IPv6 (O

BGP )

Reputation )

Blacklists ()

Meighbor Domains ()
Protected by Cloud Services (O
Wireless Network Info ()
Network Analysis Tools ()
IP Loggers ()

General Infa ()
Clients ()
Discovery )
TOR Search ()
TR Directories ()
() Tor2web
() Web O Proxy

() Wireshark

() NetworkMiner
{_) Packet Total
() NetworkTotal

() Onion Cab
() CnionLink
{) Candle

() Not Evil
() TorGs

() dark_fail
() Ahmia

() IACA Dark Web Investigation Support
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= Physical Access
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OHP Automation Systems GmbH

Intelligente Ortsnetzstation

Generalabfrage: beendet
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How to approach OT Systems?
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Physical Access Virtual Access Cloud Access
(Network)
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“S. Cloud Access

roota /data/conf# 1ls -la
total 68
-TW-Ir—TIr— root root @ Mar 27 14:15 ""<src>'
drwxr-xr-x 2 root root 4096 Mar 27 14:15 300 # Edit
drwxr-xr-x 6 root root 4096 Mar 27 13:06
Warn # Edit
~-rwWw-r—1r— root root @ Mar T VL 000, == # Edit
OtauTimeoutBetweenMessagesinstallationMode Float v 0.2 # Edit
OtauTimeoutBetweenMessagesRunningMade Float v 1.5 # Edit
& Edit
& Edit
" class="form-control” disabled/> File v " href="data:application/octet-stream;base64, null” >& Download # Edit
# Edit
# Edit
# Edit
test.evil File v & Download # Edit






REPORTED CYBER ATTACKS ON US IC5, 23 NOVEMBER 2023 THROUGH 22 APRIL 2024

CYBER ACTORS SECTORS

@ Agriculture

U Healthcare

el Private-sector manufacturing

ﬁ State and local government

R viater ity
G v oo 1 IR

Cyber Av3ngers Total Artacks: 29*
Education
Pro-Russia Hacktivist REloll1siele 1 i ‘:7 Energy
MUMBER OF ATTACKS
1 [ 2 B3+
MOMTAMA

fin

CALIFORMIA
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Methodology Note: This graphic presents CTIIC's dataset that captures cyber
attacks on ICS from 23 November 2023 through 22 April 2024. We excluded

ransomware attacks on critical infrastructure entities.
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*Including seven attacks at additional U5 locations.

Recent Cyber Attacks on US Infrastructure Underscore Vulnerability of Critical US Systems, November 2023-April 2024 (dni.gov)



https://www.dni.gov/files/CTIIC/documents/products/Recent_Cyber_Attacks_on_US_Infrastructure_Underscore_Vulnerability_of_Critical_US_Systems-June2024.pdf

R USA is Popular Target

- Within 6 months:

- Targeted sectors: Water, Healthcare, Agriculture, Energy
- Iranian APT ,,Cyber Av3ngers” attacks Isreali-made Unitronics

- Pro-russian hacktivists target HMIs, water pumps and alarms

CYBER ACTOR ATTACKS ICS5 INFRASTRUCTURE

Industrial Equipment

4
I
i B




R ICS - Specitic Malware

* FrostyGoop (January 2024) ool

5 /
e By /

* Uses ModbusTCP to disrupt ENCO controllers of heat control

* Loss of heat for over 600 apartment buildings in Ukraine for ~2 days

* Can utilize different configs to attack other ModbusTCP devices

* Fuxnet (~June 2023)

 Compromised at least 500 sensors of Russia‘s CRITIS monitors via ssh

* Tried to hamper gas, water and other controls



QF@\ Indirect OT Attacks in Germany

* Hubergroup (October 2024)

* Delays in production and delivery for at least 2 weeks

 BerlinerLuft (March 2024)

* Disruption in production and delivery

* Battery manufacturer Varta (February 2024)

* Cyberattack forced production stop at 5 plants for 1 month

 Wildeboer Bauteile GmbH (Juli 2023)

* Production shutdown for 1 month

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Information Systems Industrial Automation and Control Systems

Information Technology Domain Process Engineering Domain

IT: Information Technology | OT: Operational Technology | ICS: Industrial Control Systems







R Modbus Overview

How to address data:

e Discrete Input (IX / 1 bit)

* Input registers (IW / 16 bit)

* Coil ordicrete output (OX / 1 bit)
Master / Client  Holding registers (QW / 16 bit)

Function Code

Read Coil Status

Read Input Status

Read Holding Registers
Read Input Registers
Write Single Coil Status
Write Single Register
Multiple Coil Write
Multiple Register Write

Ask

-
mm&u‘thN—\

Answer

Slave / Server




R Typical ModbusTCP Setup

Modbus Slave

— L

Modbus Slave
< TCP/IP
‘.:i'# - ] . Serial ____-

Modbus Master
(HMI) Modbus Gateway

Modbus Slave






QFQ\ Chemical Plant Example




R Chemical Plant Example
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\/FQ\ Defense in Depth

<
>)

device
hardening

patch and
update
management

net.
segmentation

net.
monitoring

do your IT
homewaorks!



4}3\ ICS Threat Analysis

ICS Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for ICS.

Initial Access

12 techniques

Execution

9 techniques

Persistence

6 techniques

Privilege
Escalation
2 technigues

Evasion

6 techniques

Discovery

5 techniques

Lateral
Movement

7 techniques

Collection

11 techniques

Command and
Control

3 techniques

View on the ATT&CK® Navigator =

Version Permalink

Inhibit Response
Function

14 techniques

Impair Process
Control

5 techniques

Impact

12 techniques

Drive-by
Compromise

Exploit Public-
Facing Application

Exploitation of
Remote Services

External Remote
Services

Internet Accessible
Device

Remote Services

Replication Through
Removable Media

Rogue Master

Spearphishing
Attachment

Supply Chain
Compromise

Transient Cyber
Asset

Wireless
Compromise

Change
Operating Mode

Command-Line
Interface

Execution
through API

Graphical User
Interface

Hooking

Modify Controller
Tasking

MNative API
Scripting

User Execution

Hardcoded
Credentials

Modify Program
Module Firmware

Project File
Infection

System Firmware

Valid Accounts

Exploitation for
Privilege
Escalation

Hooking

Change Operating
Mode

Exploitation for
Evasion

Indicator Removal
on Host

Masquerading
Rootkit

Spoof Reporting
Message

Metwork
Connection
Enumeration

Network Sniffing

Remote System
Discovery

Remote System
Information
Discovery

Wireless Sniffing

Default
Credentials

Exploitation of
Remote Services

Hardcoded
Credentials

Lateral Tool
Transfer

Program
Download

Remote Services

Valid Accounts

Adversary-in-the-

Middle

Automated
Collection

Data from
Information
Repositories

Data from Local
System

Detect Operating
Mode

/0 Image

Monitor Process
State

Point & Tag
|dentification

Program Upload
Screen Capture

Wireless Sniffing

Commonly Used
Port

Connection Proxy
Standard

Application Layer
Protocol

Activate Firmware
Update Mode

Alarm Suppression

Block Command
Message

Block Reporting
Message

Block Serial COM
Change Credential
Data Destruction
Denial of Service

Device
Restart/Shutdown

Manipulate I/0 Image
Modify Alarm Settings
Rootkit

Service Stop

System Firmware

Brute Force I/O
Modify Parameter
Module Firmware

Spoof Reporting
Message

Unauthorized
Command
Message

Damage to
Property

Denial of Control
Denial of View
Loss of Availability
Loss of Control
Loss of
Productivity and
Revenue

Loss of Protection
Loss of Safety

Loss of View

Manipulation of
Control

Manipulation of
View

Theft of
Operational
Information
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Contact

Let's secure your business - together!

Phone

+49 228 50443980

Email

info@laokoon-security.com

Website

https://laokoon-security.com

Laokoon SecurlTy GmbH, Celsiusstraf3e 43, 53125 Bonn

LinkedIn

T L]S.| P41l

TeleTrusT Information Security Professional
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Computer INVESTI(‘ATOR
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