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First hacked 2015

Next hacked 2022

Next hacked 2022…again

More breaches revealed 2023

OH NO: Kunden -> Probleme im (Secure) Development Lifecycle



Lastpass to Fortinet
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struct { 

  HeartbeatMessageType type; 

  uint16 payload_length; 

  opaque payload[HeartbeatMessage.payload_length]; 

  opaque padding[padding_length]; 

} HeartbeatMessage; 

typedef struct ssl3_record_st

{

  int type; 

  unsigned int length;

  unsigned int off;   

  unsigned char *data;

  unsigned char *input; 

  unsigned char *comp; 

  unsigned long epoch; 

  unsigned char seq_num[8];

} SSL3_RECORD;

https://tools.ietf.org/html/rfc6520

tls1_process_heartbeat(SSL *s)

       {

       unsigned char *p = &s->s3->rrec.data[0], *pl;

       unsigned short hbtype;

       unsigned int payload;

       unsigned int padding = 16; 

       /* Read type and payload length first */

       hbtype = *p++;

       n2s(p, payload);

       pl = p;

       [...]

       if (hbtype == TLS1_HB_REQUEST)

               {

               unsigned char *buffer, *bp;

               int r;

               /* Allocate memory for the response, 

size is 1 bytes

                * message type, plus 2 bytes payload 

length, plus

                * payload, plus padding

                */

               buffer = OPENSSL_malloc(1 + 2 + payload 

+ padding);

               bp = buffer;

               

               /* Enter response type, length and copy 

payload */

               *bp++ = TLS1_HB_RESPONSE;

               s2n(payload, bp);

               memcpy(bp, pl, payload);

               

               r = ssl3_write_bytes(s, 

TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);

               [...]

#define n2s(c,s)        ((s=(((unsigned 

int)(c[0]))<< 8)| (((unsigned int)(c[1])))),c+=2)

Ergibt:

((payload=(((unsigned int)(p[0]))<< 8)|(((unsigned 

int)(p[1])))),p+=2);

http://git.openssl.org/gitweb/?p=openssl.git;a=blobdiff;f=ssl/t1_lib.c;h=c5c805cce286d12d81c5fdccfe9173d61a68ee82;hp=1c0164aeeddb509f3ce4ed40518b26658792015c;h

b=4817504d069b4c5082161b02a22116ad75f822b1;hpb=84b6e277d4f45487377d0159e82c356d750e1218 oder https://t1p.de/sy7ym
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  Vielen Dank für Ihre Aufmerksamkeit

alexander.rechberger@sec-consult.com

kai.jendrian@secorvo.de
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