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THE TREND – OUT OF THE PRESS
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Source: CarIT® Mobilität 3.0 – Die Zukunft der Automobilindustrie  2012
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THE TREND
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2011 2012 2013 2014 2015 2016
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210.000.000
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CONNECTED TO INTERNET
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M2M – Car2Car – Car2Cloud

�automotive life cycle management

�Supply chain / spare part management

�Traffic information

� Man to man communication 

�Consumption due and payment

�City logistics

�Connection to the apartment 

management

�Social networks

�Multimedia

And the user wants 2

�Cost Reduction

�Safety and Security

�Comfort

�Community

The vehicle of the future will 
be permanently linked to ...

�Internet

�Infrastructure

�Other Vehicles

�Satellites



2012-05-10

3

INTERACTION THROUGH THE CLOUD

5

Payment
pay-as-you-drive, 

park & ride
Monitoring, Analysis

car system monitoring, 

defect alarm,

remote diagnostic

Safety
monitoring of speed and car defects,

autonomous driving,

Theft protection, 

vehicle access,

emergency call function

Entertainment
music, movie

internet

communities

Information Sharing
traffic flows,

free recharging spots

Health Monitoring
monitoring of health status

driving ability (alcohol, fatigue)

Environment 

Monitoring
exhaust

weather

pollutants

ENTITY ROLES AND CONNECTIONS
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Entity Roles and  Objects

� People

� Cars

� Components

� Mobile Devices

� LTE

� Cars

� Garage

� People

� Oher Devices

� Online Services (Payment, 

ParkRide ...)
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CHALLENGES
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CHALLENGES  – OUT OF THE PRESS
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Source: CarIT® Mobilität 3.0 – Die Zukunft der Automobilindustrie  2012
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The threats are
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MITIGATION APPROACH
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NEXUS - CAR2CAR / CAR2TRAFFIC
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Third Party

Service InfrastructureInternet

Public Key Infrastructure
Car2Car/Car2Traffic2

>with traffic partners

>for city/traffic logistic

Public Key Infrastructure

NEXUS – PRIVACY/PAYMENT

Payment Service

Privacy/Payment 2

> for Internet/Communities

> for consumption and billing

> for car2home management
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Public Key Infrastructure

NEXUS IS THE KEY – SPARE PART MANAGEMENT

Spare part management 2

>for certified components

Spare Part Vendor

Garage

SOLUTION PROPOSAL
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5/10/2012
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PKI SERVICES & PROCESSES – SOLUTION  SUMMARY
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• Simplified usage, hide “PKI”

• Intuitive, fail-safe processes

• Reminders & notifications

• Out-of-box support for basic PKI 

functionalities

• Optimized lifecycle mgmt. processes

• Multi-tenancy

• Easy system maintenance

• Role-based access control

• Audit trail

• Security architecture

• Service – anytime, anywhere

• Delegated management at locality

• Versatile authentication

• Standard compliant

• APIs for integration

NEXUS - ONE PKI FOR EVERYTHING
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Basics

● High-Availability ● Multi-Tenancy ● Secure Infrastructure ●
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THANK YOU FOR YOUR ATTENTION
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