2012-05-10

TeleTrusT

Informationstag "Das Automobil als IT-Sicherheitsfall”

Berlin, 11.05.2012

Car ID — Secure Communication
Car to Car / Car to Cloud

Mario Barmann
Nexus Technology GmbH

‘ THE TREND - OUT OF THE PRESS

S e

| XFCD-Daten - Die Basis fiir Verkehrsmanagement, ITS,

die Mobilitit von morgen

Infotainment, Apps und

Bedienung Intelligente Navigation

Echtzeitdaten kénnen den
Verkehr erheblich verbessern
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‘ ‘ THE TREND

Global Internet Connected Car Forecast

130.000.000

Millions of Units

45.000.000

2011
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2013
2014

‘ ‘ CONNECTED TO INTERNET

'M2M - Car2Car — Car2Cloud

<»automotive life cycle management

‘The vehicle of the future will
be permanently linked to ...

+“*Internet +“*Supply chain / spare part management

. - - .
<»Infrastructure «Traffic information

p < Man to man communication
+«Other Vehicles

«»Consumption due and payment

«»Satellites
e S

<+ City logistics

A - I — “ «»Connection to the apartment
And the user wants ... . B soment
«»Cost Reduction ) <»Social networks

<*Multimedia

Fa

«»Safety and Security
+»Comfort

«»Community
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‘ ‘ INTERACTION THROUGH THE CLOUD

Payment
pay-as-you-drive,

park & ride Monitoring, Analysis

car system monitoring,
defect alarm,
remote diagnostic

/

/
Entertainment O
music, movie Health MOI‘IItOI’Ing
internet monitoring of health status

communities driving ability (alcohol, fatigue)

-

Safety
monitoring of speed and car defects,
autonomous driving,

/

o Environment

peibr s Monitoring Information Sharing
s exhaust traffic fl
emergency call function o raffic flows,

sl free recharging spots

‘ ‘ ENTITY ROLES AND CONNECTIONS

Entity Roles and Objects

= People

= Cars

= Components

= Mobile Devices

= LTE

= Cars

= Garage

= People

= Oher Devices (=~

= Online Services|(Payment,
ParkRide -..)"
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CHALLENGES
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' Umstrittener Datenschutz —

Cf'oud Computing: Wohin‘
gl Mit den Datep und wer

dem Auto schiltzt sig?

Source: Carl T® Mobilitat 3.0 — Die Zukunft der Automobilindustrie 2012
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Manipulation of vehicle system
Forgery of components

Interception of communications
Access to payment logins

Manipulation and interruption of
traffic information

Unauthorized access to home/office

Manipulation of messages

! i ! MITIGATION APPROACH

Authenticity and strong authentication is the key!

€ar2home Management




‘ ‘ NEXUS - CAR2CAR / CAR2TRAFFIC

Car2Car/Car2Traffic... : 3
_with traffic partners Public Key Infrastructure ;
..for city/traffic logistic I

Third Party
Service Infrastructure

G ——

Internet

NEXUS - PRIVACY/PAYMENT

Privacy/Payment ...
vacylray Public Key Infrastructure &

.. for Internet/Communities
.. for consumption and billing
.. for car2home management
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NEXUS IS THE KEY — SPARE PART MANAGEMENT

Spare part management ... Public Key Infrastructure <

...for certified components

Authenticate new *
spare parts y

Garage

SOLUTION PROPOSAL

Certificate RS’igningt
eques
poogest Identity

V- N /\‘ Provisioning

and
Diagnostic A Velpdtt:v_r S PublicKey i Revocation
System pplication B8 frastructure \
Service ’

N~

Signed
N ectory
Certificate

C—
| —

Lookup
Revocation Update
Information Revocation
Check Information
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PKI SERVICES & PROCESSES - SOLUTION SUMMARY

‘ ‘ NEXUS - ONE PKI FOR EVERYTHING

Internal and external users IT and telecommunication Industrial facilities and Internet of things, M2M

- systems and devices critical infrastructure
Security
Client DS o

Smartcard J Self-Service l§ Managementf§ Certificate Certificate [jj Key and PIN OCSP Validation [ Timestamp
production Portal Portal Mgmt APls Authority liManagement| Responder Server Server

Identity issuing and lifecycle management Core PKI functions Validation of identity claims
Nexus PKI Platform

Basics
e High-Availability ¢ Multi-Tenancy e Secure Infrastructure e
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THANK YOU FOR YOUR ATTENTION

nexus

Mario Barmann

Nexus Technology GmbH
Kantstrafle 13
10623 Berlin
mario.baermann@nexussafe.com




