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- A classical APT -
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@".® “The account of a user that was
“é on vacation was locked due to

failed logins”™

- a SEC Consult Client
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... they succeeded ... and they will come back
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Conclusion

~

= Traditional Security fails
against targeted attacks

= Too little Is spent on
monitoring & response

= Tailored security breaches are
Inevitable
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What to do?

Security I1s all about
knowing & preparation!
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WHAT IF you are able to...

= get their motivation?
» gettheir TTP's
» |dentify the attacker(s)?
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Knowing - Global Threat Intelligence?

TeleTrusT

Pioneers in IT security.

Indicators of compromise (I0OCs) / Signature feeds

Aﬁmgh!
= Malware hashes

* Phishing e-mails

= Misc. fingerprints Slmple

= Malicious IPs
= Maliclous domains

Hash Values

Source: David J. Bianco, personal bleg

Patient O
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The Dilemma
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= Patient O
= Attacker only needs to breach once
= Defender needs to be constantly aware
= Defender can only react after breach

12.05.2016

Why not change this?
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Pioneers in /Tsecur/ty.
Look in the Mirror...

*Almost
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Pioneers in lTSéCUI’Ity.
How to Redirect the attacker?

Place a weak link in the
exposed Infrastructure
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Pioneers In IT security.
Looking at the Dilemma again

v Patient O

v' Attacker only needs to breach once
v'Defender needs to be constantly aware
v'Defender can only react after breach

Situation changed!
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Know Your Enemy

Be close to your enemies!

— Find out where they come into your system
— Find out what tools they are using
— Find out what they are after

— Find out what their motivation is

Build your own
LOCAL THREAT INTELLIGENCE
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>4 13.04.2015

Hello!

4103 IOCs were detected on the following units:
websrv0l.whbdmz.local: 3122

dbsrv0l.wbdmz.local: 981

Click here to access the Dashboard.
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Connection Atlas

it
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Activity Graph
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Live Alerts
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Pioneers in IT security.

Live Alerts ?
!D U Ul Sysiem SySIEMINTO >
ED D 01 System cmd.exe /c systeminfo =
ED D 01 Network net view =
Commands
ED D 01 Network net view =3
Commands
ED D 01 Network cmd.exe /c net view 3>
Commands
Network
D 01 ipconfi
ED Commands G D 2
Network
D 01 cmd.exe J/c ipconfi
ED Commands P 9 3
ED D 01 System @ >
T —
ED D 01 System cmd.exe /c whoami >
ED D 01 System cmd.exe /c set >
e ———
£ t
013 ED D 01 Deploymen CREATE \Device\HarddiskVolume2iinetpubtwwwroot{upload\Admin‘\rO0ts. aspx >
08:36:10 Related
e
. - i
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Anatomy of a Targeted Attack

Stealth
Vulnerability
Scan
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Move
Laterally
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Pioneers in IT security.

Anatomy of a Targeted Attack

12.05.2016

iIE*sWebShell | A UALE= | Cmd Shell | 1S4 | TpEes®i | TpE-pifi | OA=§(=&)DAit | TuED Al | Framework Ver - 4.0.30319.34200

BYPENE= | Serv-UiaE™ | x¢2a+ifé ;" | TELUE A | EyAY 3 0AI | JE:UOES

FEXel?-¥F-3/A0 C \inetpubiwwwrootiuploadiAdmind B o

ie0%A A | A%AIAAY | DAY AgA% | Removable(A) | "AAI(C:) | CDRom(D:) | e

iﬁ«;;.p{*;;,ﬂ ].jju', XG0P, AE+% . ——
[T Parent Directory

1AO@ | O | +a% | OBAGAL |

X 2015-04-13 06:36: . T
B rOOtsasp 2015-04-13 0 10 Db AIAYZpESDO

B Delete selected 0 iA%p¥DI 5 IA%p
fHHH Hack By Faker #HH

» Broken File Upload
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Anatomy of a Targeted Attack [

Folder Options

‘General View | Search |

M mcsync.exe Properties

Ifolume2\inetpubWwwwroot\upload\Admin\bak.exe

adiadmin\bak.exe

Security | Details I

Previous Versions |

General |  Compatibity |

Digital Signatures

ust be under /Windows; or /Program Files [(x86)]; Exclude system process;

You can apply the view {such as Details or Icons) that
voul are usina for this folder ta all folders of this tvpe.

‘GOV[A v Computer v Local Disk (C:) ~ Recovery ~

v @J I Search Recovery

=10l x|

5T

drity.

Organize v Indudeinlbrary v  Sharewith v  New folder == » 0 @
a ; : 4
S Favorites Name Date modified I Type I Size | |
Bl Desktop desfbffb-d375-11e2-9bf8-b60775a15ch5 6/12/2013 4:38 PM File folder -
& Downloads || _hashlib.pyd 6/30/2014 10:09 AM  PYD File 1,046 KB E
] Recent Places sogke 6/30/2014 10:08AM  PYDFil 47KB
= ThpE : e
|_| _ssl.pyd 6/30/2014 10:09 AM PYD File 1,656 KB jults
. Libraries ;
\ ity || bz2.pyd 6/30/2014 10:08 AM PYD File Z9KE
|-=| Documents _
} e L i library.zip 1/20/2015 9:39 AM Compressed (zippe... 1,923 KB Apply I
@' Mu
S| Pictures |%| python27.dll 6/30/2014 10:08 AM  Application extension 2,538
i B s.exe 1/20/20159:39AM  Application 78 KB acces
|| select.pyd 6/30/2014 10:09 AM PYD File 11KB E—
1% Computer || unicodedata.pyd 6/30/2014 10:03 AM  PYD File 674 KB
&2, Local Disk (C2)

= Removable Disk (E:)

€ Network
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Pioneers In IT security.
Anatomy of a Targeted Attack

Move
Laterally
Maintain I Internal
Presence Recon
a N\
Initial Initial Establish Escalate Comblete Mission
Recon Compromise Foothold Pr|V|Ieges P
\_ / W,

‘ Dump cached passwords \
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Pioneers In IT security.
Anatomy of a Targeted Attack

Event Information

Network Scan —

services.exe
FID: 488

v
Internal

Type Process

g=4 & 3 -\ icel i \ 5. _ _ _ —
— 2015-04%5 2316 - \Device\HarddiskVolume2\Recovery\s ex S -5 103211 - 10.32.254.254 -p 445 n 1
10:09:03 =
Y e PID: 1160
Initial Initial | o
Recon Compron v Complete Mission
cmd_exe
. PID: 1428 )

v

C:=~Recoveryrs.exe

= ) s.exe

ousperted sorvicl b 236 o> 177 s>
<-= 44>1 [t ti

st

usage: s
meoutfdefault @.

v
Ei
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Pioneers in IT security.

Anatomy of a Targeted Attack

* Windows commands

Move * Remote cronjob
Laterally

[Name  |status|Triggers | NextRun Time | Last Run Time
[ At1 Ready At 8:02 AM on 4/14/2015 4/14/2015 8:02:00 AM

Ready At 3:49 AM on 4/14/2015 4/14/2015 3:48:59 AM

Time & Type Process

2512 - \Device\HarddiskvVolume2\Windows\System32\cmd.exe cmd.exe /c at WDl 12 349 ciwindows\bak exe

ﬁ 2288 - \Device\HarddiskVolume2\Windows\System32\cmd.exe cmd.exe fc at WD 02 8:02 cwindows\bak.exe

"] ] v J

AGenerall Triggers Actions lConditionsI Settingsl Historyl

When you create a task, you must specify the action that will occur when your task starts. To ct
task property pages using the Properties command.

Action | Details
Start a program c\windows\bak.exe
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Conclusion

= Working time:
- 3am - ~ 2pm (CET) S

i
il

= |dentified motivation

= Attributed infrastructure

= Generation of signatures
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Pioneers In IT security.
Takeaways

= Prevention fails
—>Preparation is key

= |mprove monitoring & detection capabillities
—->Know your enemies

= [ncrease time to defend
->Homefield advantage
- Do the homework
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Pioneers In IT security.
Takeaways

,If you know your enemies and
know yourself, you will not be
imperiled in a hundred battles *

- Sun Tzu, The Art of War
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Pioneers in IT security.

Contact

GERMANY

SEC Consult Unternehmensberatung Deutschland GmbH
UllsteinstraBe 118
D-12109 Berlin

AUSTRIA

SEC Consult Unternehmensberatung GmbH
Mooslackengasse 17
1190 Vienna

Tel +43 18903043 0| Fax +43 1890 30 43 15
Email office@sec-consult.com

Email office-berlin@sec-consult.com

SWITZERLAND

SEC Consult (Schweiz) AG
Turbinenstrasse 28
8005 Zirich

Tel +41 44 271777 0| Fax +43 1 890 30 43 15
Email office-zurich@sec-consult.com

WWW.Sec-consult.com

CANADA

i-SEC Consult Inc.
100 René-Lévesque West, Suite 2500
Montréal (Quebec) H3B 5C9

AUSTRIA

SEC Consult Unternehmensberatung GmbH
Komarigasse 14/1
2700 Wiener Neustadt

LITHUANIA

UAB Critical Security, a SEC Consult company
Sauletekio al. 15-311
10224 Vilnius

Tel +43 189030430
Email office@sec-consult.com

Tel +370 5 2195535

Email office-montreal@sec-consult.com . ) o
@ Email office-vilnius@sec-consult.com

RUSSIA

CJCS Security Monitor
5th Donskoy proyezd, 15, Bldg. 6
119334, Moscow

Tel +7 495 662 1414
Email info@securitymonitor.ru
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SINGAPORE

SEC Consult Singapore PTE. LTD
4 Battery Road

#25-01 Bank of China Building
Singapore (049908)

Email office-singapore@sec-consult.com
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THAILAND

SEC Consult (Thailand) Co.,Ltd.

29/1 Piyaplace Langsuan Building 16th Floor, 16B
Soi Langsuan, Ploen Chit Road

Lumpini, Patumwan | Bangkok 10330

Email office-vilnius@sec-consult.com
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