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Quo Vadis Cybersecurity?

Warum Standards und Testverfahren fir IT-Sicherheitstechnologien auf europaischer Ebene

harmonisiert werden miissen ﬁ
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Micro View of Cybersecurity

Basic IT Security Functionalities

1.

Identity

2. Authentication

3.

Communication
1. Trusted Channel
2. Non Repudiation
3. Zoning
Information Flow Control
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Micro View of Cybersecurity: Protection of the Individual
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Basic IT Security Functionalities @
1. Identity w

2. Authentication
3. Communication
1. Trusted Channel
2. Non Repudiation
3. Zoning
Information Flow Control
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Macro View of Cybersecurity: Protection of a Community
Information Advantage

Google
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Basic IT Security Functionalities
1. Identity @ (D @ w
2. Authentication ' A ol
3. Communication eon cisco

1. Trusted Channel
2. Non Repudiation
3. Zoning
Information Flow Control
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Advanced IT Security Functionalities
4, Access Control

5. Administration

6. Auditing
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Macro View of Cybersecurity: Protection of a Community
Information Advantage

(s o ~ |
§ S
| s
/
J N
L/ C\i’v N
s
amazon
T T
{cIsco AN
N
-
)
/'//

wir

ngueﬂcwgcup
- )

S



Result

1. Identity I O T
8 2. Authentication
(&) 1. Basic Functionalities essential
'5 &, Communication in any loT Device
1. Trusted Channel
2. Non Repudiation
&, Zoning
Information Flow Control
2. European Policy (Micro vs. Macro)
@) 3.  Importance of Cloud Security
— 4 Access Control
% Attacker could be anyone:
2 5. Administration 3. Access Control > “Separation of Duties”
4, “Multiple Eyes” Principle:
6. Auditing “Kill root”
Distributed Auditing
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Macro View of Cybersecurity - Examples
Automotive (OTP)

FEDERATION INTERNATIONALE DE L'AUTOMOBILE
REGION | - EUROPE, THE MIDDLE EAST AND AFRICA
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Individual

https://www.tuvit.de/de/aktuelles/white-paper-downloads/fia-studie/
http://link.springer.com/article/10.1007/s11623-021-1396-3

eHealth Telematics Infrastructure 2.0 (Tl 2.0)
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F
sApp g
ervice < °
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https://www.tuvit.de/de/aktuelles/white-paper-downloads/fia-studie/
http://link.springer.com/article/10.1007/s11623-021-1396-3

Thank you very much for your attention!

TUV Informationstechnik GmbH
Member of TUV NORD Group

Markus Bartsch
IT Security

Langemarckstrasse 20
45141 Essen, Germany

Phone: +49 201 8999 — 616
Fax: +49 201 8999 — 666
E-Mail: m.bartsch@tuvit.de
URL: www.tuvit.de
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