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“

„
WE ARE THE LEADING ENABLER OF COMMUNITY-DRIVEN

CYBER-DEFENSE FOR THOSE IN NEED.

Vision
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Structure of Advisory and Customer Boards

Threat Intelligence 

Sharing
Cloud Vendor 

Assessment
Hybrid Cloud Security 

Architecture

Thought Leadership Community 

Advisory Board

• Company representatives, usually CIOs

• Representatives of authorities / 

research institutions / associations

• DCSO Managing Directors

Sharing and Research Groups

CISO Panel

• CISOs of all Advisory Board companies

• BSI representative

Multi Factor 

Authentication
Enterprise Security 

Metrics (KPIs)
Cyber PPPs

Customer Boards

Working Groups for DCSO Services

Technology Scouting 

& Evaluation

Threat Detection 

& Hunting

• Allianz

• BASF

• Bayer

• thyssenkrupp

• Volkswagen

Threat Intelligence

(Aggregation & Reporting) 

Audit Platform

• BMW

• Daimler

• Porsche

• Volkswagen

• ….

Supply Chain

Auditing

VDA Side

• BMW

• Porsche

• Volkswagen

• Allianz

• BASF

• Bayer

• Bertelsmann

• BSI 

• VW

• Allianz

• BASF

• Bayer

• Daimler

• Otto Group

• Schwarz

• Volkswagen

• Wacker
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DCSO Advisory Board - Members
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 Think Tank: Research & Prototyping

DCSO Portfolio incl. Service Components
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Community Information 

Services

 Technology Scouting

& Evaluation (TSE)
 Community

 Portal

 Service & Enterprise 

Assessment (SEA)
 TISAX

 Supplier Risk Mgmt.

 Cloud Vendor Assessment 

(CVA)

Cyber Defense

Services

 Threat Intelligence (TI)
 TI Community Sharing

 TI Reporting

 TI Indicators

 Internet Monitoring

 Threat Detection 

& Hunting (TDH)

 Incident Response (IR)
 Compromise Assessment

 Readiness Assessment

 Merger & Acquisition

Professional

Services

 Governance, Risk 

& Compliance Consulting

 Technical Consulting

 Integration Consulting
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Statements
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ICS Angriffe nehmen in 

der Zukunft massiv zu

!
APT Angriffe sind in 

2018 gestiegen und 

erfordern andere 

Abwehr-Maßnahmen

!
Security Architekturen 

werden immer 

komplexer

!

Fachpersonal für den 

Cyber-Security Bereich 

werden immer knapper

! Cyber-Security in M&A 

wird immer wichtiger 

und konsequenter 

eingesetzt

!
Zulieferer spielen eine 

immer wichtigere Rolle 

im Cyber-Security 

Ecosystem

!
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Statements
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ICS Angriffe nehmen in 

der Zukunft massiv zu

!
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Excerpt of daily reports on attacks against ICS

https://www.wired.com/story/triton-malware-dangers-industrial-system-sabotage/

https://www.darkreading.com/operations/fireeye-

finds-new-clues-in-triton-trisis-attack/d/d-id/1332008
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Open Architecture by NAMUR

Normenausschuss Mess- und Regeltechnik
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High Level

Situational Awareness
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Side-channel attacks on the rise

1
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Side-channel attacks on the rise
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• We really have a new era of chip-level exploits

• CPU-design has to change significantly

• Until then: Install patches where possible

• Don’t panic, not all parts of your infrastructure suffer from all 

vulnerabilities with the same urgency

Chip exploits - Summary
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Fuzzy lines between “crime” and “APT”

2
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Continuously high level of industrial &

political espionage in Germany

3
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Cyber conflicts increasingly politicized

4
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Cyber goes Real World Politics
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Coping

Strategies
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 Intense cooperation between all relevant parties:
 Law Enforcement

 Intelligence Community

 Private sector security providers

 Economy at large

 Supply chain security

 Cooperation of corporate security and cyber security

 IT Architecture Resiliency

Coping Strategies
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