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<wp7 release goals>

rich contextual end user experience(s)
end user safety
developer trust
vibrant marketplace




<rules of the game>

no security by obscurity
end to end integrity
eco - system requirements
OEMs change security policy
risk judgment is beyond most users




<chamber model>

Fixed
Permissions
Chamber
Types

Least Privilege Chamber (LPC)

Dynamic
Permissions
(LPC)




<treasure>

user identity and demographics
valuable user and corporate data

getting stuff that’s not free, for free (piracy)

raising havoc




<what’s different>

new attack vectors
ubiquity

phones integral part of growing number of real
world experiences




<north star(s)>

Integrity
least privilege
isolation
policy







<what’s next>

strong focus on foundation integrity

new scenarios will require new security
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Abstract

The WP7 security model is designed from the ground up to
build upon a decade of Microsoft’s experience with digital
security

In its first release, it establishes a foundation which supports a
core set of promises for consumers & developers, spanning
privacy, safety, and profitability

This talk will go deep on the key challenges that the security
model tackles, & how its provisions work together in practice
to enable trustworthy mobile computing

Along the way, the talk will touch on a variety of upcoming
investments in the platform security roadmap for Windows
Phone
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