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achelos is an expert in eID-based authenticity and security: 

 
 

 Technical attacks via data network 

 Violation of privacy (data protection, profiling) 

 

 Data corruption/service disruption 

 Identity theft (person or thing) 

achelos – Segments and technologies 
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 Systems communicate over public networks 
 Internet, wireless networks 

 Data can be intercepted and manipulated 

 Protecting the data integrity 
 Sensor data, control signals 

 Preventing data leakage to third parties 
 Trade secrets, personal information 

 Identifying the communication peers 
 Contracts 

 Often all of these measures are required 
 Online banking 
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Potential threats 
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 Transport Layer Security (TLS) 
 Version 1.2 defined in RFC 5246 

 Successor of the Secure Sockets Layer (SSL) 

 Widely used on the Internet (e.g., web sites, e-mail) 

 Internet Key Exchange (IKE) 
 Version 2 (IKEv2) defined in RFC 7296 

 Performs authentication and key exchange 

 Internet Protocol Security (IPsec) is a protocol family 
 Encapsulating Security Payload (ESP) defined in RFC 4303 

 ESP secures IP packets 

 For example used by VPN gateways 

 Protocols guarantee authenticity, integrity, and confidentiality 
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Protocols – TLS and IKE/IPsec 
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Protocols – Layer models and TLS, IKE/IPsec 
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Protocols – TLS handshake 1 
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Protocols – TLS handshake 2 
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Applications – Telecommunications 
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Applications – Energy sector 
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Applications – Industry 
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Applications – German health system 

Source: [gemKPT_Arch_TIP], v1.8.0, Fig. 7 
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 Different methods and combination possibilities 
 Authentication: PSK, X.509 certificates, EAP, … 

 Key exchange: RSA, DHE, ECDHE, … 

 Encryption: 3DES, AES-CBC, AES-GCM, … 

 Key lengths: 256 bit AES, 2048 bit RSA, 521 bit EC, … 

 Different protocol versions 
 IKEv1, IKEv2 

 SSL 3.0, TLS 1.0, 1.1 and 1.2, soon TLS 1.3 

 Implementations support a lot of protocol variants and 
extensions 

 An application often needs only a small subset 

 Secure configuration necessary 
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Problem: Configuration 
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 Secure implementation of the protocols is required 
 Keys in secure storage 

 Non predictable random numbers 

 No side channels, e.g., timing, padding oracles 

 No downgrade to the behavior of old protocol versions 

 Even widely used libraries regularly contain security holes 
 Attacks: Lucky Thirteen (2013), Heartbleed (2014),  

POODLE against TLS (2014), … 
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Problem: Implementation 
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 Exclude the existence of known security weaknesses 
 Secure configuration based on guidelines (e.g., NIST, BSI) 

 Check the implementation for known security holes 

 Certifications require security tests 
 Protection Profiles (PP) for Common Criteria (CC) 

 PCI-DSS 

 ISO/IEC 27000 
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Security tests – Necessity 
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 Some checks can only be done manually 
 Source code review (e.g., secure deletion of internal data) 

 Many procedures can be checked automatically 
 Outside behavior on the system‘s interface 

 Advantages of test automation 
 Fast execution 

 Uniform test reports 

 Reproducibility 
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Security tests – Automation 
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Market overview – IKE tools 

ike-scan strongSwan conftest 

 Detection of IKE 
responders 

 Manipulation of payloads 
(e.g., transforms) 

 

 Configuration file 

 Invalid values 

 Wrong protocol behavior 
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Market overview – TLS test scripts 

FlexApps tlsfuzzer 

 Known vulnerabilities 
 Fuzzing with SmackTLS 
 Wrong protocol behavior 
 Test cases in F# based on 

miTLS 
 
 

 Known vulnerabilities 
 Fuzzing 
 Wrong protocol behavior 
 TLS configuration 
 Test cases as Python scripts 
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Market overview – Web sites for TLS tests 1 

CryptCheck Observatory by Mozilla 

 Certificate checks 

 TLS configuration 

 Grades for the overall result 
and for partial results 

 Certificate checks 

 TLS configuration 

 Comparison with Mozilla 
guidelines 

 Grade for the overall result 
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Market overview – Web sites for TLS tests 2 

HT Bridge SSL Server Security Test Qualys SSL Labs 

 … + known vulnerabilities 

 Comparison with HIPAA, 
NIST, and PCI-DSS guidelines 

 … + known vulnerabilities 

 Simulation of different 
clients 

 Browser test 
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 TLS configuration 

 Known vulnerabilities 

 Invalid values 

 Wrong protocol 
behavior 

 Test report with the 
description of the test 
idea and a reference 
to the RFC 
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Market overview – IWL Maxwell Pro TLS Test Suite 
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   Test case specification 
in cooperation with 
TÜViT 

 Targeted at CC 
evaluation procedures 

 Automatic tests for BSI 
requirements 

 

 TLS check list according 
to BSI TR-03116-4 
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achelos test environment – Test suites 
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 Checks for the TLS configuration 

 Protocol version (no SSL 3.0, TLS 1.0, …) 

 Cipher suites (no EXPORT cipher suites, no weak cryptographic 
algorithms, …) 

 Cryptographic parameters (RSA key length ≥ 2048 bit, …) 

 Protocol extensions (TLS compression, Heartbeat, …) 

 Tests for correct implementation 

 Robust protocol implementation (manipulated message order, …) 

 Correct padding/data checks (adding invalid padding values, sequence 
counters, …) 

 Cryptographic checks (point that is not on the elliptic curve, bad MAC, …) 

 Constant-time implementation (e.g., Lucky Thirteen attack) 
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achelos test environment – Test coverage 



© 2018 achelos Dr. Benjamin Eikel – TLS and IKE high performance security testing with Qumate 23 

achelos test environment – TLS Test Tool 
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System under test 
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achelos test environment – IKE Test Tool 
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 Test case specification uses wording of the relevant RFCs 
 No implementation details 

 Test report contains … 
 … test case idea and specification 

 … checks performed by the test case (expected/actual result) 

 … details of the network communication 

 Additionally, a network traffic dump (PCAP file) for every 
test case 
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achelos test environment – Traceability 
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achelos test environment – Workflow using Qumate 
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achelos test environment – Test configuration 



© 2018 achelos Dr. Benjamin Eikel – TLS and IKE high performance security testing with Qumate 28 

achelos test environment – Test reports 
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 Widespread use of the protocols TLS and IKE/IPsec 

 Configuration and implementation can contain security 
holes 

 Automatic tests reduce test time and give reproducibility  

 Different solutions on the market 

 achelos test environment with detailed test reports 
targeting CC evaluation procedures 
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Summary 
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Protocols – IKE handshake 1 
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Protocols – IKE handshake 2 
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Protocols – IKE handshake 3 


