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achelos — Segments and technologies
eldentity eHealth ePayment Telecoms Mobility eEnergy
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access control ePOS, Roaming, Toll collection, Smart meter,
and security, eCash, billing, Tachograph, smart meter
administrative Connector, EFT, apps/wallet, eMobility, Car-to- gateways,
procedures with infrastructure home banking, M2M, Car com., NFC, service
elD (nPA), NFC security NFC NFC eTicketing, public  providers,
transport, M2M roaming,
PKI, M2M

achelos is an expert in elD-based authenticity and security:

= Technical attacks via data network = Data corruption/service disruption
= Violation of privacy (data protection, profiling) = Identity theft (person or thing)
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Potential threats

= Systems communicate over public networks
= |nternet, wireless networks
= Data can be intercepted and manipulated

= Protecting the data integrity
= Sensor data, control signals

= Preventing data leakage to third parties
= Trade secrets, personal information

= |dentifying the communication peers
= Contracts

= Often all of these measures are required
= Online banking
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Protocols — TLS and IKE/IPsec

= Transport Layer Security (TLS)
= Version 1.2 defined in RFC 5246
= Successor of the Secure Sockets Layer (SSL)
= Widely used on the Internet (e.g., web sites, e-mail)
= |nternet Key Exchange (IKE)
= Version 2 (IKEv2) defined in RFC 7296
= Performs authentication and key exchange
" Internet Protocol Security (IPsec) is a protocol family
= Encapsulating Security Payload (ESP) defined in RFC 4303
= ESP secures IP packets
= For example used by VPN gateways

= Protocols guarantee authenticity, integrity, and confidentiality
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Protocols — Layer models and TLS, IKE/IPsec

OSlI layers TCP/IP layers Examples

Application

HTTP, FTP, SMTP

Application

Presentation TLS

Session

Transport

Transport TCP, UDP

Internet

Network IP, IPsec

Data link

Ethernet, WLAN

Link

Physical
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Protocols — TLS handshake 1

ServerHelloDone

TLS client TLS server
: ClientHello
L]
g ServerHello
=
- ServerCertificate
[Certificate-based Authentication] u
opt ServerKeyExchange
[Special Key Exchange] LJ\
oH% CertificateRequest
[Certificate-based Authentication] L

opt

ClientCertificate
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Protocols — TLS handshake 2

ServerHelloDone

Finished

opt ClientCertificate
[Certificate-based Client Authentication] /L—|
ClientKeyExchange
.
OB CertificateVerify
[Certificate-based Client Authentication] |——|
ChangeCipherSpec
L

ChangeCipherSpec

Finished
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Applications — Telecommunications

SM-SR eviCe
Embedded UICE
Subscription Management Integrated chipreard)

Secure Routing (service) HTTP session trigger
MT-SMS

HIAPS server HTTPS client
Internet

TLS client

TLS (SCP 81) ) =
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Applications — Energy sector

SMGW-Admin SIVIGW.
HHH\H-

| 111000
WAN- LS WAN-A LMN-A

:(::Jcmoo FI:\_
Smart Meter Gateway Wake-up packet ! x——-—-': Smart vieter

Administrator Gateway.

intelligent measuring system))

TLS client

Internet

ID.X.509 | < Ef TLS

—————

© 2018 achelos Dr. Benjamin Eikel — TLS and IKE high performance security testing with Qumate 9



p——
[FT

achelos

the experts in elD

Applications — Industry

Location 1 Location 2

Remote, VPN ‘ VPN
maintenance gateway gateway

Internet
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Applications — German health system

TI-Plattform Zone dezentral TI-Plattform Zone Provider
zentral Zone
; TSP CVC gematik
A et Root-CA
A L3 CVC Root
fﬁ > s iR @ @ OCSP-Proxy
HBA =2 )
MobKT SMC-B 4
TSP X.509 nonQES ~ 1oF X.509 QES
o |
S TSL-Dienst
gSMC—K <
VPN-
Zugangsdienst
N
— Tra,\;'l:tgorl Zentrales Netz Tl N
Konnektor Fachanwendungs-
spezifischer Dienst
G \
Namens-
‘ dienst s &
-l Stérungsampel Fachanwendungs-
gSMC-KT e spezifischer Dienst
Konfigurations-
dienst
Zeitdienst
2 N Bestandsnetz
Verzeichnisdienst SQ
Sicherheitsgateway
Bestandsnetze

Source: [gemKPT_Arch_TIP], v1.8.0, Fig. 7
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Problem: Configuration

= Different methods and combination possibilities
= Authentication: PSK, X.509 certificates, EAP, ...
= Key exchange: RSA, DHE, ECDHE, ...
= Encryption: 3DES, AES-CBC, AES-GCM, ...
= Key lengths: 256 bit AES, 2048 bit RSA, 521 bit EC, ...

= Different protocol versions

= |KEv1, IKEv2
= SSL3.0,TLS1.0,1.1and 1.2, soon TLS 1.3

* |Implementations support a lot of protocol variants and
extensions

= An application often needs only a small subset
= Secure configuration necessary
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Problem: Implementation

= Secure implementation of the protocols is required
= Keys in secure storage
= Non predictable random numbers
= No side channels, e.g., timing, padding oracles
= No downgrade to the behavior of old protocol versions

= Even widely used libraries regularly contain security holes

= Attacks: Lucky Thirteen (2013), Heartbleed (2014),
POODLE against TLS (2014), ...
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Security tests — Necessity

= Exclude the existence of known security weaknesses
= Secure configuration based on guidelines (e.g., NIST, BSI)
= Check the implementation for known security holes

= Certifications require security tests

= Protection Profiles (PP) for Common Criteria (CC)
= PCI-DSS
= |SO/IEC 27000
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Security tests — Automation

= Some checks can only be done manually

= Source code review (e.g., secure deletion of internal data)

= Many procedures can be checked automatically

= Qutside behavior on the system’s interface

= Advantages of test automation
= Fast execution
= Uniform test reports
= Reproducibility
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Market overview — IKE tools
ike-scan strongSwan conftest

192.168.56.102 loadi

loadi

00[CFG]
57e031d 00[CFG]
C_SHA1 Int
Notificat

'child-a’
8.56.102

NIT I‘E-(]ués‘t [ KE No N(NATD_S_IP) N(NATD_D_IP) N(HASH_A

from 192.168.56. 00] to 192
from 192.1 . 500] to 1 1 ¢ >00
INIT re 0 (E No N(NATD_S (NATD

Detection of IKE Configuration file
responders Invalid values

Manipulation of payloads Wrong protocol behavior
(e.g., transforms)
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Market overview — TLS test scripts
FlexApps tisfuzzer

$ PYTHONPATH=. python scripts/test-invalid-compr

$ mono bin/Release/FlexApps.exe -s e bel@debian-bel:
ion-methods.py

bel:
invalid co ession methods...

onnec .sit.fraunhofer.d
t.fraunhof

# CLIENT HELL

Payload : ED 3BF6B2C F3E57E 25C57AC

01FOOOBOCO20100000A000800 3 0000170000FFO1000

Version : TLS_1p2
391EDAD83BF6B2CA9DD166D68C924BB2EA6CAF3ES7ER

, [TLS_RSA_WITH_AES_128_CBC_SHA]
Compressio : [NullCompression]
xt 10 H r ton+CE_ec_point_format;
ion+CE_ec_curves; 2nsions+clientExtension;
s ion;
SExtensions+cli ension+CE_renegotiation_info]
--- # SERVER HELLO € ello.receive
1p2
7E46E9D 3 2DA22 : BFDB4D73404B0 92C178106D76

- Random 27A4B0O159B6A7ACB887780A7DB38D272BC0148

Known vulnerabilities Known vulnerabilities
Fuzzing with SmackTLS Fuzzing
Wrong protocol behavior Wrong protocol behavior

Test cases in F# based on TLS configuration
MiTLS Test cases as Python scripts

17
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Market overview — Web sites for TLS tests 1

CryptCheck

[HTTPS] www.sit.fraunhofer.de (o102:2017 14:15:59 <01:00)
www sit fraunhofer.de - 2001:67¢:34¢:72::204 : 443

seor [ Prorkate 0 0 €
= —TTE—— seblnns Zewtan: GIETT
Jsselowsausch LTI Ot Hooan ; (I IESED
. mEm
e
- Schlnseirite Diockgdte Mods Trp G

Observatory by Mozilla

5 Eeinseonninneais
838 EEBEEBERBEEERZES
HEHE S H B H

HE

= (Certificate checks
= TLS configuration

= @Grades for the overall result
and for partial results

TLS Observatory

Certificate checks
TLS configuration

Comparison with Mozilla
guidelines

Grade for the overall result
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Market overview — Web sites for TLS tests 2

HT Bridge SSL Server Security Test Qualys SSL Labs
Qauwsues
——

= ...+ known vulnerabilities = ...+ known vulnerabilities
= Comparison with HIPAA, = Simulation of different
NIST, and PCI-DSS guidelines clients

= Browser test
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Market overview — IWL Maxwell Pro TLS Test Suite

" TLS configuration

= Known vulnerabilities

= |nvalid values

= Wrong protocol

behavior
= Test report with the

description of the test

idea and a reference

to the RFC
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achelos test environment — Test suites

= Test case specification
in cooperation with
TUVIT

= Targeted at CC
evaluation procedures

= Automatic tests for BSI
requirements

= TLS check list according
to BSI TR-03116-4
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achelos test environment — Test coverage

=  Checks for the TLS configuration
= Protocol version (no SSL 3.0, TLS 1.0, ...)

= Cipher suites (no EXPORT cipher suites, no weak cryptographic
algorithmes, ...)

= Cryptographic parameters (RSA key length > 2048 bit, ...)
= Protocol extensions (TLS compression, Heartbeat, ...)

= Tests for correct implementation
= Robust protocol implementation (manipulated message order, ...)

= Correct padding/data checks (adding invalid padding values, sequence
counters, ...)
= Cryptographic checks (point that is not on the elliptic curve, bad MAC, ...)

= Constant-time implementation (e.g., Lucky Thirteen attack)
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achelos test environment — TLS Test Tool

Test case
specification

TLS test cases

Configuration
files

Log output

TLS Test Tool

Abstraction layer
= |nterface mapping
= | og conversion

mbed TLS OpensSStt Ghulls

System under test
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achelos test environment — IKE Test Tool

Test case
specification

IKE/IPsec test cases

Configuration
files

Log output

IKE/IPsec Test Tool

Abstraction layer.
= Create configurations

= | og conversion

strong-
OpenBSD Swan Linux

© 2018 achelos

System under test
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achelos test environment — Traceability

= Test case specification uses wording of the relevant RFCs

= No implementation details

= Test report contains ...
= .. test case idea and specification
= ... checks performed by the test case (expected/actual result)
= ... details of the network communication

= Additionally, a network traffic dump (PCAP file) for every
test case

© 2018 achelos Dr. Benjamin Eikel — TLS and IKE high performance security testing with Qumate
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achelos test environment — Workflow using Qumate

Qumate.liestcenter:

Qumate Requirement Manager Qumate Test Framework

Test reports

Product Requirements v X
specification,

standards . . Test case Test target

Requirements execution ’ -

analysis ko

Executable test suite TN

Test case
specification

Test case
implemen-
- tation
Test case definition

Test suite Test suite frame

. export
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achelos test environment — Test configuration

’
Global parameters

Edit global parameters

I:D DATLS _Check_List_Test_SuitelworkspacelcfghGlobalParams.xml

i
Marme Type Comment Value
4 Parameters
ca_rsa_CertificateFile string  CA certificate to verify peer certificates ca_certificate.pem
client_rsa_certificateFile string  Default client certificate that is accepted by the TOE client_certificate.pem
client_rsa_privateKeyFile string  Private key that matches the public key in <client_rsa_certificateFile» client_private_key.pem
tls_loglevel string  Log level (see the TLS Test Tool's "loglevel” opticon) high
tls_secret_file string  Storage file for secret keys (see the TLS Test Tool's "tlsSecretFile” option) tlsSecretFilett
TOE_Description string A description of the TOE that will appear in test reports (e.g., device name and firmware ver Test web server
TOE_IP-Address string  TOE'sIP address or host name to connect to www.test.example
TOE_Port int TOE's TCP port to connect to 443
TQE_tls_version string  Cenfiguration for test cases that use a variable TLS version, Either "TLS1.1" or "TL%1.2",  TL51.2
tshark_enabled boolean If true, TShark will be used to create a network traffic dump. true
tshark_interface string TShark's network interface (option -i). Call ‘tshark -0 to list network interface names, 2
tshark_options string  Additional TShark options (see https:/fwww.owireshark.org/docs/man-pages/tshark.html)  -f "host www.test.example” -P -t ad
tshark_path string  Path to the TShark executable ChProgram Files\Wiresharktshark.exe
® Save and Close ] [

© 2018 achelos
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achelos test environment — Test reports

TLS CL_2.5.3-01 No heartbeat extension

User: bel
Tester in Charge: bel
Test case 1s optional: false

Started: 16.01.2018 10:40:48
Duration: 0:00:05.747

Fatal errors: 0

Errors: 1

Warning: 0

Verified Testsuite:  No verification performed
Testsuite Version:  1.1.0

Testsuite Info: TLS Check List Test Suite
Class: com.achelos.tlsCheckListTestSuite fd_bsicheck b80f0e73 fd 25vorgab 4b773cbe.rq tls
ID: a4f43ala-402d-4aa?-8d1a-331e3930f9a

Global parameter "TOE_Description” was requested and contains value(s): Local OpenSSL s_server

TOE Description: Local OpenSSL s_server .
The global parameter "tshark_enabled” contains the value "false”. Step 1: TCP/TP new connection - Expected Result: - Input Parameter(s):

Testcase description Step 1.1: Establish TCP/IP connection to <TOE_IP-Address=<TOE_Port>. - Expected Result: Connection established successfully.
Expected log message: TCP/IP connection to (*) established.
Verify that the TLS server does not support the heartbeat extension defined in RFC 6520.  Actual log message (2018-01-16 10:40:49.671): TCP/IP connection to 127.0.0.1:4433 established.

o Preprocessing Step 2: Send ClientHello message with extensions containing the heartbeat extension. - Expected Result: Receive ServerHello message from TOE.
ServerHello extensions does not contain the heartbeat extension.

Expected log message: Valid ServerHello message received.

Actual log message (2018-01-16 10:40:49.716): Valid ServerHello message recetved.

Analysing value of ServerHello extensions.

Extension heartbeat with length 1 found.

The extension heartbeat({13) 1s supported by the TLS server.

< Execution
- Execution description

- Execution steps

START: TLS_CL_2.5.3-01 No heartbeat extension Step 3: TCP/TP close connection - Expected Result: - Input Parameter(s):

Setting: mode=client

Setup TOE Server Step 3.1: Close current TCP/TP connection if applicable. - Expected Result: Connection is closed.
Global parameter "TOE_IP-Address” was requested and contains value: localhost Search log message: TCP/IP connection is closed

Global parameter "TOE_Port" was requested and contains value: 4433 Log message not found.

Setting: host=localhost E

Setting: port=4433
Setting: logLevel=hi

© 2018 achelos Dr. Benjamin Eikel — TLS and IKE high performance security testing with Qumate 28
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Summary

= Widespread use of the protocols TLS and IKE/IPsec

= Configuration and implementation can contain security
holes

=  Automatic tests reduce test time and give reproducibility
= Different solutions on the market

= achelos test environment with detailed test reports
targeting CC evaluation procedures
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33100 Paderborn
Germany
Phone: +49 5251 14212-342

E-mail: benjamin.eikel@achelos.de

www.achelos.de
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File Edit Navigate Search Project Run achelos.com Window Help

O~rEBws A~#A~> GrvETEEvyov Quick Access EI’HIE Requirement Manager |[T] TestFramework

i Requirement Manager & ~ B [ERFC4346#Kp.7.1#3-01 Invalid MAC = - E
@@V X

RFC4346#Kp.7.1#3-01 Invalid MAC

& RFC4346#Kp.6.2.2#2 -
& RFC4346#Kp.6.2.2#3 Step.. Opt.. Description Expected Result
» & RFC4346#Kp.6.2.3.2#1 1 ] # TOE -Srv - get TLS version

&' RFC4346#Kp.6.2.3.24#2 2 ] The TOE supports at least one cipher suite with a cipher from {AES_128_CBC, AES_256_CBC}.

& RFC4346#Kp.6.2.3.2#3
¢ & RFC4346#Kp.6.3#1

& RFC4346#Kp.6.3#2
- & RFC4346#Kp.7.1#1
& RFC4346#Kp.7.1#2
& RFC4346#Kp.7.1#3 =

s RFC4346#Kp.7.1#3-01 Invalid MAC Step # Opt.. Description Expected Result
- & RFC4346#Kp.7.2#1 1 £ TCP/IP new connection

& RFC4346#Kp.7.2.2#1 Send ClientHello message with ClientHello.cipher_suites containing cipher suites with a cipher from {AES_128 CBC, AES_256 CBC). Receive ServerHello message from TO...
¢ & RFC4346#Kp.7.2.2#2
RFC4346#Kp.7.2.2#3

¢ Global parameters

~ Precondition

~ Execution

[N

Il

Send ClientKeyFxchange message. No result expected.
Send ChangeCipherSpec message. No result expected.

RFC4346#Kp.7.2.2#4 Send Finished message with wrong MAC.The MAC is invalidated by flipping the bits of the first byte. Receive Alert message from TOE with ...
RFCA346#Kp.7.2.2#5 2 TCP/IP close connection - 5
RFC4346%Kp.7.2.24#6 ke r=re g

RFC4346#Kp.7.2.247
RFC4346#Kp.7.2.2#8 Edit Testcase Execution entry...
RFC4346#Kp.7.2.2#9
RFC4346#Kp.7.2.2#10 -~ ; ,
RFCA346#Kp.7.2.2411 * Pestcondition Step # s Fl optional

RFC4346#Kp.7.3#1 Step # Opt.. Desdiption Send Finished message with wrong MAC. =

RFCA346#Kp.7.4#1 Description The MAC is invalidated by flipping the bits of the first byte. -
¢+ & RFC4346#Kp.7.4.1.2#1

& RFC4346#Kp.7.4.1.2#2 Fxpected Result
- & RFC4346#Kp.7.4.1.2#4
& RFC4346#Kp.7.4.1.2#5 -

! ‘ L 4 General |Description | Execution| Comments

m
=
-
-
=
-

(oA NN U2 INES N CE R (S ]

EEEEEREREEE

Receive Alert message from TOE with level = fatal and description = bad_record_mac. #
Connection is closed by TOE. -

@ oK | I Cancel
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File Edit Navigate Search Project Run achelos.com Window Help

[ g = [P b ow 5w ow - - Quick Access | E ‘ [R] Requirement Manager (Tl TestFramework

e ite View un Plan View =~ B -
Testsuite View - fun Pen Ve L HTML Report “«Basiclog View 5 “HB e
elre® B TOE Description: Fraunhofer SIT web server A~
& RFC4346#Kp.6.1#4 4 | The global parameter "tshark enabled" contains the value "true". SearchString (start with '$' to enter a Java-styled regular expression) E
- & RFC4346#Kp.6.2.1#1 The global parameter "tshark_path" contains the value "C:\Program i =
& RFC4346#KP.6.2.2#1 Files\Wireshark\tshark.exe". = Message
@ RFCA346#Kp.6.2.242 The global parameter "tshark interface" contains the value "8". B 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:3531) 0000: 15 03 03 00 02
& RFCA346H#K '6'2'2 43 The global parameter "tshark_options" contains the value "-f "host 2017-01-17 13:34:52.818 mbedTLS(ss|_tls.c:3540) input record: msgtype = 21, version = [3:
o www.sit.fraunhofer.de” P -t ad". 2017-01-17 13:34:52.818 mbed Tl S(ssl_tls.c:2244) => fetch input
+ & RFC4346#Kp.6.2.3.2#1 — | Let TShark write packet data to . T i ) )
& RFCA346#Kp.6.2.3.2#2 "D:\Projekte\TUEVIT TLS Server TestSuite\logs'\Fraunhofer 2017-01-17 13:34:52.818 mbedTLS(ss| tls..2402) in_left: 5, nb_want: 7
- B RFCA346#Kp.6.2.3.243 SIT'\RFC4346 Kp.7.1_3-01_Invalid MAC_TC_0afd7309-f248-4cb8-b53d- 2017-01-17 13:34:52.818 Network(TimestampObserver.cpp:140) Read.size=2
&) RFC4346#Kp.6.3#1 £ 982dad609b2fpeap". 2017-01-17 13:34:52.818 Network(TimestampObserver.cpp:142) Read.timestamp=148465!
& RFCA3464Kp.6.342 Lo 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:2426) in_left: 5, nb_want: 7
" Testcase description . . )
- B RFCA346#Kp.7.141 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:2427) ssl->f_recv(_timeout)() returned 2 (-Oxfffft
- B RFCA346#Kp.7.1#2 in Verify that a TLS server correctly checks the MAC of a Finished message that it 2017-01-17 13:34:52.818 mbedTLS(ssl tls.c:2439) <= fetch input
4 & RFC4346#Kp.7.1#3 receives from a TLS client. A CBC block cipher is used and the Finished message is 2017-01-17 13:34:52.818 mbedTLS(ss| tls.c:3712) dumping ‘input record from network’ (7 |
@ RFC4346#Kp.7.1#3-01 Invalid MAC transmitted with a manipulated MAC. 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:3712) 0000: 1503 03 00 02 02 14
p
: B RFC4346#Kp.7.2#1 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:3979) got an alert message, type: [2:20]
& RFCA346#Kp.7.2.2#1 Preprﬂcessmg 2017-01-17 13:34:52.818 TLS(TIsLogFilter.cpp:161) Alert message received.
& RFC4346#Kp.7.2.2#10 2017-01-17 13:34:52.818 TLS(TIsLogFilter.cpp:180) Alert.level=02
- @ RFCA346#Kp.7.2.2411 “Preprocessing description 2017-01-17 13:34:52.818 TLS(TlsLogFilter.cpp:180) Alert.description=14
- @ RFCA346#Kp.7.2.242 p X 2017-01-17 13:34:52.818 mbedTLS(ssl_tls.c:3987) is a fatal alert message (msg 20)
- @ RFCA346#Kp.7.2.2#3 reprocessing steps 2017-01-17 13:34:52.818 mbedTLS(ssl_cli.:3193) mbedtls sl read_record() returned -3059
&) RFCA346#Kp.7.2.2#4 2017-01-17 13:34:52.818 TLS(TIsSession.cpp:300) Waiting for incoming data that might co
- B RFCA346#Kp.7.2.2#5 Step 1: TOE -Srv - get TLS version 2017-01-17 13:34:52.818 TShark 0.017731 www.sit.fraunhofer.de — 192.168.111.36 TCP 6C
% RFCA346#Kp.7.2.246 2017-01-17 13:34:52.818 TShark 0.000081 www.sit.fraunhofer.de — 192.168.111.36 TLSv1.
- @ RFCA346#Kp.7.2.2#7 S;"eg];.lti TLS version E’ be tfsseg is Plf"“de‘j via global parameter 2017-01-17 13:34:52.818 TShark 0.000042 www.sit fraunhofer.de — 192.168.111.36 TCP 6C
& RFCA346%#Kn.7.2.9#8 T < _tls_version>. - Expected Result : B .
P | m | N Global parameter "TOE._tls_version" was requested and contains value: TLSv1.2 2017-01-17 13:34:52.818 TShark 0.000029 192.168.111.36 — www.sit.fraunhofer.de TCP 54
Current selection: Setting: tlsVersion=(3,3) 2017-01-17 13:35:02.819 TLS(TlsTestTool.cpp:156) TLS handshake failed: mbedtls_ss|_hand:
: - 2017-01-17 13:35:02.819 Network(TIsTestTool.cpp:103) Wait at most 10 s for dlosing of the
Verify that a TLS server correctly checks  * ' Step 1.2: TOE acts as a TLS server and is reachable via TCP/IP at <TOE_IP- 2017-01-17 13:35:02.819 Network(TisTestTool.cpp:94) TCP/IP connection is closed. |
o e :ftif S.S;‘:ggiﬁzgf' - Expected Result 2017-01-17 13:35:02.819 TShark 10.001038 192.168.111.36 — www.sit-fraunhofer.de TCP £=
: qaﬁm%.:,—m Carear T 2017-011-17 12:35:02 820 TanlMsTostTanal rnn?78) TI S Tact Tanl avitin N
IFraunhofer SIT Vl <| " b 4 | 1] | »
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Initiator

IKE_SA_INIT request

Responder

HDR (IKE header)

SAi1 (Security Association)

KEi (Key Exchange)

Ni (Nonce)

o-d-d-c

IKE_SA_INIT response

HDR (IKE header)

SArl (Security Association)

KEr (Key Exchange)

Nr (Nonce)

O-O-0-0-0-

CERTREQ (Certificate Request)

IKE AUTH request
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IKE_AUTH request

HDR (IKE header)

SK (Encrypted and Authenticated)
IDi (Identification)
CERT (Certificate)

CERTREQ (Certificate Request)
IDr (Identification)

AUTH (Authentication)
SAi2 (Security Association)
TSi (Traffic Selector)
TSr (Traffic Selector)

dddddddddd-—

IKE AUTH response
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TSr (Traffic Selector)

IKE_AUTH response

HDR (IKE header)

SK (Encrypted and Authenticated)

IDr (Identification)

CERT (Certificate)

AUTH (Authentication)

SAr2 (Security Association)

TSi (Traffic Selector)

TSr (Traffic Selector)

o 1 o
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