




INDUSTRY 4.0 & IIOT CHANGES SECURITY CHALLENGES

Agenda



INDUSTRY 4.0
• automation and data exchange in manufacturing 
• connecting industry systems, production and business applications
• incl. cyber physical systems, Internet of things, cloud computing and cognitive computing

Cyber Physical
Systems
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Industrial Revolutions

Computer and 
automation

Mass production, 
assembly line,

electricity

Mechanization,
water power,
steam power
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Industrial Internet of Things vs. Internet of Things
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Who is Involved?

SECURE COMMUNICATION
Components and central management

connected via standard protocols and interfaces

INFORMATION 
TECHNOLOGY OPERATION TECHNOLOGY IIOT VENDOR SECURITY VENDOR
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Challenges of Industrial Internet of Things (IIoT)

Challenges for

the enterprise

IT (Information Technology)

OT (Operation Technology)

the vendor

creating Industrial Internet of Things

creating security solutions for
Industrial Internet of Things



Cybersecurity Threats in Complex Environments
INDUSTRY 4.0 & IIOT CHANGES SECURITY CHALLENGES
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Challenges for the Enterprise

Operation Technology

implementation in current 
environment (incl. legacy products)

data security

reliability and stability of 
cyber physical communication

maintaining the integrity of 
the production process

longevity of device technology

loss of high-paying human jobs

avoiding technical problems

Information Technology

implementation in current 
network infrastructure

increasing amount of 
mobile technology

maintain the visibility of “things”

dealing with unknown technology

IIoT complexity magnifies cyber risk

cyber security putting public safety at risk

data volume poses threat to cyber security

Compliance and regulation issues

availability of updates and patches for devices
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Challenges for the Vendor

IIoT vendor

fast time to market

scalability

costs

innovation

security

Security vendor

“Things” are developed faster than 
the ability to secure them

the variety of hardware and software is enormous

current best practices can only partly be
transferred to IIOT

no common OS, CPU architecture or APIs for security features
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Addressing challenges of IT/OT

security

visibilitiy

integrity

complexity

scalability

longevity

Solutions

authentication of connected devices

encrypting all communications

no data communication outside the company network

sophisticated network and data monitoring

management tools for entire IIOT environment
include update/patches 

Solutions
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Products – NCP Solutions for IIoT
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Cybersecurity Threats – Scenarios and Solutions



Tram Information System

Information displayed directly on screens and ticket machines
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INFORMATION
SCREENS

TICKET
MACHINES

COMPANY
NETWORK

INTERNET



INTERNET/INTRANETDRONE

Automated Drone

INTERNET

INDUSTRY 4.0 & IIOT CHANGES SECURITY CHALLENGES

COMPANY
NETWORK
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Where is Action Needed?
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IIoT solutions from TELETRUST
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