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Crobies Study in 2010: | Erei? "
Key success factors for eSignatures \

Realizations, consistency and mapping of efficient Legal, Technical, Trust and
Promotional frameworks are key success factors to convince market & business
stakeholders of the possible ROI of eSignatures securing their eProcesses.
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eSignature Standards Framework

¢ Certificate Authority
e Time-stamping

¢ Signing Servers

e Validation Services

e Rules & procedures

e Formats

e Signature Creation
/ Validation
Protection Profiles

(CEN)

Common Criteria
Protection profiles

e Smart Cards

e HSMs

e Signing services
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e List of TSP services
approved (supervised)
by National Bodies
(e.g. Trusted Lists)

e Registered eMail
e Long term preservation

e XAdES (XML)

e CAdES (CMS)

e PAdES (PDF)

e AdES in Mobile envimts
e ASIC (containers)

* Key generation

e Hash functions

e Signature algorithms
¢ Key lengths
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Signature (+Seal) Creation & Validation (ETSI) ‘\\\%//y

® Set of Standards being finalised at concurrent ETSI meeting
* Immediate Publication as Technical Specification
* Follow on as European Norm in 2016 (common text)

TS 119 102-1 / EN 319 102-1: Procedures for Creation and
Validation of AdES Digital Signatures.
Part 1: Creation and Validation.

TS 119 122 /EN 319 122: CAdES digital signatures.

TS 119 132 / EN 319 132: XAdES digital signatures.

TS 119 142 / EN 319 142: PAdES digital signatures.

TS 119 162 / EN 319 162: Associated Signatures Containers.
TS 119 172 /EN 319 172-1: Signature policies
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Area 4 - TSPs supporting e-signhatures ETS(///%\\\,‘
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TSPs Supporting Electronic Signatures and related services

Main activities

Guidance

TR 1 19 4 0 0 Businessdriven guidance for TSPs supporting electronic signatures and seals

® Business Guidance (TR 119 400) —

3 19 4 0 1 General Policy Requirements for Trust Service Providers
EN 3 19 4 1 1 Policy & Security Requirements for TSPs Issuing Certificates

@ TS P CO nfo r m ity Asse SS m e nt EN 3 19 4 2 1 Policy & Security Requirements for TSPs providing Time-Stamping Services

EN 3 19 4 3 1 Policy & Security Requirements for TSPs providing Signature Generation Services

EN 3 19 4 4 1 Policy & Security Requirements for TSPs providing Signature Validation Services
¢ Draft EN 319 403 Technical Specifications

EN 3 19 4 1 2 Certificate Profiles
- Part 1: Overview and common data structures

@ TS P PO I I Cy req U I re m e nts - Part 2: Certificate profile for certificates issued to natural persons
H . - Part 3: Certificate profile for certificates issued to legal persons
¢ ReVI Sed E N 3 19 40 1 . G e n e ra | req mts - Part 4: Certifcate profile for website certificates issued to organisations (Baseline &
Extended Validation)

H - Part 5: Qualified certificate statements for qualified certificate profiles
®* Revised EN 319411-x

EN 3 19 4 2 2 Time-Stamping protocol and token profile
EN 3 19 4 3 2 Profiles for TSPs providing Signature and Seal Generation Services

TS PS iSS u i n g Ce rtifi Cates EN 3 19 4 4 2 Profile for TSPs providing Signature and Seal Validation Services

Conformity Assessment
EN 3 19 4 0 3 TrustService Provider Conformity Assessment - Requirements for conformity assessment

* New draft EN 319 421 Time-stamping bodlies assessing TrustService Providers and th trust services thy provide
©® Certificate and time-stamp profiles

* Draft EN 319 412-1 to -5 Certificates (natural, legal, web, qualified)

* Draft EN 319 422 Time-stamping
® Phase3

°* EN 319 431-432: Sig./Seal Generation Service Providers - Profiles

°* EN 319 441-442: Sig./Seal Validation Service Providers - Profile
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ETSI TSP Standards Overview (ETSI) ETS(“///%\\\

EN 319 403
Conformity TSP Conformity
Assessment Assessment
Time- CAB Forum elDAS
stamping General / Other Qualified

Policy | EN 319 421 EN 319 401 EN 319 411-1 EN 319 411-2
Time-stamping E} General {E TSP issuing {E TSP issuing
Qual / Other TSP Certs Qual Certs
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Konzept fiir Vertrauensdienste ETSI///%\\
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QUALIFIED CERTIFICATES

ErKEKPIMENA NIZTOMNOIHTIKA
EL-VATEL-099554476
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Timed Implementing Act (1.A.)
(Art.23.3) on Trust Mark
(1 July 2015)

Y

FYSIED LSS Timed I.A. (Art.22.5) on
e T e Trusted Lists (18 Sep. 2015)

SUPERVISION Optional I.A. (Art.20.4) on
Initiation Conformity Assessment Body
(initial assessment by Optional I.A. (Art.21.4) on
ocorded0AB) QTSP initiation

v

A J

Termination QTSP Ad-hoc
& QTS they audits » Optional .A. (Art.17.8) on
provide (atany time) Yearly SB activities
Regular Assessments ‘/
(at leastevery 24m
by accredited CAB) Optional I.A. (Art.24.5) on
——» common provisions on QTSPs
QTSP & QTS RELATED elDAS PROVISIONS —— Optional I.A. (Art.19.4) on
common provisions on TSPs
BEST PRACTICES & STANDARDS Additional |.A. on specific provisions per type of

(qualified) trust service & trust service provider
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Four eIDAS implementing acts have been ETSI/7
published on 09.09.2015 in the OJEU \ Y

Commission Implementing Decision (EU) 2015/1506 of 8 September 2015
laying down specifications relating to

formats of advanced electronic signatures and advanced seals

to be recognised by public sector bodies

Commission Implementing Decision (EU) 2015/1505 of 8 September 2015
laying down technical specifications and formats relating to trusted lists

Commission Implementing Requlation (EU) 2015/1502 of 8 September 2015
on setting out minimum technical specifications and procedures
for assurance levels for electronic identification means

Commission Implementing Requlation (EU) 2015/1501 of 8 September 2015
on the interoperability framework
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:JOL_2015_235_R_0006
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:JOL_2015_235_R_0005
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:JOL_2015_235_R_0002
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1441782373783&uri=OJ:JOL_2015_235_R_0001

Further information ETS’///%\\\
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ETSI Documents: Free download
http://www.etsi.org/standards-search

CEN Documents:
Available through national standards organisation

E-Signature news:
http://list.etsi.org/scripts/wa.exe?SUBED1=e-signatures_news&A=1

Events:
CA Day: 15t December — Berlin
ETSI Standards and Open Source —19t November Sofia Antipolis
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