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Abilities 
and moti-

vation 

Attacks 
currently 

possible 

Attack cost 

Able to use standard 
hacker tools; interested in 
individual fraud or 
vandalism 

Emulate being a meter: 
a) Save money 
b) Decode, understand, 
    emulate application- 

 layer control data 
 (ie, DoS neighbors) 

c) Find software bugs 
 (ie, spread local worm) 

Threat level 1: 
Script kiddy 

< $5,000 

Able to find new 
vulnerabilities in software 
and hardware; interested in 
organized fraud or 
exposure of vulnerabilities 

•  Emulate smart devices 
to save cost or confuse 
network 

•  Adopt and spread 
publicized worms 

Threat level 2: 
Chip hacker 

Threat level 3: 
Well-funded agency 

Capable of funding 
research; determined to 
hurt companies or 
nations 

•  Exploit smart grid 
distribution layer 
through smart meters 

•  Gain access to billing 
or power plant systems 

•  Develop and spread 
global worm 

< $50,000 < $100,000 
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Best prac-
tice target $50,000 $200,000 $500,000 
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