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Collaboration drives innovation

What is security?

“There is no 1009 Security is a pr Ocess, not a product."
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Attack scenarios in today’s world
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Collaboration drives Innovation

Attacker Motivation
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Attack Scenarios

Scenario One - cheap electricity

Scenario Two - cheap electricity for everybody

Scenario Three - hacking surrounding infrastructure via the meter

Scenario Four — Targeted Attacks (espionage, vandalism & terrorism)

Scenario Five - Cyber War
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Collaboration drives innovation

Security - Not a Technical Problem
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NIST - Modell

Smart Grid Cyber Security Strategy

1. Use Case
Analysis
Top-down analysis
(inter-component/
domain) wL

2. Risk Assessment
+ Vulnerabilities

/ ¢ Threats

+ Impacts
Bottom up analysis
(vulnerability
classes) J
3. High Level
Security
Requirements
4b. Smart Grid Existing
4a. Security étandards . Standards
Architecture Assessment (CIP, IEEE,
IEC, etc.)
\\ | /
S. Conformity
Assessment

Source:
NISTIR 7628 - Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements
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Security within the future Smart Grid

Meter 1 Meter 2Meter 3 Meter 4

Independent Service Providers

&

Additional|Services

Grd_ ontrol

’

Billing

Consumption for SG
Billing for EV

Metering Service Provider

Power Up/Down Meter specific, aggregated data and rates

Gateway

o

VNZ-M

Middle voltage network central
(Versorgungsnetzzentrale

Mittelspannung)

Low voltage network central
VNZ-N (Versorgungsnetzzentrale
Niederspannung)

Object network central
{Objektnetzzentrale)
ONZ ONZ
i &
>

Consumer

Control CLS by WEB services
e.g. smartphone app

Manage CLS ﬁ
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Conclusion
Design a Smart Grid Modell

Separate the functions like Metering, Administration, Grid Operation and

define the related security requirements per function based on the threats of
these functions.

Design a smart grid architecture including information security aspects
(“Security by Design”) based on use-cases and expected processes.

End to End Security means discussing the MID in Europe.
Use Best Practices from other IT areas to secure the embedded world

|dentify the remaining risks and contrast them with costs to minimize them.

Create Transparency for the risks in order to make the /“( ) \ |
responsible people take the right decisions. L \\\ \
Find responsible decision makers per function | N ,\,

and not for the “Smart Grid” WNilts, =
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Stephan Gerhager

Phone +49 89 1250908-22
Fax +49 89 1250908-11

Mobile +49 151 526526 22 Thank you for your attention

Email s.gerhager@icb-gmbh.de
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