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Automation Systems Group

= Computer Engineering/Software Engineering
o System analysis and system design

Networked embedded systems

Information modelling

(Enterprise) System interfaces

Advanced control strategies

Safety AND Security

International Security Lab (iSecLab)

o 0o o o o o

= Distributed Automation
o Building automation (wired/wireless)
o Home automation/Smart homes
o Cyber-physical production systems
o Internet of Things
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Gebaudeautomation
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TeIeTrusT
Pioneers In IT security.
Systeme der technischen Gebaudeausriistung
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Pioneers In IT security.
Smart Home Systeme

Home Server (Set-top box) “
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TeIeTrus_7t'
Pioneers In IT securi V.
Prozess ,,Gebaude”

= Gebaudeinneres (und Umfeld)

= Unkritisches Zeitverhalten
o Keine hochfrequenten Regelkreise
o Systemtragheit im HLK Bereich grof3
o Ausnahme: Beleuchtungssteuerung

= Verflugbarkeit, Zuverlassigkeit: Mittlere Anforderungen

o Hohere Erwartung bei Basisfunktionen

o Maldstab: Dependability der klassischen Installations- und
HLK-Technik

o Graceful Degradation
o Allerdings sehr hohe Zuverlassigkeit flir Safety/Security

12.11.2014 6



© Automation Systems Group, TU Vienna
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Pioneers In IT security.
Herausforderungen

= Stochastische Storgrolden

o Wechselnde Witterungsverhaltnisse, Personenanzahl, Verhalten,
Gerateabwarme (PCs, Beleuchtung)

o Oft handischer Eingriff notig (z.B. Luftumwalzung Horsaal)
= Kostensensitiv

= Lange Lebenszyklen
o Technisch konservativ (aber zukunftssicher)
o Ausschreibungen verlangen oft Normenkonformitat

= Potentiell aullerordentlich grof8e Ausdehnung
0 Lokalitdt der Daten hoch = Dezentraler Ansatz

12.11.2014 7
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Klassisches 3-Ebenen-Modell
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2-stufige Architekturen/Topologien

o'.-.:. #50, ~
u:‘ou D : o
L}

[<b)
g ¢ —————— Management-
g Koppler (Router, Gateway)
g / IP Backbone
- ©BACnet -
77777777777777777777777777777777777777 WAN
[ ]
. 'E[H&UN ) (Internet)
acg @_ @ LONMARK %
2 3 KNX =
[7) 2 o
S o F
™ Sensoren, N
_@ Aktoren, X-RF
Controller
@,Hai]
;‘}Madbus

_M:Bus. ) Sot

12.11.2014 9



© Automation Systems Group, TU Vienna

TeleTrusT

Sichere Gebaudeautomation?

= |st Security wirklich wichtig flir Gebaudeautomation?
= Sicherheitskritische Services

O

O

Alarmsysteme, Zutrittskontrollsysteme
Ja, hochste Wichtigkeit!

* Traditionelle Gebaudeautomation (HLK, Licht)?

O

12.11.2014

“Warum sollte es mich stéren, wenn jemand mein Licht ein- oder
ausschaltet?”

“Wenn jemand wissen will, wie meine aktuelle Raumtemperatur
ist, kein Problem!”

Aber: Vandalismus, Massenpanik im offentlichen Bereich,
Attacken im Zweckbau (Burogebaude, Spitaler, ...), Zugangspunkt
zu anderen Netzwerken und Diensten!

10
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Pioneers in IT security.

Sichere Gebaudeautomation!

Hackers Penetrate Google's
Building Management System

smarter buildings: “If
Google can fall victim,
anyone can.”

Stephen Lacey
May 8, 2013

FBI MEMO SHOWS HACKERS ACCESSED CO
SYSTEMS

Anne Saita

With more sophisticated controls and software overlays, buildings are getting

a lot smarter. Unless there's a hacker out there smarter than your building, in
An FBI memo says cyber intruders took advantage of wez R P . .
. . ve e R & which case your building could become a bumbling, hypnotized fool -- or
industrial control system to gain control of a New Jersey .

heating, ventilation and air conditioning units. even dangerous.

The cyber alert was issued July 23, 2012 but did not come  Google found that out (the easy way) when two cybersecurity experts hacked
last week on a Web site operated by Public Intelligence, a

project that advocates for public access to information. /
published pieces Thursday outlining the intrusions, whicl
SCADA systems linked to the nation’s eritical infrastructu

into its Wharf 7 office in Sydney, Australia through a building management
system controlled by Tridium, a company owned by Honeywell.

According to an account of the hack published yesterday by Billy Rios and
In the cyber alert sourced by a Newark-based FBI - —  Terry McCorkle of the security firm Cylance, the two were able to penetrate
agent, an unidentified New Jersey air conditioning  Ra

Google's facility through an unpatched version of Tridium's Niagara AX, a
company (referred to as US Business 1) had

installed a version of the Tridium Blac  building management platform that was exposed in February by Rios and
t . . .
Niagara framework when intruders in February R McCorkle as having serious security holes.

In this most recent hack, Rios and McCorkle found a login page for

http://threatpost.com/fbi-memo-shows-hackers-accessed-commercial-hvac-
systems-121312/77317

http://www.greentechmedia.com/articles/read/hackers-penetrate-googles-
building-management-system

http://mummelie.de/wp-content/uploads/2012/04/gebaeude_tetris_mit.jpg
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Pioneers Iin IT security.
Methodik

= Target Analyse
o0 Welche Systeme/Komponenten sind betroffen

= Angriffsvektoren

o Welche unteschriedlichen Angriffsszenarien gibt es?

= Anforderungsanalyse
o Funktionale Anforderungen @q
o Domanenspezifische Anforderungen ’ @

= State-of-the-art Analyse . (43‘
&

o Sind existierende Technologien sicher? .
= Entwurf neuer Sicherheitsmechanismen

12.11.2014 12
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Pioneers In IT security.
Target Analyse

Management-Station
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Backbone

Managementbereich
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Target Analyse

Angriffe auf
Gebdudeautomationssysteme

Angriffe auf

Netzwerke Angriffe auf Gerate

, - Physikalische Seitenkanal-
Abfangen m Angriffe angriffe
- Network - Denial of - Man-in-the- - Replay - Austausch Analysen der:
Sniffing Service middle-Angriff - Einfligen von - Microprobing - Zeit
- Anzapfen von - Network - Anderung von korrekten und - Leistung
Leitungen Flooding Daten falschen - Fehlerverhalten
Nachrichten - Elektro-
magnetischen
Abstrahlung

Softwareangriffe

- Code Injection

- Ausnutzen von
Schwachstellen
in Algorithmen,
Ausnahme-
behandlung,
Debug-,
Wartungs-
mechanismen

Wolfgang Granzer: Secure Communication in Home and Building Automation Systems.
PhD thesis, Vienna University of Technology, Automation Systems Group, 2010

\VITJMATION
12.11.2014 .SYSTEMS 14
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Funktionale Anforderungen

TeleTrusT

Management- und Prozessdaten

A

Authentication

- Sender
- Receiver(s)
- Key Management

¥ -
[

/NS

12.11.2014

Secure Channel

- Confidentiality -
- Integrity M
- Freshness

15
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Domanen-spezifische Anforderungen

= Eingeschrankte Ressourcen
o Wenig Rechenleistung
o Limitierter Speicherplatz
o —> Anwendbarkeit von IT Technologie?

= Skalierbarkeit

o Tausende Knoten
o Installation und Updates

o —» Anleihen bei Wireless Sensor
Networks (WSN) Technologie?

= Kompatibilitat!

12.11.2014

TeleTrusT

Pioneers in IT security.
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Weitere Anforderungen

= Kommunikationsmodelle
o Unicast (client/server)
o Multicast (producer/consumer, publish/subscribe)

" Non-IP Automationsnetze

o Feldbussysteme sind nicht IP basierend

= QoS Parameters
o Zuverlassigkeit (integrity, no duplicates, liveness)
10 Message ordering (single source FIFO, causal, total)

12.11.2014

TeleTrusT

Pioneers in IT security.
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Offene Systeme

TeleTrusT

Managementebene

©BACnet

Web Services

Automationsebene

KNX

LONMARK

12.11.2014
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KNX

Batibus (Batiment bus)
o Elektrische Installationstechnik, HLK

EIB (Europaischer Installationsbus)

o Installationsbus (Insta, Siemens, Merten), popular in D-A-CH
o Elektrische Installationstechnik, HLK

EHS (European Home System) /\
o Integration von weiRer und brauner Ware K X

KNX (EN 50090, ISO/IEC 14543)

Typisch: Automations- und Feldfunktion integriert

Einheitliches Konfigurationstool;
interoperable ,,Easy-Modes” ohne PC

12.11.2014 19
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Security in KNX

TeleTrusT

Pioneers in IT security.

= Ursprunglich keine sicheren Kommunikationsdienste

* (Rudimentarer) Zugriffsschutz fir das Management
von Geraten (Engineering)

= 4 Byte (unverschlisseltes) Passwort

12.11.2014

sd KNXAccessControl /

A:Source

A_Connect

A _Authorize Request

A _Authorize Response

N

Verify
password

20
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KNX Sicherheitskonzept

Basierend auf zwei Saulen

= KNX Data Security = KNXIP Secure

o Verschlisselung und o Verschlusselter und
Authentifizierung auf authentifizierter
Applikationsschicht Ubertragungskanal

o Medien-unabhangige o Berucksichtigt spezielle
Verschlisselung Anforderungen

-~ Feingranulare IP-basierter Systeme
Autorisierung auf o Sichert KNXnet/IP
Datenpunktebene Konfigurations- und

Managementdienste

12.11.2014 21
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Pioneers In IT security.
KNX Data Security

Application

Objects

L H M Autorisierung auf
Objektebene

Application Interface Layer

AL Services

Plain Application Layer

Authentifizierung &
Verschliisselung

TL Services

KNX Transport Layer

jﬁ NL Services

KNX Network Layer
jﬁ DLL Services

Data Link Layer

KNX IP TP1 PL110O RF

EYI{SIMATION
ISV AS
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KNX IP Secure

= Sichere Kapselung von KNXnet/IP Paketen

o Authentifizierung & Verschlisselung (AES+CCM)

o Unicast via TCP oder UDP (KNXnet/IP Tunnelling)
o Multicast via UDP (KNXnet/IP Routing)

12.11.2014

KNX

KNXnet/IP Routing,
KNX IP

Multicast

UDP UDP |

KNXnet/IP Tunnelling,
Remote Configuration

TCP

|P

Data Link Layer (z.B. Ethernet)

TeleTrusT

Pioneers in IT security.
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Pioneers in IT secur/ty.
LonWorks

= Entworfen von Echelon Inc. als allgemein anwendbares,
ereignisgesteuertes Embedded-Netzwerk fir
Steuerungszwecke

* LonTalk-Protokoll (ANSI/EIA/CEA-709, EN 14908): ,,CNP“
= Neuron“-Chip

* Network Management Tool (LNS); ISI (Interop. Self
Install.)

= Netzwerkvariablen Ay
= |nteroperabilitat: LonMark - LONMARK

12.11.2014 24
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Security in LonWorks

" Four step challenge-response protocol
o Uberprifung des Senders

12.11.2014

o Data integrity
o Data freshness

sd LonTalkAuthentication /

A:Source B:Sink

I I

' Request (Auth=1)

‘ Generate

| random

| Challenge
Generate < & 1 number
hash |

Repl |

x by > Generate

| hash and

| Response .

< compare it

TeleTrusT

Pioneers in IT security.
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BACnet

y

,Building Automation and Control Network”

American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE)

ANSI/ASHRAE 135 » ISO 16484-5

BACnet Interest Groups, BACnet International, Testing
Labs

Kann lizenzfrei implementiert werden

Netzwerkneutral (auch IP) @MQ“Q#

Objekte und Dienste

12.11.2014 26
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Pioneers In IT security.
Security in BACnet

= Verwendet AES und HMAC in Kombination
mit MD5 und SHA

= Trusted Keyserver zur Schlisselverteilung
= 6 verschiedene Schllissel werden unterschieden:

o General-Network-Access, User-Authenticated, Application-Specific,
Installation, Distribution, Device-Master

= Dienste fur sicheren Datentransfer und Schlisselaustausch
o Plain-Non-Trusted; Plain-Trusted, Signed-Trusted, Encrypted-Trusted

= Definition von Vertrauensstufen (Trust Levels) und
Sicherheitsrichtlinien (Security Policies)

12.11.2014 27
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Sichere Installationen?

= Angriffsvektor

BACnet client

BACnhet server

Unicast: ReadPropert

12.11.2014

Object: Device
Instance: O

Property: Object Name

| Unicast ReadPropertyAck

BACnet Error | Object Namelﬁ

KNXnet/IP

client

Unicast: Description.req !
’ 1

TeleTrusT

server

KNXnet/IP

UDP: 3671 |

| Unicast: Description.resp

DIB: device hardware
| DIB: supported service families
DIB: other device information

28



© Automation Systems Group, TU Vienna

Ergebnisse

12.11.2014
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Country BACnet Country KNX
US, United States 8989 DE, Germany 627
CA, Canada 2296 NL, Netherlands S22
FI, Finland 282 ES, Spain 332
AU, Australia 271 FR, France 244
ES, Spain 231 AT, Austria 220
FR, France 148 CH, Switzerland 204
SE, Sweden 138 IT, Italy 173
—GRB_TInited Kingdom 131 NO, Norway 129
DE, Germany 118 SE, Sweden 120
KR, Korea, Republic of 110 BE, Belgium 119
NO, Norway 103 IL, Israel 109
IT, Italy 101 PL, Poland 67
CZ, Czech Republic 98 GB, United Kingdom 56
TW, Taiwan 97 GR, Greece 42
NL, Netherlands 89 CZ, Czech Republic 30
NZ, New Zealand 47 RU, Russian Federation 24
HK, Hong Kong 45 VN, Vietnam 23
JP, Japan 44 TR, Turkey 21
AT, Austria 42 LT, Lithuania 20
CH, Switzerland 39 PT, Portugal 20
worldwide 13964 worldwide 3295
29
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Pioneers in IT secur/ty.
MafRnahmen

= Attack prevention
o Integration von Security in den Lebenszyklus
o Definition von Security Policies

o Firewalls, Datenverschlisselung, ...
= Attack detection

o Falls praventive MalBnahmen nicht moéglich sind, missen
Attacken zumindest erkannt werden

o Intrusion Detection Systems

= Hybride Ansatze

12.11.2014 30
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Sichere Gebaudeautomation

" Generisches Konzept zur sicheren Datenubertragung

12.11.2014

User User User User
application application application application

Application Programming Interface (API)

Application Specific Layer (ASL)

High-level communication interface

Security Abstraction Layer (SAL)

Network
Specific
Layer (NSL)

Low-level communication interface

KNX

- P
4

= 3 = ... other

= =l c technologies

c | (<)

3 2 =

www.auto.tuwien.ac.at/seBAS
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Sichere Gebaudeautomation

Onft‘ology

/

/

\_

/ N
Management

Device

, 0
L),

- /Binary
>
~ Configuration

TeleTrusT

N
4 Sandbox N
Q. Control Application . /"
4 L Enhanced application layer
Management API User API
I Data point Application :
Fj*map'gih'g'; ,;%%‘jéa's""’@ Policy

/

/ System Softwam

Network plugins ﬂ

System Components

12.11.2014

o

Hardware Abstraction

Network interface

Process interface

I~ P

U

~LWIF

www.auto.tuwien.ac.at/seBAS
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Zusammenfassung

Sicherheit betrifft das
ganze ,System” Gebaude!

Netzwerk- UND
Geratesicherheit

Integrative Ansatze!

Ausbildung?
Awareness?

Safety & Security!

12.11.2014
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Pioneers in IT security.

Automation Systems Integration
ngs/Smart Grids/Smart Cities

Intelligent Buil

Institute of Automation

Automation Systems Group www.auto.tuwien.ac at Vienna University of Technology

Research Topics

Faculty of Informatics

Computer & i p integ
& Sreer b . in control networks .
« Knowledge engineering and information « Security and safety £
modeling Management integraton i

. . i profies
« Advanced control strategies * Web Services
« Internet of Things « Ontologies

Oistributed Automation Domains of interest H
« Bulding e H
* Home automation/Smart homes. * Surveillance, supervision & monitoring <
 Industrial automation and control * Smart grids/Smart cities
« Networked embedded systems « Ambient assisted living

Goals.
« Trusted communication
« Secure channel
« Autherization
« Application Security

Challenges.

« High node count
« Limited resources
* Key management
« Scalabllity

« Compatiblity

Web-based Communication in Automation

Gosls
it of sutocvation ins
and T systams via Wb Sarvices

« Technology survey
« bomaln specicnformation models
« interoperablty lab
Challenges
* Complex specifications
« Thorough anayss of OPC UA
« Desgn of Wab Serviceinteraces
« Tight cooperation with SMEs H

Goals. Was »

« CCTV integration in bullding
automation networks

« Sensor sharing.
« sensor fusion

Challenges.
« On-the-spot image analysis
« Protocol design

« Extensions to application model

* Wired and wireless integration > e
Wireless in Traffic Management System:
Goals. 5
. in traffic
« Hybrid solutions (wired infrastructure/wireless nodes)

« Safety critical control and monitoring e
Challenges.
models L4

* Ultra-iow resources.
« Low data rates
« Node mobility

Goals unus b
« Increase potential of smart homes focusing on
energy efficiency and user comfort
» Ubiquity, context awareness, confiict resolution,

« Comprehensive system concept
Challenges

« Complexity and diversity of systems

« Knowledge representation (ontology)

« Intelligent multi-agent system

« Adaptive, profile-based control strategies

SmartWebGrid

Goals
« Design of a versatile and interoperable
information platform for different
smart grid applications =
« Definition of Web Services
« Proof-of-concept (SGMS)
Challenges
« Complex interactions
« Security
« Privacy by design
« Usability

Goals
« From Smart Things to Smart Buildings to Smart Cities
« Integrate heterogeneous things.

O©O@E A /O

« Exploit IPV6 features.

 Achieve Cloud Computing integration

Challenges
vt Gt ST RIS
Pt uiss gt Vo
B e e ey
< Test anc vakothon na sl eironnert
 bldbris e
«privacyandsecurty 1 ETO

« Scalability
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= Security in Building Automation, FWF (P19673) https://www.auto.tuwien.ac.at/seBAS/
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