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Ziemlich smart.
Aber auch sicher?

Zur aktuellen Gefahrensituation bei loT-Geraten und Diensten

Olaf Pursche, AV-TEST Institut
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MEHR ALS 30 IT-SPEZIALISTEN
MEHR ALS 15 JAHRE EXPERTISE IM BEREICH ANTIVIREN-FORSCHUNG
UNTERNEHMENSGRUNDUNG 2004

EINE DER GRORTEN VIREN-DATENBANKEN DER WELT

500 CLIENT- UND SERVER-SYSTEME

2.500 TERABYTE TESTDATEN

MEHR ALS 5.000 EINZEL- UND VERGLEICHSTESTS PRO JAHR

ANALYSE, TESTING, DEVELOPMENT, CONSULTING & SERVICES
FUR AV-HERSTELLER, FACHMAGAZINE, BEHORDEN UND UNTERNEHMEN



Entwicklung neuer Malware insgesamt MNTEST
in den letzten 10 Jahren
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20 YEARS'AGO; THE INTERNET
WAS /AN ESCAPE FROM THE REAL WORLD _

YAy UGt ~
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TODAY, THE REAL WORLD
IS AN ESCAPE FROM THE INTERNET




Internet of Things - number of connected devices worldwide 2015-2025

Internet of Things (loT) connected devices installed base worldwide from
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loT/Linux: Entwicklung neuer
Malware insgesamt 2018 + Q12019
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Trojaner

5759 %

Viren

20,20 %

Backdoors

16,09 %
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Sonstige 4,35 % B

Crypto-Miner 1,/7 %
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Erkennung Linux-Trojaner Tsunami

Magdeburg Germany

50

39 -
?A BN by Saa ‘-L PR L R

Juli 2003 Juli 2006 Februar 2010 November 2014 Dezember 2016

The Independent IT-Security Institute




Q Infection Map (age: 6h 45m 23s) (&

Magdeburg Germany

tel. malwaretech.com/bot -
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Entwicklung Mirai-Bots 2016 20
16
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loT: Entwicklung
neuer Mirai-Trojaner 2018 + Q1 2019
14.358

Magdeburg Germany
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TOP 10
o= loT-Malware 2018
£s 1 MIRAI
E§ 2 VIT
-§§ 3 GAFGYT
b 4 TSUNAMI
; 5 AGENT
S 6 BITCOINMINER
2 7 DDOSTF
D
= 8 HAJIME
= 9 DOFLOO
10 SHELLDL
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4119 %
1993 %
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1,57 %
1,41 %
1,25 %
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111%
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Lokale Kommunikation

Magdeburg Germany

41%

= Alle Offline-kommunikation, die
zwischen Systemkomponenten und
dem Smartphone stattfindet (bspw.
per LAN, Bluetooth, NFC, ...)

= Oft aufgrund falscher Sicherheitsannahmen und/oder
zur Aufwandseinsparung vernachlassigt

The Independent IT-Security Institute

= Hauptsachlich Probleme bei Authentifizierung und
Verschliisselung



Request

10"

3@ ¥ ! E 1457

N) O

Couldn't parse: fallina back to Raw
Add a new card

60 96
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Enter the card name

CUID Cancel OK

>

(=

GET /local/Doorcom/getuser.cgi?u=ghetskeadlip=k3cdwegcwi&format=json HTTP/1.1

Connection: close

User-Agent: DoorBirdApp/4.68 (54; Motorola moto g(7); Android 9; de-DE) Dalvik/2.1.8 (Linux; U; Android 9; moto g(7) Build/PP0529.88-66-2)

Authorization: Digest username="ghetsk28@l", realm="DoorBird Station™, nonce="5d512d6c:a@ef484dfofe8d438dbfe7530a6d5bfb™, uri="/local/Doorcom/getuser.cgi?
format=json", qop="auth", nc=08888881, cnonce="dYJfP3b4jp5IWjHr", response="67a69f82deb7f399231dbe7c85135244", algorithm=MD5

HO=T. : L
Accept-Encoding: gzip

7123 , ©
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AV INTERNET OF THINGS BLOG w ALTEST
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STARTSEITE AY-TEST.ORG ES =

= Neueste Tests, Smart Home

= Pearl Harbor: Sicherheitswarnung fir
~ Smartlock VisorTech TSZ-580.fp

August 15,2018
Qlaf Pursche

Magdeburg Germany

® by Pearl

.Nie wieder ausgesperrt: Denn Sie schlieBen Ilhre Haustlr einfach per Fingertipp aufl

Alternativ 6ffnen Sie lhr Tlrschloss per Smartphone-App oder Transponder®, bewirbt

The Independent IT-Security Institute

VisorTech sein Smart Lock. Doch leider funktioniert das Offnen des Smart Locks all zu Allgemein i

einfach. Um TUren, in denen das VisorTech-Schloss verbaut ist zu 6ffnen, brauchen Allgemeine Infarmation >

Angreifer nur die unverschllsselt auf dem mitgelieferten Transponder gespeicherten Automabil >

Zugangsdaten mit einer Gratis-App zu kopieren, schon éffnet das Smartphone fremde

Turen. Auf den Hinweis zur Unsicherheit des Transponders durch das AV-TEST Institut el ui
>

hat Pearl mittlerweile reagiert und will neue Schiésser mit Transpondern ausstatten, bei Gadgets



Online Kommunikation

27%

Magdeburg Germany

= Alle Online-Kommunikation
zwischen Systemkomponenten und
der mobilen Applikation und der
Cloud

" |n den meisten Bedrohungsszenarien die Topprioritat,
da naturgemalR das haufigste Einfallstor

=  Oft Probleme bei Verschlisselung und
Implementation dieser (Zertifikatsvalidierung und
Anfalligkeit fir MitM-Angriffe)

The Independent IT-Security Institute

=  Unsichere Web-APIs
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Support The Guardian

News

Search jobs

Opinion Sport Culture Lifestyle

World UK Science Cities Global development Football Tech Business Environment Obituaries

Internet CloudPets stuffed toys leak details of
half a million users
Company’s data compromised, leaking information including
email addresses, passwords and voice recordings

Alex Hern
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GSign in O, Search v Th
C,.

International
edition v

Guardian

More v

most viewed

Barack Obama lambasts
Trump over legal troubles

Labour could seize option of
second Brexit vote, says
McDonnell

Mexico president gives
highest honour to Jared
Kushner

UK significantly worse off
under all Brexit scenarios -
official forecast

an’
%
@ ‘A humiliation': Outcry after
Q|

t Live May accused of having
'head in sand’ over Brexit
making UK poorer - Politics
live
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SpoofCard Features Buy Credits Get Our App Support Log Out ACCOUNT

CO%!PM DASHBOARD CALLS SPOOFTEXT BILLING ACCESSNUMBERS SETTINGS

=

—

(ge)

E ¢ Place Your Call ¢, Group Spoof ¢ Locel Line Pay As You Go:

D 43 Credits
(&>

o . BUY MORE CREDITS
= Destination Number 2 ™ - EEEes473

(«B]

) SEE CALL HISTORY
g Caller ID to Display ™ - RS 709

=

VOICE CHANGER

MALE FEMALE OFF @ RECORD CALL

Eingehendzr Anruf

p a pa 4 | SHOW EXTRA OPTIONS - (BACKGROUND AUDIO, STRAIGHT
TO VOICEMAIL)
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Applikation -

Sicherheitsrelevante Aspekte in Konzept und
Implementation der zum Produkt gehorigen mobilen
Applikation und Firmware

30%

-’

= Haufigste Probleme sind Implementationsfehler der verschliisselten
Kommunikation, hard-coded secrets und Schwachstellen in Third-Party
Modulen

Magdeburg Germany

= Nicht dokumentierte und/oder nicht abgesicherte Fernzugange

= Gerade auf Android ist das Reverse-Engineering meist unkompliziert und
Schwachstellen treten dadurch leichter ans Tageslicht

The Independent IT-Security Institute
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Magdeburg Germany

Cam enable :
Type of cam :
Allas :

IP Adress (DDNS) :  BERBTEKFZ]

Ii

Port :

Logn &

3

ﬁ
1 ¥

h.nawrocki@yahoo.fr | Easy_Viewer_IP_Cam V1.1
. — —




= INSECAM

= \Weltweit groldtes Online Camera Directory
= Streams ungesicherter Kameras und Direktzugriff zu
Konfigurationsmenus

(- D8 https:/Awew insecam.org/en/bycountry/Of ffpage=12 c Q Suchen Q Q e ﬁ

IP cameras: Germany

RS =

.\ PostWarranty -

End of Life B |Atiera

Wartung

Magdeburg Germany
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otek camea in Ge

vavansecam.org/

X 4

Latitude:
Longitude:
e
Timezone:
Manufacturer:

Make Your Photos Amazing

Apply Makeup To Your Portraits! Get New Version 15 now. Go to portraitprofessional.com \ A

Germany. You can see other online cameras in Gerr

Nuremberg. View CCRV online in Nuremberg

wBe & &0

» Y Laufhaus 102

Fl000000 -
ZAUBERhafte.

Pfeiferaace

1
Oscar's Romanian
Herzblut Friseure

Laufhaus 82 w

Haus Dreiunddreisig v Ohg
8 ‘1

Frauentormauer

Mormayer

Spittlertor
ZWinger

Spittlertorzw

Gougle

©2016 Google - Map dats ©2016 GecBanis-DE/BXG (02009), Google  Terms of Use

NOTE: The coordinates are very approximative and have accuracy in hundreds of miles

& Signin

! Last Suppe

Report a map errce



u: Login X % Insecam - World biggesto... X | mirsi-infection-map.jpg JPEG.. X =+

€ ) 187.138.188.28 @ Q potnet mirai > w8 $§ A O =

Any time & Any where

IP Surveillance for Your Life

Magdeburg Germany

Customer Login

Username : TR
password : ECCXTN

The Independent IT-Security Institute

Yiew: Mobile | PC
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Datenschutz -

Schutz der personenbezogenen Nutzerdaten auf dem
Ubertragungsweg und in der Cloud

41%
= Sammlung personenbezogener Nutzerdaten

-

= |Immer noch haufig straflich behandelt

Magdeburg Germany

=  Haufigste Probleme im Bereich der Datenschutzerklarung und ihrer
Konformitat zur DSGVO

= Exzessive oder zumindest unnotige Datensammlung in vielen Fallen

= Unzureichende Absicherung des Zugangs zu personenbezogenen Daten

The Independent IT-Security Institute
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-3 com
fa.a
f1 airbnb.lottie

2082019 Shanzhen smar care technology limited

QD

fib.a.a
bumptech.glide
£ bump g

code: 1,
msg: “ok",
result: = [

id: "19ee7",

imei: "865851822585194",
device user_id: "47758",
group_id: "7187",

role: “2",

phone: "+49 1783825473",

avatar_url: & "http://api. | cn/avater_device/201900/41225F05F81d5016F297553b6a288F5F"

status: null,

device_type: R

power: “l@g",

bt_status: "a",

bt_power: "8",

nick_name: "Tester",

location_time: "2819-89-13 12:41:36",
latitude: "52.1135139",

longitude: "11.6287184",

speed: "@.@8",

direction_angle: "@.@8",

type: "3",

bind_time: "2819-89-13 11:82:89.139577"

3 warkiz.widget
1 xiaomi

fd.a.a.a
He

g1 alibaba.sdk.android.oss

1 xiaoctun.doorbell

<uses-permission android
<uses-permission android

"android.permission.CHANGE NETWORK STATE"/>
"android.permission.CHANGE WIFI_STATE"/>
android.permission. B
-permission.ACCESS WIFI STATE"/>
.permission.INTERNET"/
android.permission.WAKE LOCK"/>
="android.permission.RECORD_AUDIO"/>
android.permission.MODIFY AUDIO_SETTINGS"/>
android.permission.READ_EXTERNAL STORAGE"/>
="android.permission.WRITE_EXTERNAL STORAGE"
android.permission.MOUNT_UNMOUNT_FILES
android.permission.BROADCAST STICEY"/>
="android.permission.RECEIVE BOOT_COMPLETED"/>
android.permission.VIBRATE"
android.permission.FLASHELIGHT"/>
.permission.CAMERA" />
android.permission.DISABLE KEYGUARD'
android.permission.CALL PHONE"/>
.permission.SYSTEM ALERT WINDOW"/>
android.permission.BLUETOOTH" />
android.permission.BLUETQOTE ADMIN"/>
="android.permission.ACCESS_FINE LOCATION"/>
android.permission.ACCESS_COARSE_LOCATION"/>
="android.permission.REQUEST_ IGNORE BATTERY OPTIMIZATIONS"/>
="android.permission.FOREGROUND SERVICE"/:
android.permission.REQUEST INSTALL PACKAGES"/>
0x00020000" android:req ed="true"/>
android.permission.CHANGE WIFI_MULTICAST STATE"/>
="com.google.android.cZdm. permission.RECEIVE" />
-xiaotun.doorbell.permission.C2D_MESSAGE" an
com.xiaotun.doorbell .permission.C2D_MESSAGE"/>

<uses-permission an

="andro

="andro

d:iprotectionlevel="signatare"/>

="android.permission.WRITE_SETTINGS"
android.permission.RECEIVE_USER PRESEN
android.permission.RESTART PACKAGES
="android.permission.GET_TASES"/>

.xiaotun.doorbell.permission.XGPUSH RECEIVE" android:protectionlevel="signature"/>
="com.xiaotun.doorbell.permission.XGPUSH RECEIVE"/:
="com.meizu.flyme.push.permission.RECEIVE"

.xiaotun.doorbell.push.permission.MESSAGE" and protectionlevel="signature"/>

="gom.xiaotun.doorbell .push.permission.MESSAGE" />
="oom.meiza. o2dm.permission. RECETVE" />

«xilaotun.doorbell.permission.MIPUSH RECEIVE" an
="com.xiaotun.doorbell.permission.MIPUSE RECEIVE"/>

signature"/>
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C & google.com/maps/dfviewer?mid=1eYVDPhSitXq5acDT9h0BVeQwmESBad cB& 26

Q

Neighbors Law Enforce...

Magdeburg Germany
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Active law enforcement agencies on the
Neighbors app. Last updated 10/10/19.
1.104.419 Aufrufe

TEILEN

ncouver

Active Law Enforcement Agencies g Seattle

@ WASHINGTON

'p@Jm

OREGON

@ Alle Dokumente

Greenfield Police Department

Ventura County Sheriffs Office
Fort Lauderdale Police Department
Cape Coral Police Department
Miami Police Department
Miami-Dade Police Department
Manatee County Sheriffs Office
Clearwater Police Department
Winter Park Police Department

5t. Johns County Sheriff's Office
Polk County Sheriff's Office
Panama City Beach Police Department
Escambia County Sheriff's Office
Orange County Sheriffs Office

Gainesville Police Department

Volusia County Sheriffs Office
Stuart Police Department

Martin County Sheriff's Office

Flagler County Sheriffs Office
Tampa Police Department

Orlando Police Department

North Miami Police Department
Monroe County Sheriff's Office
Hillshorough County Sheriff's Office
Pinellas County Sheriffs Office

Pasco County Sheriffs Office
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© MAZIL ANDEZSON, WNW ANDERZTOONS.COM
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“Before I write my name on the board, I'll need to know
how you're planning to use that data.”



Verfugbarkeit

= Kritischer Sicherheitsaspekt fiir Smart Home Schutz- und Uberwachungsanwendungen
= Nur schwerlich / nicht abzusichern

Magdeburg Germany

= Funkstorungen (Jamming)
= Vor Ort immer moglich

= Cloud-Anbindung
= Ausfall des eigenen Anschlusses oder Cloud-Ausfall

= Sensorausfall
» Zerstorung / Defekt / Energieverlust

-=> Detektion und Meldung

The Independent IT-Security Institute




Netatmo & @netatmo - 14. Nov. .
NETATMO  Every room doesn't need to be heated the same way. We help you know what the
ideal temperature in each room of your house is B bitly/RoomTe tur
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' /¥ @kiran_vadgama

@netatmo hi my manual ovrride on my

Magdeburg Germany

thermostat is not working and when i try
using the app it comes up with an error
with servers down. Can i overide at boiler

Heikki Erdjorma @WhyDoYouAskThis - 23, Nov
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The idiots who bought this trash deserve all the pain they're getting. Anyone who
thinks that offloading ANY essential function to non-local server is a good idea
should be shot outright and removed from the gene pool.
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Vielen Dank fur Ihr Interesse!
3  @avtestorg (English) & @avtestde (German)

n Folgen Sie uns auf facebook.com/avtestorg

Aktuelle Testergebnisse auf https://www.av-test.org




