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FIDO Authenticators
come in different
shapes and sizes

Some are dedicated devices.

Some are built into
general-purpose devices.
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FIDO Authenticators
come in different
shapes and sizes

But all implement the
phishing-resistant FIDO standard.
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MFA # Phishing-Resistant

Google

Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account
jack@gmail.com.

Details:
Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139.239
Location: Ukraine

Google stopped this sign-in attempt. You should change your password immediately.

CHANGE PASSWORD

Best,

The Gmail Team

Google

Hi Dirk
Q balfanz.test@gmail.com v

To continue, first verify it's you

Enter your password

Forgot password?




Google

Signin

to continue to Gmail

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

English (United States) ~ Help Privacy

MFA = Phishing-Resistant

Terms

Google
Signin

with your Google Account

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

English (United States) ~ Help Privacy

Terms




Google
2-Step Verification
This extra step shows it’s really you trying to sign in

@ balfanz.test@gmail.com v

2-Step Verification

A text message with a 6-digit verification code was just
sent to (s¢) *++-+23

Enter the code

G-

Don't ask again on this computer

More options m

English (United States) ~ Help Privacy

MFA = Phishing-Resistant

Terms

Google

2-Step Verification
This extra step shows it’s really you trying to sign in

e balfanz.test@gmail.com v

2-Step Verification

A text message with a 6-digit verification code was just
sent to (s¢) #++-+23

Enter the code

G-

Don't ask again on this computer

More options m

English (United States) ~ Help Privacy

Terms




FIDO Authentication: It's the right user + No phisher in the middle
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FIDO Authenticator User’s device FIDO ensures:

v/ Right user present
v/ No phisher in middle

TriBank.com webpage

-

TriBank.com
——— server
Verify your identity
= +\ WebAuthn AP +
@
Touch the fingerprint sensor OSIBrowser (FIDO bU||t_|n)
users
pri\/ate ® FI DO ©
key server module | users'
public
® keys
N~

Inter-device FIDO
auth msg protocol




FIDO Authentication: It's the right user + No phisher in the middle
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FIDO Authenticator User’s device FIDO ensures:

v/ Right user present
v/ No phisher in middle

TriBank.com webpage

-

{nonce: 32423412376)1 'iBank.com
0 server

Verify your identity

TriBank.com wants to enable fingerprint to
authenticate

®

{nonce: 32423412376}

{nonce: 32423412376} *‘ WebAuthn API

Touch the fingerprint sensor OSIBrowser (FIDO bU”t_in)
user's
private ® Fi DO C
ke !
’ {nonce: 32423412376, server module US@I’S
origin: ‘tribank.com’} pUb|IC
® keys
N~

Inter-device FIDO
auth msg protocol




FIDO Authentication: It's the right user + No phisher in the middle
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FIDO Authenticator User’s device FIDO ensures:

v/ Right user present
v/ No phisher in middle

TriBank.com webpage

-

. ... TriBank.com
Sign(key, [nonce,origin])
server

Verify your identity

TriBank.com wants to enable fingerprint to
authenticate

®

Touch the fingerprint sensor

Sign(key, [nonce,origin]
Sign(key.[nonce,originlﬂ WebAuthn AP * gn(key gin])

OS/Browser (FIDO built-in) m

A
user's
private ® FI DO C
key server module | users’
Sign(key, [nonce,origin]) pLHDHC
® keys

Inter-device FIDO
auth msg protocol




FIDO Authentication: It's the right user + No phisher in the middle

Phishing
detection

*Sign(key, [nonce,origin])

FIDO >
server module | users'
public

keys




FIDO before passkeys
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security keys platform authenticators



FIDO before passkeys

Great alternative to smart cards
- accessible from web
- no readers needed

Great alternative to other second factors
- phishing resistant

Adopted in high-security scenarios (e.g.,
Google’s Advanced Protection program)
as MFA solution.

security keys

Simple & secure biometrics-triggered
sign-in

Useful as re-authentication on devices

where the user has signed in some other
way beforehand.

platform authenticators



FIDO before passkeys

Still too expensive / cumbersome for most. Not available on new devices.

Used with, not instead of, passwords. Used with, not instead of, passwords.

security keys platform authenticators



FIDO with passkeys

Keys are there where you need
them.




FIDO with passkeys

Keys are there where you need
them.

If they're not, use your phone
over Bluetooth.

P




passkeys TN
o ImEzmp .
platform
passwords _ authenticators

phones as

authenticators

Passkeys =

authenticators
(“security keys”)

o
traditional
2FA
@

traditional
smart cards

'y

FIDO credentials that replace the
password, rather than accompany

the password.

Ubiquity/Deployability

Security
Google



Authentication | i
for app —
developers
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http://www.youtube.com/watch?v=xghjqgj4peA&t=637

Passkeys can be used instead of passwords

948 & o

BN Rl @

> @ tribank.us/signin + @

Signin

f@D Sign in with pas¢ key

Tri e Bank I:

or

Account name

Enter your account name

Password

Enter your password

Forgot password?

Create an account

B N Rl @

Choose an account

tribank.us

Elisa Becket
elisa@gmail.com
S~

Elisa BecKett ‘

elisa

N——
Dirk Balfanz

949 B &Y BN Rl @

> @ tribank.us + @

I L.
Hi Elisa

Elisa Beckett

Current Balance

$3,555.10

Beckett Bakery

Current Balance

$10,589.45

Goal Manage

® @

Send money Request money

UX pattern #1: with a dedicated passkey button
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) @ tribank.us/signin + @

= Tri e Bank I:
Signin

Account name

Enter your acc

Password

Enter your password

Forgot password?

Create an account

Choose an account

tribank.us

[ A

Elisa Becket
elisa@gmail.com

Elisa Beckett
elisa

n Dirk Balfanz

UX pattern #2: integrated into password form



Thanks!




