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1. eIDAS Interoperability Network
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3. Standardisierung und LSPs

4. Projekt: “Smart eID” in Deutschland 



1. eIDAS Interoperability Network

29.06.2023 TeleTrust Konferenz 2023 - Vertrauen in digitale Identitäten 3

National 

eID-Scheme

Service 

Provider

CitizenID-Provider

eID Scheme under national law

eIDAS

Node

connection to eIDAS network

National 

eID-Scheme

Service 

Provider

Citizen ID-Provider

eIDAS

Node

eIDAS Network

eIDAS Scheme under EU regulation



1. eIDAS Interoperability Network
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Trust in cross-border identification is based on two aspects:

Trust at national level is inherently given by national law as service providers and 

eID-Scheme are operated in same jurisdiction 

Quality 

of provided identification data

Integrity and authenticity 

of transferred identification data

expressed by 

“Level of Assurance”

Low – Substantial – High

achieved by 

signed SAML Messages

and „Meta Data Signer PKI“



1. eIDAS 2.0 und EUDI Wallet
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2. eIDAS 2.0 und EUDI Wallet: Neue Anforderungen an Interoperabilität
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2. eIDAS 2.0 und EUDI-Wallet: Vertrauensverhältnisse

TeleTrust Konferenz 2023 - Vertrauen in digitale Identitäten 7

▪ request and receive PID/(Q)EAA

▪ Verify PID/(Q)EAA

▪ Validate issuer data

▪ bind PID/(Q)EAA to device

▪ bind holder to PID/(Q)EAA

▪ get information on app capabilities

▪ derive trust from app capabilities

Issuers
(Trust in the EUDI-Wallet solution)  

Relying Parties

(Trust in the issuers)

EUDI-Wallet solution
(secure components)

▪ store cryptographic keys to protect from 

cloning

▪ provide mechanisms for holder verification  

▪ manage interfaces to issuers and relying 

parties and to the holders

29.06.2023



3. Standardisierung und LSPs
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▪ ISO/JTC1 SC17/WG4
▪ Project ISO/IEC 23220 parts 1 to 6

“Building blocks for identity management via mobile devices”

(Installation, Issuing and Identification procedures, Data elements, Confidence levels)

▪ ISO/JTC1 SC17/WG10
▪ Project ISO/IEC 18013-5/7 “mobile driving license”

▪ Project ISO/IEC 7367 “vehicle registration certificate”

▪ ISO/JTC1 SC17/WG3
▪ ICAO Technical Report “Digital Travel Credentials”  

▪ ISO/JTC1 SC17/AG3
▪ Advisory Group on “Digital Wallets”

▪ OpenID Foundation
▪ OID4VC / OID4VP/OID4CI



3. Standardisierung und LSPs (cont.)
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▪ GlobalPlatform
Technology Requirements for OS Update Interface for Government ID Document Secure Element

▪ GSMA
▪ Specification of “general purpose domain on eUICC”

▪ CEN TC224 WG20 EUDI Wallet
▪ Project European digital Identity Wallets

▪ CEN TC224 WG17

▪ Project Protection Profile for a secure element for the EUDI Wallet

▪ eIDAS Expert Group
▪ Project European Digital Identity Wallet Architecture and Reference Framework

▪ addressing “Certification process of EUDI Wallets” through 

National Accreditation Bodies (NABs) and Conformity Assessment Bodies (CABs)



3. Standardisierung und LSPs
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1. POTENTIAL 3. NOBID

2. DC4EU 4. EWC

Mit Large Scale Pilots (LSP) fördert die EU 
grenzüberschreitende Wallet-Nutzungen

Europäische Union

Kommission

DG Connect

EU

fördern

• EU fördert vier Konsortien:

Large Scale Pilots (LSP) Grenzüberschreitende Nutzung

Quelle: eigene Darstellung

• Im Rahmen der eIDAS 2.0 werden technische 
Standards für eine Wallet definiert.

• EU fördert die Entwicklung einer 
Referenzwallet.

Wallet

Quelle: Websites der Konsortien

fördert



3. Standardisierung und LSPs
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Im LSP-Konsortium POTENTIAL stellt Deutschland 
die Interoperabilität sowie fünf Use Cases sicher.

POTENTIAL

Ziel: Erfolgreiche Use Cases durch Wallet Clients und Backend 

Infrastruktur ermöglichen. 

Dazu:

1. Funktionale und technische Empfehlungen zur EU-Wallet

2. API-Definition und Integrationshandbuch für Use Cases

3. Implementierung einer Demo Wallet durch jeden Staat

Interoperability

• Use Case 1: eGoverment Services

• Use Case 2: Bankkontoeröffnung

• Use Case 3: Registrierung einer SIM-Karte

• Use Case 4: Wagenmiete und Polizeikontrolle durch 

                  den Führerschein aus der Wallet

• Use Case 5 Signaturerstellung

Use Cases

KoordinatorTechnischer Koordinator

Work Package 2 Lead Use Case 3 Lead Use Case 4 LeadUkraine

19 EU-Staaten

Quelle: Förderantrag



Online-Issuing
(Backend)

eID-
Server

4. Projekt: “Smart eID” in Deutschland (Issuing Phase)
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Relying Parties
(Web services)

eID-
Server

4. Projekt: “Smart eID” in Deutschland (Operational Phase*)
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Web Service
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* eIDAS Token according to ANSSI/BSI  TR-03110 and ISO/IEC 19286
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