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Der enge Fokus von elDAS 1.0 auf die Kernidentitat sowie mangelnde
Harmonisierung der Anforderungen an QTSP flhrte zu starker Fragmentierung o[T1S(J

des Marktes und Wettbewerbsnachteilen

Limited harmonisation in Impact in Germany and Europe

requirements QTSP
Focused on core \J

Limitied scalability of eiD \
identity for Limitations in

natural entities e
certification of No other . o ” -
LoA for private evidences Bl Fokus au_f Kernidentitaten beschrankte volldigitale o
identities possible Transaktionen

Missverhaltnis von Security und Useability flhrte
zu limitierter Nutzung elD in D

Heterogene Anforderungen an QTSP flihrte zu
Wettbewerbsnachteilen und mangelnder Nutzung

Europ. Standards fordern Interoperabilitat und
Nutzung

TrustList ermoglichte Transparenz und
nachweisliches Vertrauen fir Vendoren und Nutzer
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There’s no trust by default or self-declaration — die Grenzen des aktuellen SSI-

Approachs
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User-centric Identity

Source: H. Yildiz et. al.: “Connecting Self-Sovereign identity with federated and User-Centric identities via SAML integration,” in 2021 IEEE Symposium on
Computers and Communications (ISCC) (IEEE ISCC 2021), Sep. 2021
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Wenn es keine vertrauenswiurdigen Dritten gibt, der nachweislich sichere PID, Wallet, Attestations

ausstellt — woher kommt Legal Trust?
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(qualifizierte) Vertrauensdienste werden europaweit eingesetzt — ihre
Integration ins eIDAS 2.0 Okosystem ist essentiell fiir den Erfolg des EUDIW
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Adopted by several regulations (AML, Health, Insurance etc.)
Adoption and interoperability by eIDAS 2.0 needed for wide

utilization of EUDIW

Last update: February 6, 2023

© msg systems ag | June 2023 | TeleTrust Konferenz

> 250 (Q)TSP in Europe

All Trust Services provided

Especially QES/Qseal widely used

8
Digi.me
GOV.UK Ve

1
MyGov ID

N
@ Digilp

1s
Audkenny

rify Authenteq

IceKey
3 National ID card

@ EHerkennin: 9

Fourthline

D card (nationals & foreigners)

ational ID card

oK
CitizenKey

@ MitiD* (NemID

@ Landscape Remote ID Proofing & Digital Identity

st £

@ BankiD Finnish Trust Network

@ eros €3 National ID card
Freja elD

Zeal ID

™ AT

@ © National IDcard @ 1D Austria

@ spiD Handysignatur
SignD

© Namirial = All rights

M st HR
@ |dentity Malta © €3 elD card @ E-Gradini

Erste ID (Bankil

53
@ Digi-ID

@ e-Residency
ID card / RP card
Mobiil-ID

@ Diploma
Smart-1D

.MSsQg

Adoption and interoperability by eIDAS 2.0 needed for wide
utilization of EUDIW
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Trust Model and interaction in a nutshell

Relying Party >
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elDAS 2.0 enables ermoglicht vertrauenswirdige dezentrale digitale

Identitaten durch Integration von SSI ins eIDAS Okosystem
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Das ARF beinhaltet de facto keine Verbote hinsichtlich der Infrastruktur fiirs r

EUDIW, PID oder qualified attestations of attributes — wann ermoglicht o[T1S(J
Deutschland sichere DLT-Nutzung?

Existing PKI at QTSP \3 POT=NTIAL

European Consor tium
]

for Digital Identity

NOBID Consortium

. + TRACE4EU (> 10 deutsche Partner)
@ epS| « VECTOR (> 10 deutsche Partner)
D - DC4EU (verschiedene deutsche
Partner)

EEEWC ; 55
——

* Indy

KERI

*} Digital Credentials for Europe
g*#’ DCA4EU
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Die Interaktion von Regulierung, Toolbox, Reference Implementierung,
Standardisierung und Large Scale Pilots ermoglicht Etablierung o[T1S(J
nutzerfreundlicher wie interoperabler Losungen furs EUDIW

* ¢elDAS 2.0
* Other related regulations (DSA, Al-Act, PSD3 etc.)

Regulation

POT=NTIAL
European Consor tium
for Digital Identity

NOBID Consortium Other Large elDAS
Scale Pilots TOOIbox/ARF Member States + EU Commission

“7%/ | Digital Credentials for Europe
g& DCA4EU

Technical requirments
* Possible basement for Implementing Acts

A
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tation
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EUDIW and Trust Services as Enablers of digital networks and ecosystems o[11SJ

Attestation of Attributes complements digital identities with the necessary evidences

* SmartMeter

. * Payment & Tokenization (MarcoPolo, TradelX)
* SmartGrid

* Industrial Banking =
* Digital insurance and ad hoc contracts =
* Contract Management g

* KYC & Fraud Prevention I

* Contract management

* Digital confirmations and documentation
* Maintenance reports

* Supply Chain & Proof of Origin

* loT * Application procedures

*  SmartCity * Confirmation procedures
* GAIA-X (Master Data Management) * Procurement and Contract Management
* Machine trading platforms (Industry 4.0) * Diplomas Illl
* MDM-Platforms * Social security Pass
* Clinical Management R T A * Mobility Platforms —
* Digital prescriptions & medical records @) * Public Transport, Carsharing, Bikesharing V?'
& | * Patient decree < I * Shared Mobility "
q}, * Doctor’s letter & medical documentations '!qIP\' * Digital Farming ‘ -
5 * Vaccine and Test passports * Travel LO—O

How to ensure burden of proof and documentation requirements for retention periods of 30, 60 or more years?
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Challenges und offene Punkte in ARF und LSP o[11SJ

e Fokus auf ISO mDL und mDoc in Referenz-implementierung (und
Diskussionspapier des BMI) limitiert Anwendungsfalle

Gaps und Issues e Konkreter Ausstellungsprozess PID & QEAA unklar

e SD-JWT & W3C entwickeln sich auseinander, mit potenziell kritischer
Auswirkunge auf Anwendbarkeit W3C Data Model

e Datensouveranitat mit nichteurop. Hardware?
e Massentauglichkeit von PID im Secure Element

Security und Data Sovereignity e Anforderungen an HSM fir Schliisselerzeugung und Korrelation mit
QTSP

e Sicherheitanforderungen an EUDIW, QEAA und Zertifizierung

e Integration notifizierter elD und elDAS Nodes

e Abbildung Organisationsidentitaten und Wallet fir Organisationen
e Auswahl authentic sources

e |Integration bestehender QTSP

Marktfahigkeit und Nutzbarkeit
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Challenges und offene Punkte in ARF und LSP o[11SJ

e Integration bestehender QTSP

¢ Integration bestehender Formate, Standards und kryptographischer
Trust Services and Signatures Vorgaben

e Erzeugung und Prifung
Referenzierung NIS2

Resinstate Section 11

Fokus auf EBSI anstatt Indy/Aries
Integration ETSI/CEN

Ensure long term verifiability

DLT and Standardisierung

© msg systems ag | June 2023 | TeleTrust Konferenz 13



Agenda o[T1S(J

1. Status quo elDAS 1.0 und Grenzen von SSI
2. EUDIW between ARF and Large Scale Pilots — Anforderungen und UseCases

3. Challenges und offene Punkte in ARF und LSP

4. Outlook

© msg systems ag | June 2023 | TeleTrust Konferenz 14



Die L6sung der Herausforderungen ist wesentliche Voraussetzung fur eine

ganzheitliche Europaische Digitale Identitat

National interests

Timeline

Regulierung mit

moglichst wenig EUDIW fiir
Mdglichkeiten fur

: le S ik nattrliche und Adoption
nationale Spezifika juristische bestehender
Personen Lésungen

© msg systems ag | June 2023 | TeleTrust Konferenz

MSsQg

Impact in Germany and Europe
s 2anzheitliche Europaische Digitale Identitat

maw EUrope-Wide utilization and worldwide adoption

European standards fiir prifbare Sicherheit und
nachweisliche Interoperabilitat

Trustworthy decentralization for natural and

legal entities despite the infrastructures

Sustainable digitization through European
digitial identity, attestations and trust services

15



elDAS 2.0 will lead to inclusive European Digital Identity if it's regulated and Msg
designed as European regulation and technical framework.

EU Digital Wallet

Qualified attestation
servcies

Relying party

Other QTSP

* Provided by or on behalf of or certified by member state and
so trust chain

* Needed fulfillment of European standards ensures
interoperability and proven security

* Only one allowed to contain PID

¢ Only Issuer allowed to access EUDIW

« Certified by CAB under supervision of national supervisory
body ensures provable security and trust

« Full liability ensures trust and limits risks for users

« Certification needed for access EUDIW ensures proven
security and trust

« Trusted verifier ensures proven privacy

« Certified by CAB under supervision of national supervisory
body ensures provable security and trust

« Full liability ensures trust limits risks for users
« Fully digital transaction in trustworthy environment possible
« With QTSP for DLT every infrastructure verifiably secure
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A

Common requiremnents on
EUDIW&QTSP for all MS

Free choice of EUDIW for all
legal and natural entities

European Digital

PID and ODI covered .
Identity =

Mandatory implementing acts for
EUDIW and each trust service

Integration of Privacy by
Design in identity & evidence
related regulation
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