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( Problem )

>957%

Datenzugriff durch
menschliche und
nicht-menschliche
|dentitaten ist
unsere grof3te
Schwachstelle.
KI-Agenten
machen alles nur
noch schlimmer.



C Unsere Losung ) C

Kl ist die Losung, um granular zu steuern,
wer wie auf welche Daten zugreifen kann.
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( Zukunft )

C

Kl ermoglicht Just-in-Time (JIT) Datenzugriff

Sicherheit

©

Dynamischer
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Manueller
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Regelbasierter
JIT-Zugriff
Stehender
Zugriff
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C wmauh ) c

Autorisierung trifft Machine Learning

So revolutioniert Machine Learning die Autorisierung:

& Anomalieerkennung il Verhaltensanalyse

- Lernt typische Nutzeraktivitaten, um ldentitatsdiebstahl oder

-> Erkennt ungewohnliche Zugriffsmuster und 16st automatisch
Insider-Bedrohungen frihzeitig zu erkennen

Warnungen aus

& Manipulationserkennung bei Berechtigungen % Erkennung von Spoofing & Impersonation

- Uberwacht Anderungen an Zugriffsrechten in Echtzeit und - Nutzt biometrische und verhaltensbasierte Daten zur
meldet unautorisierte Zugriffe Identifikation echter Nutzer

& Kontextabhangige Zugriffskontrolle A, Risikobasierte Authentifizierung

- Bewertet Standort, Gerat und Zeitpunkt flr prazisere -> Dynamische Zugriffsanpassung auf Basis individueller
Zugriffsentscheidungen Risikobewertungen
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POL-02- Finance Department Access Policy

Role-Based Access Permissions

-

3.1. Junior Financial Analyst
= Responsibilities: Data analysis, financial reporting, expense tracking.
= Access: Read-Only: Transaction logs, summary reports, and financial performance dashboards. No
Access: Customer account details, personal information, or transaction authorizations.
= Restrictions: No download capabilities for sensitive data; access limited to view-only dashboards.
Access to reports limited to non-personally identifiable information (PII).

3.2. Senior Financial Analyst
= Responsibilities: Comprehensive financial analysis, forecasting, budgeting.
i Access: Read/Write: Budgeting and forecasting tools, aggregated financial reports. Read-Only:
General ledger, high-level customer segmentation data (no PII).
= Restrictions: Mo access to individual transaction data or customer Pll. Restricted ability to export
sensitive data (subject to audit trail tracking).

3.3. Financial Manager
= Responsibilities: Oversee budgeting, audits, and reporting; interact with internal auditors.
= Access: Read/Write: Departmental budgets, audit logs, forecasting applications, and financial
reports. Read-Only: Aggregated customer data for financial trend analysis (no individual customer
data).
= Restrictions: No direct access to customer Pll or individual transaction details. Must route
requests for sensitive data through Data Protection Officer (DPQ) and obtain manager approval.

3.4. Compliance Officer (Finance)
= Responsibilities: Ensure financial regulatory compliance and audit preparation.
= Access: Read-Only: All financial data necessary for compliance audits, excluding individual
customer Pll. Restricted Access: Aggregate customer information for compliance reporting,
without the ability to drill down to individual accounts.
= Restrictions: Mo write permissions to any financial records. Must log all access to compliance
reports for audit tracking.

3.5. Finance Director

» Responsibilities: Oversee all finance department operations, strategic planning, high-level
reporting.

= Access: Read/Write: Access to all financial reports, budgeting tools, forecasting applications, and
audit logs. Restricted Access: Customer financial data on an aggregated level only.

= Restrictions: Can access customer data summaries for strategic reporting but cannot view
individual customer details. All actions logged and auditable, with dual-authorization for sensitive
actions.

Deviations

Group Customer Success Closed =
1D: ABC5143255

Engineering : This permission is not listed in the LP policy
for any job title in Finance Department

more

Identity Sarah Miller Ticket Created
ID: ABC5143255

Engineering : This permission is not listed in the LP policy
far any job title in Finance Department

Identity John Doe Open ~

~ |
ID: ABC5143255

Engineering : This permi:  § Create a JIRA ticket
far any job title in Finan:

Engineering : This permi: ™ MNotify via email

for any job title in Finant . .

less a*  MNotify via Slack

Identity Sarah Miller (<) Close as Risk Accepted

ID: ABC5143255 e
Sommeens (¥ Close as False Positive

Engineering : This parmi:

for any job title in Finant @ Close as Rermediated

maore

Group Customer Success Closed 5

1D: ABCB143255

Engineering : This permission is not listed in the LP policy
for any job title in Finance Department

more

Group Customer Success Closed =
ID: ABCE143255

Engineering : This permission is not listed in
far any job title in Finance Department
mare
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Log Details X

The user attempted to authorise security group ingress and create a security group in EC2. They also tried to describe
instances and VPCs in EC2. Unauthorized attempts were made to list groups, policies and userson IAM.

Data Store: Example Store « PermissionsUsed: C R U D« Source: One Drive
24 Jan 2023 6:08 AM - 24 Jan 2023 7:19 AM « Duration: 35 mins

Summary Status

The user attempted 8 actions in total, of which 4 were successful and 4 were unauthorized. Unauthorized actions included attempts to
list contents of S3 buckets and modify security group configurations. This pattern suggests potential misuse or compromised
credentials.

Key Actions

Among the critical actions performed, the user successfully described EC2 instances and VPCs. However, multiple unauthorized
attempts were made to create security group ingress rules and modify IAM policies. Such activities are typically restricted to
administrative users.

Anomalies and Deviations for Best Practices

The user's behavior deviated from best practices by attempting administrative-level changes without proper authorization. Frequent
unauthorized access attempts to sensitive AWS resources (e.g., S3 buckets, security groups) indicate either insufficient privilege
management or a potential insider threat.
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yberDesk

Vielen Dank

Wir freuen uns, mit lhnen ins
Gesprach zu kommen.
tobias.lieberum@cyberdesk.app




FRAGEN & ANTWORTEN

tobias.lieberum@cyberdesk.app
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