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Who I'am

Stephan Mofler

Solution Architect

Cyber Security
M +491623343638

stephan.moessler@eon.com
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Hitchhiker's Guide to the Galaxy, Douglas Adams, 1979

Considered the third worst poetry in the universe
Characterized by nonsensical language

Used by Vogons to torture others

Reflects the unpleasant nature of Vogon culture




S/MIME is used for e-mail encryption

Users should be able to read encrypted mails on mobile devices
Sensitivity labels via Microsoft Information Protection (MIP)

e (Qutlook Mobile must be used on client side

Exchange servers are operated by Microsoft




Encryption keys should never be exposed to Microsoft

OS native mail client (i0S / Android) and Outlook mobile must be
supported

Solution must be automated and user friendly

Secure cipher suites must be used
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Y * User certificates incl. private key are stored in AzureAD

* QOutlook mobile
* Only way to provision certificates to this app is via Intune

' e MS Certificate Connetor acts as kind of black box for Intune to re- \
» encrypt all user certificates

* 10S only supported TripleDES-SHAT for pkcs#12 encryption only

No way to provision certificates without key priv. exposure
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Expirence inanutshell
- a 005 A : . e
il *  Golive
* Only small number of users recieved certificates on devices
* 2nd import of the same certificates to EntralD -> fixed issue

* Ticket ping-pong between vendors:

* Apple <-> Microsoft
since 07/2024 it's working by magic, root cause never identified

- i0S only supports TripleDES-SHAT for pkcs#12 encryption
* Deprecated by NIST in 2019
* Fixed by Apple with i0S 18 beta? ...



Expirence in@nutshell

. MIPvs S/IMIME

2 * Global configuration no device type specific configuration possible
* Mobile: enc. Certificate

* Non-Mobile: enc. + sig

 MS Certificate Connector process crashes min. once a week
* Workarround, scheduled task to restart service.
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- S/MIME the worst thingint
universe?!?
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Re ality check.

- Are our requirements wrong?!?
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Adding more camhlexity
adding movre security?
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Are we losing control of E.

encryption?
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Future of S/MIME?
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