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TUV SUD in numbers: Growing from strength to strength

One-stop technical solution
provider

years of experience
locations worldwide
’ 1 800 million Euro in sales
y revenue 2012
1 8 , 800 employees worldwide
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TUV SUD: Global expertise. Local experience. .@
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N« Global Headquarters: Munich,

GERMANY INTERNATIONAL
Legend:

Bl Countries with TOV SUD offices Revenue: Euro 1,100 mio Revenue: Euro 580 mio
Headcount: 9,900 staff Headcount: 7,300 staff

@ Regional headquarters
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TUV SUD’s Business Unit Rail: a Partner for homologation bodies
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one-stop technical solution
provider
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years of experience

locations worldwide

employees worldwide

500
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TUV SUD Rail: End-to-end solutions across all rail sectors (@
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TUV SUD Rail: Delivering value-added solutions and expertise @
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INFRASTRUCTURE
=Understructure
=Superstructure

=Civil works & tunnels

ELECTRICAL AND MECHANICAL (E&M) SYSTEMS
= Signalling & telecom
= Rail power supply
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ROLLING STOCK
= High speed

= Conventional rail
= Light rail/Metro

GENERIC SAFETY SYSTEM
= Programmable electronics

= Safety components

= Rail automation (HW, SW)
= Industrial IT Security
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Current security incidents ...

DIEC WELT

DIGITAL VERNETZTE PRODUKTION

Industrie ist gegen Hacker schlecht
gerustet

Bedrohung fiir die Industrie: Durch die Vernetzung von Maschinen wird die Produktion

15.10.13

zunehmend ein Sicherheitsrisiko. Derzeit eingesetzte Software hilft kaum gegen die kiinftigen

Hackers Reveal Nasty New Car
Attacks--With Me Behind The
Wheel (Video)

This story appears in the August 12, 2013 issue of Forbes.

7/24/2013 @ 9:00AM | 523.286 views

Rail

Angriffe.

INDUSTRIE 4.0
Produktionsindustrie im Visier der
Hacker

s

vDI nachrichten

Sicherheitin ,Industrie 4.0" ist eine lebenswichtige Voraussetzung fur Produktionsunternehmen.
Viele Maschinen und Kontrollgeréate sind immer noch unzureichend geschitzt. Sicherheitsanbieter
bieten erste Schutzprodukte an, abereffektiver Schutz sollte in den Netzen erfolgen

Siiddeutsche.de

24, Februar 2013,10:14 Medienbericht iiber Cyber-Attacken

Chinesische Hacker greifen EADS und
ThyssenKrupp an

Deutsche Konzerne werden einem Medienbericht zufolge immer
ofter von chinesischen Hackern angegriffen. Und auch die
Bundesregierung wurde demnach im vergangenen Jahr von
auslandischen Nachrichtendiensten attackiert - mehr als tausend
Mal.

@he;seSecun'ty News ~ Hintergrund Tools Foren

Security > News > 7-Tage-News > 2014 > KW 50 > Zugang uber Umwege - Hacker nutzen Zulieferer als Einfallstor

09.12.2014 09:16 « Vorige | Nachste »

Zugang liber Umwege - Hacker nutzen Zulieferer als
Einfallstor

Taglich greifen Hacker deutsche Firmen an. Einige haben ihre Sicherheitsvorkehrungen
deshalb in den vergangenen Jahren ausgeweitet. Doch die eigene Sicherheit liegt nicht (

mehr allein in den Handen der Unternehmen.

kontakt W ] 3§ = N

g N\

DIEC WELT

Home Politik Wirtschaft Geld Sport Wissen Panorama Feuilleton ICON Reise PSWELT Regional Meinung Videos Markt

TUV SUD Rail GmbH 11.06.2015

# > Wirtschaft > Digital > IT-Sicherheit: Hacker legen Hochofen von Stahlhersteller lahm
DIE@WELT T § DIE WELT Digital 2 Monate fiir nur 0,99 €!
- v
Digital | Pc &Notebooks | Smartphones | Tablet-PC | Sicherheit | Intemet | WLAN | TV &Video | Audio | Kamera | Spiele I
-SICHERHEIT 18.12.14
Hacker legen Hochofen von
thhersteller lahm
, g ®
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Attacks: Stuxnet

Rail

OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009.
The attack started by infecting five carefully selected organizations

23.06.2009 28.06.2009 07.07.2009 23.03.2010 26.04.2010 11.05.2010 13.05.2010
»
/
74
T4
GLOBAL
EPIDEMIC
Foolad Technic Behpajooh Co. Neda Industrial Control-Gostar Kala Electric,
International Elec & Comp. Group, Jahed Company, Centrifuge
Engineering Co, Engineering, component ICS vendor developer
ICS vendor ICS vendor, supplier
THE SOURCE
OF THE GLOBAL
STUXNET EPIDEMIC KASPERsKV%

© Copyright Kaspersky Lab ZAO. 2014
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Security Shortfalls in Industrial IT Environments

Rail

General

= Personnel without security awareness / skills = Complete overview of the network topology and
communication channels are missing

= No or only limited processes

(policies, procedures, guidelines) = No or only a minimum of network segmentation
= Limited understanding of the information = Periodic IT security audits?
to be protected .

Security monitoring?

= Risk management? = Incident handling (technology & process)?

" Asset management? = Patch management?

TUV SUD Rail GmbH 11.06.2015 Slide 11 TUV



Security Shortfalls in Industrial IT Environments .@

Rail
Applications Authentication
'e-result = Eh:[lltP mJFr'af{'qdl:h._ squery) ) 568700 1.".'1311321-%'- 10.250.5.75 HTTP
- — T .
=TT ) s Oc be ed 44 fO de 1 fc d4 £5 08 00 45 00 S T
=3TUrr = >IFE3ULT ; 5d bf 40 00 80 06 00 00 0a Oc Oc aF 0Oa fa S - S
e f4 bhe 00 50 67 0d 06 cf 15 52 2Zb 48 50 18 R 2L+ .
""" - 1™ 7 Bf 00 Q00 16 03 ©O1 00 78 01 OO0 QO 74 03 - SO
1 1d = Sstuff c9 98 24 b7 e3 1c 8a B1 5a 9c df 07 27 dd i
- I e 76 3d 16 68 7c 99 dO eb 29 d3 1la a9 fe 3c Z.wv=.h|. ..)}
Fo LWL L +DEIULTL : 00 18 00 2f 00 35 00 05 00 Oa cO 13 cO 14 ..... S5 ...
1 cO Oa 00 22 00 38 00 13 00 04 01 Q0 OO0 323 ..... 2.8

»TEIULL 00 01 00 00 00 00 11 00 Of 00 00 Oc 74 7 A
W laver 2d 73 75 65 64 2e 64 65 00 05 00 05 01 00 ev-sued. de.

= Security is not integrated into the development process = Default passwords

= Security is not covered in the procurement process = Weak / trivial passwords

= Missing Change and Configuration Management = Password in clear text

= No security testing, incl. 3 party software = Passwords on Post it®

= “Security through Obscurity” = Generic password for user groups

= Incorrect implementation of cryptographic algorithms = Root passwords are group passwords for suppliers
= Possibility of attacks (DoS, Cross Site Scripting, ...) = No Two / Multi-Factor-Authentication

TUV SUD Rail GmbH 11.06.2015 Slide 12 TUV



Security Shortfalls in Industrial IT Environments '@

Rail

Use of Engineering Workstations (EWS) Remote Access & Maintenance

= Any accessible interfaces in the industrial IT = Different supplier solutions are implemented
infrastructure is used and allowed

= EWS is used in different networks for different =  Remote Access without dedicated DMZ
customers

= Remote access is always enabled and therefore can
= EWS s often used as a standard computer be used at any time without control

= Group accounts
= Multi-factor authentication not used

TUV SUD Rail GmbH 11.06.2015 Slide 13 TUV



Security Shortfalls in Industrial IT Environments

Protocols

o\ NN N T
| A A PAVEEAN I 1=

Version 1.8.2-win
http://www. Titania. co. uk

Copyright Ian ventura-whiting 2009
Compiled against openssL 0.9.8m 25 Feb 2010

Testing S5L server 192.168.1.1 on port 443

supported server Cipher(s):

Accepted S5Lw2 56 bits DES-CBC-MDS

Accepted 5S5Lv3 56 bits DES-CBC-SHA

Accepted TLSv1 56 bits DES-CBC-SHA

Prefered server cipher(s):
= Unprotected communication channels

= Use of weak cipher suites

= Wireless communication without authentication and
encryption

= |ncorrectly implemented cryptographic algorithms

No regulations for the use of USB Tokens

Uncontrolled USB tokens are used by suppliers

No virus scanning for USB tokens
(not to think about “Bad USB™)

TUV SUD Rail GmbH 11.06.2015
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Holistic approach of IEC 62443

&

IEC 62443 Series

Rail

General

Terminology,

1-1 concepts and models

Master glossary of
terms and abbreviations

System security
compliance metrics

1-3

TUV SUD Rail GmbH

Management System

Establishing an IACS
security program

2-1

Operating an IACS
security program

Patch management in
the IACS environment

Requirements for
IACS solution suppliers

11.06.2015

Industrial IT Security, IACS

Security technologies

3-1 for IACS

Security risk assessment‘
and system design

3-2

System security
requirements and
security levels

3-3

[ 1]

Embedded Security,
Component
Product development

4-1 requirements

Technical security
requirements for
IACS components

4-2

Relevant documents for assessment / certification

Slide 16 TUV®



Holistic Approach

TUV SUD Rail GmbH
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Industrial Control System

(Controlling, Measurement)

Services Integration
(Middleware, Database)

Infrastructure / Data Processing
(Network, Network Devices, Facilities)

IACS

Applications

Control System

Embedded Security

11.06.2015

Industrial IT Security

Slide 17
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Rules for ICS (Industrail Control Systems) (@

Rail

Safety first, Security for Safety

SECURITY

= Without security measures the safety
functions might be compromised

= Availability first
SAFETY

= Real-time systems
= Security measures must not affect
the safety functions

TUV SUD Rail GmbH 11.06.2015 Slide 18 TUV



People, Process, Technology

define, use
—

—

roles & responsibilities
tasks

Technology

TUV SUD Rail GmbH 11.06.2015
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|IEC 62443: Roles

-

operates

Asset Owner

v

integration capabilities
System (design and deployment)

Industrial Automation and Control System
(IACS)

Operational and maintenance
capabilities (policies and procedures)

+

Automation Solution

Integrator

IACS environment / project specific

A 4

Basic Process Control
System (BPCS)

i Safety Instrumented
| System (SIS)

Complementary
hardware and software

Includes a configured instance of the
Control System Product

Product
Supplier

develops

v

Control System Product
as a combination of

Independent of IACS environment

v

Supporting
Applications

Network

Embedded devices
components

Host
devices

\J

TUV SUD Rail GmbH

11.06.2015
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Continuous Improvement (@

Rail

Quality
Improvement

>

Time

TUV SUD Rail GmbH 6/11/2015 Folie 22 TUV



Defense-in-depth strategy @
B

= Security policies and guidelines o
= Physical protection (physical zoning)
= Network segregation (zories and conduits)

= Need-to-Know: Restriction of access to components, systems,

zones and conduits

o | | _ Security Risk
= Minimum installation: hardening of components Host

Layer
Network

Layer
Operational

Layer

= Living processes

= Skilled and trained employees

cf. Homeland Security (2009) Recommended Practice: Improving Industrial Control Systems Cybersecurity with Defense-In-Depth Strategies figure 5

TUV SUD Rail GmbH 11.06.2015 Slide 23 TUV®



Zones & Conduits

&)

Zone Rail
« “Collection of entities that represents partitioning of a System under Consideration on the
basis of their functional, logical and physical (including location) relationship.”

* “Grouping of logical or physical assets that share common security requirements”

Conduit

“Logical grouping of communication channels, between connecting two or more zones, that share
common Security requirements”

Control Center D c1 D 2
—_— — Industrial Control |:|
Systems C3
— R1 [~ = — =] R2 ﬂﬂﬂfﬂﬂé | ICS1

_ Zone 2, Safety functions
Zone 1 Conduit

TUV SUD Rail GmbH 11.06.2015 Slide 24 TV



General Concepts of IEC 62443: Security Levels .@

Security Level Rail
“Measure of confidence that the IACS is free from vulnerabilities and functions in the intended manner.”

Definition of risk-based Security Levels:

Security Level 0 (SLO)
No protection requirements.

Security Level 1 (SL1)
Protection against casual or coincidental violation.

Security Level 2 (SL2)
Protection against intentional violation using simple means with low resources, generic skills
and low motivation.

Security Level 3 (SL3)
Protection against intentional violation using sophisticated means with moderate resources,
system specific skills and moderate motivation.

Security Level 4 (SL4)
Protection against intentional violation using sophisticated means with extended resources,
system specific skills and high motivation.

11.06.2015 TUV SUD Rail GmbH JHRLS



Security Requirements (Example)

Rail

FR 1 - Identification and Authentication Control (IAC)

SR 1.1 - Human user identification and authentication X X X X

The control system shall provide the capability to identify and authenticate all human users. This capability shall enforce such
identification and authentication on all interfaces which provide human user access to the control system to support segregation of
duties and least privilege in accordance with applicable security policies and procedures.

RE (1) Unique identification and authentication X X X

The control system shall provide the capability to uniquely identify and authenticate all human users.

RE (2) Multifactor authentication for untrusted networks X X

The control system shall provide the capability to employ multifactor authentication for human user access to the control system via
an untrusted network (see 4.14, SR 1.12 — Access via untrusted networks).

RE (3) Multifactor authentication for all networks X

The control system shall provide the capability to employ multifactor authentication for all human user access to the control system.

TUV SUD Rail GmbH 11.06.2015 Slide 26 TUV



IEC 62443-3-2: Detailed Security Risk Assessment

Target /
attractiveness,

historical data, or
common sources

Prior audits,
vendors,
vulnerability

|dentify Threats

List of Threats

I

databases,
government

sources, etc.

List of Threats

List of Vulnerabilities I

|dentify Vulnerabilities

List of Vulnerabilities

I

Determine Likelihood

Qualitative / Quantitative

Historical data

Prozess Hazard
Assessment
(e.g. HAZOP)

Corporate risk matrix

I

Determine Impact

assessment of likelihood

Qualitative / Quantitative
assessment of financial

I

.

TUV SUD Rail GmbH

Calculate Risk

& social impact

Qualitative / Quantitative
> assessment of

11.06.2015

residual risk

Slide 27
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Definition: Risk Matrix ‘ @

= Risk Matrix Rail

= System / Domain specific!!

Negligible Marginal Critical Catastrophic

Frequent

Occasional

Minor

Probability

Remote

Improbable

Severity

B Risk mitigation activities required
Risk needs further analysis and discussion

B Acceptable risk

TUV SUD Rail GmbH 6/11/2015 Slide 28 TUV
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Benefits of IEC 62443

= The benefits of IEC 62443 Rail

Risk based approach

Process oriented

Combination with other standards possible
Defined requirements

International

| = Best Practice approach for Industrial IT Security

TUV SUD Rail GmbH 11.06.2015 Slide 30 TUV

= Basis for assessment and certification



IEC 62443 standards family

IEC 62443-1-1, Industrial communication networks - Network and system secuifity -
Part 1-1: Terminology, concepts and models. Bearbeitungsstand: [EC/TS 62443-1-
1:2009, Uberarbeitung geplant

IEC 62443-1-2, Industrial communication networks - Network and system security -
Part 1-2: Glossary. Bearbeitungsstand: 65/465/NP:2011

IEC 62443-1-3, Industrial communication networks - Network and system security -
Part 1-3: System security compliance metrics. Bearbeitungsstand: Entwurf IEC
69/957/DTS

IEC 62443-2-1, Industrial communication networks - Network and system security -
Part 2-1: Establishing an industrial automation and control system security program.
Bearbeitungsstand: IEC 62443-2-1:2010, Als Entwurf zur Uberarbeitung liegt vor:
69/514/DC:2012

TUV SUD Rail GmbH 11.06.2015 Slide 31 TV



IEC 62443 standards family

IEC 62443-2-2, Industrial communication networks - Network and system secuifity -
Part 2-2: Implementation guidance for an industrial automation and control system
security program. Bearbeitungsstand: geplant

IEC 62443-2-3, Industrial communication networks - Network and system security -
Part 2-3: Patch Management. Bearbeitungsstand: Entwurf IEC 65/554/DTR:2014
IEC 62443-2-4, Industrial communication networks - Network and system security -
Part 2-4: Requirements for IACS solution providers. Bearbeitungsstand: Entwurf [EC
69/945A/CDV:2014

IEC 62443-3-1, Industrial communication networks - Network and system security -
Part 3-1: Security technologies for industrial automation and control systems.
Bearbeitungsstand: IEC/TR 62443-3-1:2009-07. Uberarbeitung geplant.

TUV SUD Rail GmbH 11.06.2015 Slide 32 TV



IEC 62443 standards family

IEC 62443-3-2 Industrial communication networks - Network and system secufity -
Part 3-2: Security levels for zones and conduits. Bearbeitungsstand: Entwurf IEC
69/534/DC:2013
IEC 62443-3-3 Industrial communication networks - Network and system security -
Part 3-3: System security requirements and security levels. Bearbeitungsstand: IEC
62443-3-3:2013
IEC 62443-4-1 Industrial communication networks - Network and system security -
Part 4-1: Product development requirements. Bearbeitungsstand: 65/546/NP:2014
IEC 62443-4-2 Industrial communication networks - Network and system security -
Part 4-1: Technical security requirements for industrial automation and control
system components. Bearbeitungsstand: 65/546/NP:2014

NP: New work item proposal TR: Technical report

CD: Committee draft DTS: Draft technical specification

CDV: Committee draft for vote
DTR: Draft technical report

TUV SUD Rail GmbH 11.06.2015 Slide 33 TV



Security standards / guidelines / RFCs

RFC 5246, The Transport Layer Security (TLS) Protocol, Version 1.2, !
http://tools.ietf.org/html/rfc5246

ETSI, European Telecommunications Standards Institute,
http://www.etsi.org/\WebSite/homepage.aspx

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile, May 2008, http://tools.ietf.org/html/rfc5280

RFC 5055, Server-Based Certificate Validation Protocol (SCVP), http://www.rfc-
editor.org/rfc/rfc5055.txt

RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol — OCSP, http://www.ietf.org/rfc/rfc2560.ixt

RFC 4210, Internet X.509 Public Key Infrastructure Certificate Management
Protocol (CMP), http://tools.ietf.org/html/rfc4210

RFC 5273, Certificate Management over CMP (CMC): Transport Protocols,
hitp://tools.ietf.org/html/rfc5273

TUV SUD Rail GmbH 11.06.2015 Slide 34 TUV
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Security standards / guidelines / RFCs

Rail

VDI/VDE 2182, Informationssicherheit in der industriellen Automatisierung,
Allgemeines Vorgehensmodell, Blatt 1, Januar 2011
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+49 89 5791-2933

thomas.stoertkuhl@tuev-sued.de
X:

Dr. Thomas Stortkuhl
Phone: +49 89 5791-
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TUV SUD Rail GmbH

Barthstr. 16
80339 Munich
Germany
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