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Who we are
TRUSTED

COMPUTING GROUP™

TeleTrusT

Pioneers in IT security.

= Roots in Cryptography and Operating Systems Security Research

= One of the technology leaders in Trusted Computing
= Based on substantial amount of own IP Secur |Ty
made

Germany

»ESP strategy“: Avoid skidding,
before it happens.

= Airbag approach®:
If it happens, it should hurt less.
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" Providing comprehensive Information Flow Control

= Seamless for the user, easy to manage and auditable

= Strong business in Europe and Germany

" Focus on Midsize-companies, also organizations like NATO SACT, DoD and Defense
Ministries of more than a dozen countries.

= OEMs: TCG, Raytheon, EADS, Wincor Nixdorf, ...

Sirrix AG
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Beispiel: Dropbox

In guter Gesellschaft...

Aber auch: Inharente Gegensatze || Home»Sem

Security und Cloud Storage
Freier Zugang fur alle: Peinliche Sicherheitspanne bei
‘I Drophox |

= Geschaftsmodell vs. Sicherheit

8l von Lars Bube
21.06.2011 Qsee QY
Beim beliebten Cloud Storage Dienst Dropbox gab es gestern {Montag) eine mehr als
peinliche Datenpanne. Fiir mehrere Stunden konnten sich die User mit jedem

| beliebigen Passwort in jeden Dropbox-Account einloggen, auch von Fremden.

| Wshrend bei Datenverlusten
normalerweise immer eine Art von |
digitaler Fremdeinwirkung oder '
gar Gewalt mit im Spisl isk,

| schaffen es manche Unternelimen
auch, sich ganz alleine in Bein in

| Sachen IT-Sicherheit zu stellen.
Jingstes Beispiel ist das
Unternehmen Dropbaox, das
RNutzern Online-Speicher in der
Cloud anbistet, Gber den die
abgelegten Dateien von jedem
Internst-PC der Welt aus
verfigbar sind.

Wie zwel Dropbox-Nutzer gleichzeitig bemerkten und auch direkt in das Farum posteten,
hatte der Dienst am Montag mit einem hausgemachten Daten-GALU zu kampfen. Durch eine
Panne hei sinem Softwarenndate wurde die Anmeldenrozediir samt .ﬁui‘hnnnﬂﬁ;!immn
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The Cloud

Thesis:

“The Cloud is a chance for improving companies’
security.”

= | ooking at: Small and midsize companies (200-10,000 employees)
= |T-Security is an infrastructure topic, compliance nearly absent
= Information Flow control rather than traditional access control policies

= Infrastructure security as part of the service

Sirrix AG
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Cloud, eine (willkiirliche) Definition

= Beispiele: Dropbox, iCloud

= |dee: ,Storage effizienter und giinstiger durch zentralisierte Dienstleister”

= Beispiele: Angebote groBBer Dienstleister

= |dee: IT-Infrastruktur virtualisiert, intern oder extern

= Beispiele: SalesForce (extern),

= MS Dynamics (intern/Extern), NetApp, Citrix

=  MS Office...

= Aspekte: Client-Plattform? Bezahlmodelle? Offlinefahigkeit? (Caching)

Sirrix AG
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Requirements for Trusted Clouds

RSA SecurlD

) Strong Authentication
= Multi-factor, cryptographic authentication

2) Trustworthy Virtualization

= Strong isolation

3) Trusted Platforms

= Reliable integrity verification

Q Z Sirrix AG

TURAYA
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Example Scenario

User clients

-

User clients

-

User clients
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Data Storage Cloud

Database Cloud
Application Cloud

Sirrix AG
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Trusted Cloud
Trustzones (TZ/TVD) TZ
i o

‘ Policy Enfoycement I l Policy Ehforcement l

Compliance
= By audit

= By attestation (technically) Slr [l X AG
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Trusted Cloud: Management
Trustzones (TZ/TVD)

TZ
ﬂﬂ -

Virtualization Virtualization
Policy Enforcement Policy Enforcement
= Configuration and provisioning management ’

= Security policy management Slr r ZX AG
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Back to Scenario

»‘ Cloud
-

User cliénts

-

User clients

User storage

Sirrix AG
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Trusted Platforms at the Endpoints

[Trustzones \

Na
~

>

Virtualization and Isloation
TrustedObjects Manager
E

KTURAYATM Security Kernel ” '
' Sirrix A
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Trusted Clouds — Outlook (FP7-TClouds)

Clouds of Clouds

= Expanding a small trusted cloud
by using a larger public cloud

= Trusted

Cloud /

Sirrix AG
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Trusted Clouds — Outlook

Clouds of Clouds

= Expanding a small trusted cloud
by using a larger public cloud

Management and provisioning in the cloud

= Distributing security management to allow
deployment inside the cloud

Sirrix AG
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Trusted Clouds — Outlook

= Expanding a small trusted cloud
by using a larger public cloud

= Distributing security management to allow
deployment inside the cloud

= Concept of TZ on mobile user devices (smartphones, tablets)

= Enabling trustworthy M2M authentication
to allow for cloud resource access

Sirrix AG
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It’s your turn now . ..

Sirrix AG

Ammar Alkassar
Building D32
66123 Saarbricken, Germany

Phone +49-681-95986-0
Fax +49-681-95986-500

Ao Sirrix AG

http://www.sirrix.com
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