
© Fraunhofer SIT 2016 Dr. Th. Henkel SIT/ISS

IT SECURITY IN CONTEXT OF INDUSTRIE 4.0  –
PROTECTION OF PRODUCTION DATA

IUNO

Germany’s National reference project for IT-Security in Industrie 4.0 



© Fraunhofer SIT 2016 Dr. Th. Henkel SIT/ISS

IT SECURITY IN CONTEXT OF INDUSTRIE 4.0  –
PROTECTION OF PRODUCTION DATA

IUNO

Germany’s National reference project for IT-Security in Industrie 4.0 



© Fraunhofer SIT 2016 Dr. Th. Henkel SIT/ISS

AGENDA

 Fraunhofer SIT

 IUNO – BMWI Project

 Research & Solutions



© Fraunhofer SIT 2016 Dr. Th. Henkel SIT/ISS

FRAUNHOFER INSTITUTE 
FOR SECURE INFORMATION TECHNOLOGY



© Fraunhofer SIT 2016 Dr. Th. Henkel SIT/ISS

FRAUNHOFER INSTITUTE 
FOR SECURE INFORMATION TECHNOLOGY

Prof. Dr. Michael Backes

Center for IT-Security, Privacy 
and Accountability (CISPA) 

Kompetenzzentrum für 
angewandte 
Sicherheitstechnologie

Center for Research in Security 
and Privacy

Prof. Dr. Michael WaidnerProf. Dr. Jörn Müller-Quade



IUNO

National Reference Projekt

IT-Security for Industrie 4.0

Dr. Thorsten Henkel

Fraunhofer SIT - Industrial Security Solutions

Darmstadt, 15.02.2016



IUNO combines the German expertise in

IT-Security and Industrie 4.0

Software Innovations GmbH



Use Cases 

National Reference Implementation 

Project- & Knowledge Management

Advisory Board (BSI, Industry, Research, Associations)

Request Analysis

Models and Specification 

Tool Box

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction



IUNO develops IT-Security for Industrie 4.0

Basics Methodology
Development

Industrial Usage

Security by Design for
Industrie 4.0

Secure Framework

IT-Security-Reference 
Architecture

Hardware-oriented
Security

Encryption for 
I4.0 Architectures

Evaluation of Methods 

Feedback of Results

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction



Industrial Usage

Evaluation of Methods 

Feedback of Results

Solutions

Digital Identities for 
Productions Systems

Pirate Protection

Secure Patch-Management of 
Industrial Production Sites

Secure Autonomous 
Configuration of CPPS

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction

IUNO develops IT-Security for Industrie 4.0



Industrial Usage

Evaluation of Methods 

Feedback of Results

Solutions

Product-oriented 
Data Usage Control

Authentication in Real Time 
Environments 

Secure 
Transmission

Digital Rights Management 
Production

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction

IUNO develops IT-Security for Industrie 4.0



Industrial Usage

Evaluation of Methods 

Feedback of Results

Solutions

Identity Management 
and Remote Control 

Production-
Public Key Infrastructure

Secure Ad-Hoc 
Networks of CPS

Trusted Computing 
Standards for

Embedded Systems

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction

IUNO develops IT-Security for Industrie 4.0



Industrial Usage

Evaluation of Methods 

Feedback of Results

Solutions

Trust Management & 
Boundaries for I4.0

Secure Hardware for Production 
Systems

Anomaly Notification in 
Production Systems 

Secure Usage of mobile 
Systems and Data Storages

Individual Production

Technology Data – Market Place

Web-based Remote Control

Visual Security-Dashboard

Secure Processes

Secure Data

Secure Services

Secure Interaction

IUNO develops IT-Security for Industrie 4.0



IT-Security for Industrie 4.0
IUNO – Industrial Security Policy Development

IT-Security Protection Goals

 Data- Confidentiality

 Data- Authenticity 

 Data- Integrity

 Data- Availability



IT-Security for Industrie 4.0
IUNO – Industrial Security Policy Development



IT-Security for Industrie 4.0
IUNO – Industrial Security Policy Development
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Expertise & Competences 

Method Competences

 Analysis and Evaluation of Industrial Security Concepts 

 Testing of Regulation and Control Systems 

 Development and Evaluation of Apps

 Development of Information Security Concepts

 Secure Engineering Methods for Regulation and Control Systems Software Engineering

Technology Competences

 Development of Technologies for Product- and Pirate Protection

 Development of Technologies for secure Identification of  components and efficient Key Management

 Development of Technologies for distributed Security-Monitoring of Components 

 Development of Secure Engineering Test-tools


