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Cyber Threat Intelligence

„The purpose of threat intelligence is to

understand the enemy, help anticipate

future actions and plan a response“
Christian Doerr, TU Delft CTI Lab https://www.cyber-threat-intelligence.com/
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Den Angreifer verstehen

▪ Attack Kill Chain

□ Reconaissance

□ ....

□ Actions

▪ Diamond Model

□ Intrusions

□ Series of Events

□ Connections

□ Active Threats

□ Common elements
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ENISA CTI Modules
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Interaktion und Standards – Quellen

▪ Open Data Sources /OSINT
□ OASIS Stix Taxii (JSON), IODEF

▪ Kommerzielle Feeds
□ E.g. Symantec Deepsight (xml, 

etc.)

□ REST-API, Portals,

▪ Shared Intelligence
□ MISP

□ CERT Verbund etc.

▪ Asset Information
□ Internal standards?
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Interaktion und Standards – Detection/Response

▪ Quality Standards
□ Education &Training, Decision making support, Security Policy adjustments, 

resource allocation, security by design

▪ Threat Modelling, Ontologien
□ Administrators, CSIRTS, CERT,

□ OWASP, TARA, VERIS

▪ Detektion Formate
□ SIEM/SOC/Incident Response

□ Pentesting, Forensics

□ Snort, Bro, YARA, (Security Analytics)

□ Modelling Adversarial Behaviour MITRE Att&ck
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MITRE Att&ck
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Weiteres Vorgehen?

▪ Stand der Technik

▪ Best Practice

▪ Austausch

▪ Plattform – Brokerage

▪ Vernetzung

▪ Adaption

▪ ?


