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TeleTrusT

Cyber Threat Intelligence

,The purpose of threat intelligence Is to
understand the enemy, help anticipate
future actions and plan a response”

ChriStian Doerr, TU Delft CTI Lab https://www.cyber-threat-intelligence.com/
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TeIeTrusT
Pioneers In IT security.
Den Angreifer verstehen

= Attack Kill Chain persona (mail, handles),
5 Reconaissance network assets
. Adversary
o Actions
. Infrastructure Capability
= Diamond Model I[P, DNS, email malware, exploit kits,
o Intrusions stolen TLS certs, tools
0 Series of Events Victim
o Connections persona, network assets,
o Active Threats email addresses

o Common elements
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TeleTrusT

Pioneers in IT security.

Interaktion und Standards — Quellen

= Open Data Sources /OSINT
o OASIS Stix Taxii (JSON), IODEF

L] B > Events- MISP x 4+

& C | © Not Secure | 192.168.123.131/events/index Q@ ) O [~

it Apps @ CSS - Sharepoint [ SoC & Forensics ¥ Cyber Security Se BS symantec B OLD [} NewTab G astructurs

= Kommerzielle Feeds =

v ORGNAME ORGNAME 3693 21 1 admin@admin.test 2018-11-30 Report ID 300862: Malicious Activity Identified Organisation & W B
on Asia-Based Airiine's Network, February to

o E.g. Symantec Deepsight (xml,

v ORGNAME ORGNAME 3694 )] 1 admin@admin.test 2018-12-04 Report ID 300863: Open-Source Intelligence Organisation & if @

e tC Insights — Week 49, 2018
- v ORGNAME ORGNAME 3692 1494 25 2018-11-29

admin@admin test Report ID 300860: Lokibot Configuration Update Organisation @& i &
- 110 28 November 2018

v ORGNAME ORGNAME 3691 38 15 admin@admin.test 2018-11-27 Report ID 300859: Panda Banker Configuration Organisation @& i B
| = y O r a. S y Update - 1 0 27 November 2018

v ORGNAME ORGNAME 3690 deepsight:mati:adversary=Earworm § 55 admin@admin.test 2018-11-27 Report ID 300858: Open-Source Intelligence Organisatis
Insights — Week 48, 2018

|

deepsight:mati:adversary=tessa88
v ORGNAME ORGNAME 3689 )7 admin@admin.test 2018-11-21 Report ID 300857: Analysis of Seedworm Organisation
L] Victims from September to November 2018
[ | are r l e | er ]( :e icicate,Prohable ranian Govarnment
Sponsorship
v ORGNAME ORG! B

M I S P deepsight:mati:adversary=Fleahopper Insights — Week 47, 2018

ht:mati:adversary=INDRIK
R
I:l ‘ E R I Ve rb u n d et‘ v ORGNAME ORGNAME 3687 17 1 admin@admin.test 2018-11-17 Report ID 300855: Suspected Fritillary Organisation @& i @
.

Spearphishing Campaign Delivers Cobalt Strike

INAME 3688 deepsight:mati:adversary=Fritillary |6 5 admin@admin.test 2018-11-20 Report ID 300856: Open-Source Intelligence Organisation @&

i

Beacon
v ORGNAME ORGNAME 3686 _ ar admin@admin.test 2018-11-14 Report ID 300854: Open-Source Intelligence Organisation
deepsight:mati:adversary=Midge Insights - Week 46, 2018

= Asset Information
o Internal standards?
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TeIeTrusT
Pioneers In IT security.
Interaktion und Standards — Detection/Response

= Quality Standards

o Education &Training, Decision making support, Security Policy adjustments,
resource allocation, security by design

= Threat Modelling, Ontologien
o Administrators, CSIRTS, CERT,
o0 OWASP, TARA, VERIS

= Detektion Formate

SIEM/SOC/Incident Response

Pentesting, Forensics

Snort, Bro, YARA, (Security Analytics)
Modelling Adversarial Behaviour MITRE Att&ck

O
O
O
O
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MITRE Att&ck

TeleTrusT

Pioneers in IT security.

13.06.2019

Initial Access
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Hardware
Additions
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Spearphishing
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Spearphishing
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Trusted

AppleScript
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Dynamic Data
Exchange

Execution through
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Execution through
Module Load

Exploitation for

Persistence

.bash_profile and
.bashrc

Accessibility Features

Account Manipulation

AppCert DLLs
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Lateral
Movement

AppleScript
Application
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@ TeleTrust
Weiteres Vorgehen?
= Stand der Technik
= Best Practice
= Austausch
= Plattform — Brokerage
= \Vernetzung
= Adaption
=7
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