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THE WORLD HAS A PASSWORD PROBLEM

Data breaches in 

2016 that involved 

weak, default, or 

stolen passwords1

Increase in 

phishing attacks

over the number of 

attacks recorded 

in 20152

Breaches in 2017, 

a 45% increase 

over 20163

1Verizon 2017 Data Breach Report |2Anti-Phishing Working Group | 3Identity Theft Resource Center 2017

81% 
65% 

1,579
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SOME HEADLINES…
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PASSWORDS ARE NOT USER FRIENDLY
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CLUMSY

MULTIPLE… OR SHARED ACROSS SERVICE !

HARD TO REMEMBER

NEED TO BE CHANGED ALL THE TIME
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THE NEW MODEL

open standards for
simpler, stronger authentication
using public key cryptography

Fast

IDentity

Online
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FIDO IN A NUTSHELL

The FIDO Alliance is an open 
industry association of over 
250 organizations with a 
focused mission: 

450+
FIDO Certified solutions

3 BILLION
Available to protect

user accounts worldwide

Today, its members provide 
the world’s largest ecosystem 
for standards-based, 
interoperable authentication

AUTHENTICATION 

STANDARDS

based on public key cryptography 
to solve the password problem 
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FIDO SCOPE
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Physical-to-digital identity 

User Management

Authentication

Federation

Single

Sign-On

Passwords Risk-BasedStrong

MODERN

AUTHENTICATION
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HOW OLD AUTHENTICATION WORKS

ONLINE CONNECTION

User authenticate themselves online by 

presenting a human-readable “shared secret”

This is true of One Time 

passwords (OTP) as well



All Rights Reserved | FIDO Alliance | Copyright 20189

HOW FIDO AUTHENTICATION WORKS

Authenticator
User gesture before 

private key can be used

(Touch, PIN entry,

Biometric entry)

Challenge

Signed Response
Private key

Public key

User Relying Party

Local user verification step On-line authentication step
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SIMPLER AUTHENTICATION

Reduces reliance 

on complex 

passwords

Single gesture

to log on

Same 

authentication on 

multiple devices

Works with 

commonly used 

devices

Fast and 

convenient



All Rights Reserved | FIDO Alliance | Copyright 201811

STRONGER AUTHENTICATION

Based on 

public key 

cryptography

No server-side 

shared secrets

Keys stay 

on device

No 3rd party in 

the protocol

Biometrics, if used, 

never leave device

No link-ability 

between services or 

accounts



FIDO Specifications

FIDO UAF

FIDO U2F
(@FIDO)

CTAP
(@FIDO)

WebAuthn
(@W3C)
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FIDO2 Project
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WEBAUTHN BRINGS FIDO TO THE WEB BROWSER
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Participation 

from all these 

platform 

providers

World Wide Web 

Consortium (W3C) 

developed 

Web Authentication 

(“WebAuthn”) 

with FIDO Alliance

Contributions

Candidate 

Recommendation

A new standard 

JavaScript API

That works with all FIDO2 

platforms & authenticators
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FIDO CROSS-PLATFORM SUPPORT

via 3rd-party development
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HOW TO BUILD AN ECOSYSTEM?

CERTIFICATIONS

MEMBERS & PARTNERS

DEPLOYMENTS

SPECIFICATIONS
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LEADING THE EFFORT TO SOLVE THE PROBLEM

FIDO board members include leading global brands and technology providers

+ SPONSOR MEMBERS + ASSOCIATE MEMBERS + LIAISON MEMBERS
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BY THE NUMBERS: CERTIFICATIONS

32
62

74

108

162

216

253

304

343

363
383

425

Apr-15 Jul-15 Sep-15 Dec-15 Mar-16 May-16 Aug-16 Dec-16 May-17 Jul-17 Oct-17 Jan-18
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SAMPLE: FIDO-ENABLED SERVICES

3.5 BILLION
AVAILABLE TO PROTECT

ACCOUNTS WORLDWIDE
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FIDO DELIVERS ON KEY PRIORITIES

Security

Privacy Interoperability

Usability
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Join the FIDO Ecosystem

www.fidoalliance.org 

Deploy

Take Part in FIDO Events

Build FIDO Certified Solutions

Join the Alliance

http://www.fidoalliance.org/
https://fidoalliance.org/membership/
https://fidoalliance.org/specifications/additional-resources/
https://groups.google.com/a/fidoalliance.org/forum/#!forum/fido-dev
https://groups.google.com/a/fidoalliance.org/forum/#!forum/fido-dev
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THANK YOU

WW.FIDOALLIANCE.ORG
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